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What We Looked At 

As the Federal Aviation Administration’s (FAA) operational arm, Air Traffic Organization (ATO) is responsible for 
providing safe and efficient air navigation services in U.S. controlled airspace. ATO provides air navigation services in 
over 17 percent of the world’s airspace and includes large portions of international airspace over the Atlantic and 
Pacific Oceans and the Gulf of Mexico. Until recently, FAA ATO had never applied the high-impact security 
categorization rating to any of its information systems. While many of these systems provide safety-critical services 
and would have adverse high impact to FAA’s mission in the event of system failure, and on the safety and efficiency 
of the National Airspace System (NAS), FAA categorized all of them as low or moderate. Given the importance of 
ATO’s information systems to air traffic control security and traveler safety, we initiated this audit. Our audit 
objectives were to assess (1) FAA’s information system categorization process and (2) the security controls that FAA 
has selected for the systems it recently re-categorized as high impact.   

What We Found 
FAA is beginning to properly categorize its high-impact systems, but gaps remain in its security categorization 
process. In 2017, FAA officials realized they had been categorizing their systems incorrectly, and by December 2020, 
the Agency had re-categorized 45 ATO systems from low or moderate impact to high impact. However, because FAA 
used an outdated NAS Requirement Document 2013 to identify its high-impact systems, the Agency may not be 
identifying all the systems in the NAS that provide safety-critical and efficiency-critical services that it needs to 
re-categorize as high-impact systems. In addition, FAA lacks formalized policies and procedures for selecting and 
implementing high security controls for its high-impact systems and continues to develop mitigations for security 
risks. For example, FAA has not completed a gap analysis for its 45 high-impact systems, which will be used to 
identify high security controls not implemented and assess any tailoring of these controls based on system operating 
environment and potential impact to operations. The gap analysis is also required by National Institute of Standards 
and Technology Federal standards and is essential for determining whether the organization’s security and privacy 
risks have been effectively managed. Finally, FAA has not yet mitigated the risk that the NAS could be vulnerable to 
threats as the Agency works to implement high security controls, because it has not fully implemented enterprise 
security initiatives designed to protect NAS assets.    

Our Recommendations 
FAA concurred with all six of our recommendations to enhance FAA’s categorization process, and mitigate security 
risks until the Agency selects and implements high security controls for its re-categorized high-impact systems. 

FAA Is Taking Steps to Properly Categorized High-
Impact Information Systems but Security Risks Remain 
Until High Security Controls Are Implemented 
Self-Initiated 

Federal Aviation Administration | IT2021033 | August 2, 2021 

All OIG audit reports are available on our website at www.oig.dot.gov. 
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Memorandum 
Date:  August 2, 2021  

Subject:  ACTION: FAA Is Taking Steps To Properly Categorize High-Impact Information 
Systems but Security Risks Remain Until High Security Controls Are Implemented 
| Report No. IT2021033 

From:  Kevin Dorsey  
Assistant Inspector General for Information Technology Audits 

To:  Federal Aviation Administrator  

Federal Information Processing Standards Publication 199 (FIPS 199), Standards 
for Security Categorization of Federal Information and Information Systems, 
requires agencies to assign levels of impact—low, moderate, or high—on 
organizations or individuals when a security breach of an information system 
causes a loss of confidentiality, integrity, or availability. Such a loss in a system 
categorized as high-impact is expected to have a severe or catastrophic adverse 
effect on organizational operations, assets, or individuals. 

Until recently, the Federal Aviation Administration’s (FAA) Air Traffic Organization 
(ATO) had never applied the high-impact security categorization rating to any of 
its information systems. While many of these systems provide safety-critical 
services and would have adverse high impact to FAA’s mission in the event of 
system failure, and on the safety and efficiency of the National Airspace System 
(NAS), FAA categorized all of them as low or moderate. In response to the 
Department of Transportation Office of Inspector General (OIG) and the 
Government Accountability Office (GAO) audits documenting that the NAS 
critical infrastructure does not have any systems rated as high, ATO started 
revalidating NAS systems to ensure appropriate FIPS 199 security categorizations 
were applied. To address this major security risk, in 2017, FAA informed ATO 
program managers that it was re-categorizing 61 ATO systems operating in the 
NAS from low or moderate to high impact. These re-categorizations would mean 

U.S. DEPARTMENT OF TRANSPORTATION 
OFFICE OF INSPECTOR GENERAL 
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more stringent security control requirements1 for the 61 systems. In 2018, many 
system owners appealed the decision to re-categorize their systems, and as of 
December 2020, a total of 45 systems had been re-categorized as high-impact 
systems (see exhibit D).  

Given the importance of ATO’s information systems to air traffic control security 
and traveler safety, we initiated this audit. Our audit objectives were to assess 
(1) FAA’s information system categorization process and (2) the security controls 
that FAA has selected for the systems it recently re-categorized as high impact.  

We conducted this audit in accordance with generally accepted Government 
auditing standards. Exhibit A details our scope and methodology. Exhibit B lists 
the entities we contacted. 

We appreciate the courtesies and cooperation of Department of Transportation 
representatives during this audit. If you have any questions concerning this 
report, please call me at (202) 366-1518, or Leon Lucas, Program Director, at (202) 
366-0377. 

cc: The Secretary  
 DOT Audit Liaison, M-1  

FAA Audit Liaison, AAE-100 

   

                                             
1 Security controls are safeguards or countermeasures prescribed for information systems or organizations designed 
to protect the confidentiality, integrity, and availability of information that is processed, stored, or transmitted by the 
systems and organizations. 
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Results in Brief 
FAA is beginning to properly categorize its high-impact 
systems, but gaps remain in its security categorization 
process.  

In 2017, when FAA officials realized they had been categorizing their systems 
incorrectly, they engaged with the National Institute of Standards and 
Technology (NIST) to obtain a better understanding of the Federal standards for 
categorizing NAS assets outlined in FIPS 199. As a result of this effort, by 
December 2020, the Agency had re-categorized 45 ATO systems from low or 
moderate impact to high impact. However, we found a number of security gaps 
in FAA’s categorization process that do not meet Federal standards—largely 
because FAA lacks formal policies and procedures for this process. First, because 
FAA relied on an outdated NAS Requirement Document (RD) 2013, it may not be 
identifying all the systems with safety-critical and efficiency-critical services that 
should be re-categorized as high impact. Second, FAA allowed several systems to 
return to their original low or moderate categorizations without supporting 
documentation from system owners. Third, FAA’s security categorization process 
policies and procedures are missing key components, including a process to 
show system owners how to map information and information systems to 
security categories. FAA acknowledges that its re-categorization process 
continues to evolve, but until it establishes standardized policies and procedures, 
properly categorizing its high-impact information systems will remain at risk. 

FAA lacks formalized policies and procedures for selecting 
and implementing high security controls for its high-
impact systems and continues to develop mitigations for 
security risks. 

FAA  
 and assess any 

tailoring of these controls based on system operating environment and potential 
impact to operations. The gap analysis is also required by NIST Federal 
standards2 and is essential for determining whether the organization’s security 
and privacy risks have been effectively managed. An ATO official confirmed that 

                                             
2 NIST SP 800-37r2, Risk Management Framework (RMF) for Information Systems and Organizations, 2018. 
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FAA currently lacks standard policies and procedures outlining its gap analysis 
process3 for its high-impact systems. We reviewed 25 of the 45 high-impact 
systems (see exhibit D) and determined that none of them had complete and 
formal documentation approving the final selection, assessment, and 
implementation of high security controls, or authorization for operational use in 
the NAS.  

 
. 

We also identified several additional high security control enhancements that 
FAA did not account for in its initial selection of 73 high security controls for the 
45 high-impact systems baseline.  

 
 

 Finally, FAA has not yet mitigated the risk 
that the NAS could be vulnerable to threats as the Agency works to implement 
high security controls. 

 

 

 
 

We are making recommendations to enhance FAA’s categorization process, and 
mitigate security risks until the Agency selects and implements high security 
controls for its re-categorized high-impact systems. 

Background 
As FAA’s operational arm, ATO is responsible for providing safe and efficient air 
navigation services in U.S. controlled airspace. ATO provides air navigation 
services in over 17 percent of the world’s airspace and includes large portions of 

                                             
3 Applying the RMF steps (categorize, select, implement, assess, authorize, and monitor) and associated tasks to 
existing systems can serve as a gap analysis. 
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international airspace over the Atlantic and Pacific Oceans and the Gulf of 
Mexico.  

The ATO Cybersecurity Group secures ATO information technology (IT) systems 
and services against existing and evolving cybersecurity threats. Other ATO 
functions include ensuring compliance with the Federal Information Security 
Modernization Act of 20144 (FISMA), conducting risk management activities, 
supporting NAS cyber operations, and establishing enterprise security strategy 
and services, partnerships, and guidance. 

According to ATO officials, FAA’s security categorization policy for its IT systems 
is based on the Federal standards in FIPS 199 and NIST Special Publication (SP) 
800-60.  

FIPS 199 defines the three impact threshold levels based on how a loss of the 
confidentiality, integrity, or availability of IT systems can affect an organization’s 
operations, assets, or individuals:5 

• The potential impact is low if the loss is expected to have a limited 
adverse effect. 

• The potential impact is moderate if the loss is expected to have a serious 
adverse effect. 

• The potential impact is high if the loss is expected to have a severe or 
catastrophic adverse effect. 

NIST SP 800-60, Guide for Mapping Types of Information and Information Systems 
to Security Categories (2008), requires all Federal Government agencies to 
consistently map security category impact levels to types of information (e.g., 
proprietary, contractor sensitive) and information systems (e.g., mission critical, 
mission support). It defines a four-step process for this work: (1) identify 
information types, (2) select provisional impact levels, (3) review provisional 
impact levels and adjust/finalize information types impact levels, and (4) assign a 
system security category and overall impact level.  

                                             
4 The Federal Information Security Modernization Act of 2014 (Public Law 113—283—December 18, 2014) 
amended the Federal Information Security Management Act of 2002. 
5 FIPS Publication 199, pp. 2–3.  
 

https://www.law.cornell.edu/cfr/text/49
https://www.law.cornell.edu/cfr/text/49/part-15
https://www.law.cornell.edu/cfr/text/49/part-1520
https://www.law.cornell.edu/cfr/text/49
https://www.law.cornell.edu/cfr/text/49/part-15
https://www.law.cornell.edu/cfr/text/49/part-1520
https://www.law.cornell.edu/uscode/text/5/552
https://www.law.cornell.edu/cfr/text/49
https://www.law.cornell.edu/cfr/text/49/part-15
https://www.law.cornell.edu/cfr/text/49/part-1520
MGGSEN
Cross-Out

MGGSEN
Cross-Out



SENSITIVE SECURITY INFORMATION 

 

IT2021033 
WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 
1520. No part of this record may be disclosed to persons without a “need to know,” as defined in 49 CFR parts 
15 and 1520, except with the written permission of the Administrator of the Transportation Security 
Administration or the Secretary of Transportation. Unauthorized release may result in civil penalty or other 
action. For U.S. Government agencies, public disclosure is governed by 5 U.S.C. § 552 and 49 CFR parts 15 and 
1520. 

   6 

Two other sets of NIST standards provide a structured yet flexible framework for 
selecting, specifying, employing, and evaluating the security controls in Federal 
information systems. 

• NIST SP 800-37r2, Risk Management Framework for Information Systems 
and Organizations (2018), is mandatory for all Federal agencies. It 
provides guidelines on managing security and privacy risks, and six steps 
for conducting a gap analysis and applying the Risk Management 
Framework to information systems and organizations: (1) categorization 
of information and information systems, (2) selection of security controls, 
(3) implementation methodology for assessing selected security controls, 
(4) assessment of security controls’ effectiveness, (5) authorization of 
security controls, and (6) ongoing monitoring of security controls. 

• NIST SP 800-53r4, Security and Privacy Controls for Federal Information 
Systems and Organizations (2013), discusses the selection and 
implementation of security controls for information systems and 
organizations. These important tasks have major implications for 
operations and assets, as well as for the welfare of individuals and the 
Nation. Security controls are the safeguards or countermeasures 
prescribed for information systems or organizations that are designed to: 
(1) protect the confidentiality, integrity, and availability of information that 
is processed, stored, and transmitted by those systems/organizations, and 
(2) satisfy a set of defined security requirements. 

In addition, a memorandum issued by FAA Director of National Air Space Security 
and Enterprise Operations to ATO Directors dated August 21, 2017, states the 
NAS infrastructure was identified as a critical infrastructure by Presidential Policy 
Directive 21 (PPD-21). According to the PPD-21on Critical Infrastructure Security 
and Resilience (2013), the Nation’s critical infrastructure provides the essential 
services that underpin American society. PPD-21 requires Federal agencies to 
make proactive and coordinated efforts to strengthen and maintain secure, 
functioning, and resilient critical infrastructure—including assets, networks, and 
systems—that are vital to public confidence and the Nation's safety, prosperity, 
and well-being. Critical infrastructure must be secure and able to withstand and 
rapidly recover from all hazards.  
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FAA Is Beginning To Properly Categorize Its High-
Impact Systems, but Gaps Remain in Its Security 
Categorization Process 

The Agency has begun to apply the correct security categorization ratings to its 
high-impact systems. However, FAA has yet to address gaps in its categorization 
process or establish formal policies and procedures. 

FAA Applied the Correct Security 
Categorization Ratings to Several High-
Impact Systems 

Security categorization is the first step in the NIST Risk Management Framework6 
and is critical to determining both the potential impact a threat may have on an 
information system’s ability to meet an agency’s mission and the required level of 
security controls for the system. In 2017, FAA officials acknowledged they had 
been categorizing systems incorrectly because they primarily focused on 
developing and implementing systems as opposed to ensuring their overall 
security categorization ratings were correct. As a result, the highest system 
security category impact rating FAA assigned to its NAS systems was moderate. 
According to ATO officials, FAA engaged with NIST to obtain a better 
understanding of the Federal standards for establishing an appropriate process 
for categorizing NAS systems.  

First, the Agency tailored the system security impact thresholds—low, 
moderate, high—to NAS-specific severity criteria to determine what impact the 
loss of its systems would have on FAA’s operations and individuals. Then in 
August 2017, it began to re-categorize 61 ATO systems operating in the NAS 
from low or moderate impact to high impact. In January 2018, many system 
owners appealed the Agency’s re-categorization decisions to an FAA-convened 
adjudication board, and 12 systems were allowed to maintain their original 

                                             
6 NIST SP 800-37r2. 
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categorization levels. As of December 2020, 45 of the 61 systems7 had been re-
categorized as high impact, and 14 systems were approved by FAA to remain at 
their original low or moderate categorization ratings (see exhibit E). FAA based its 
decision on its need to determine whether a compromise to the integrity and 
availability of these information systems would have a severe or catastrophic 
adverse impact on the Agency’s mission. 

Gaps Remain in FAA’s Security 
Categorization Process, and the Agency 
Lacks Formalized Policies and Procedures 

While FAA has completed the initial step to re-categorize 45 high-impact 
systems, we found 3 security gaps in its categorization process that do not meet 
FIPS 199 or NIST standards.  

First, because FAA used an outdated NAS Requirement Document 2013 to 
identify its high-impact systems, the Agency may not be identifying all the 
systems in the NAS that provide safety-critical and efficiency-critical services that 
it needs to re-categorize as high-impact systems. Using this document as criteria 
for its initial re-categorization effort, FAA originally identified 61 high-impact 
systems, which it subsequently reduced to 45 systems. However, we identified an 
additional 43 systems (see exhibit F) that met FAA’s criteria. FAA acknowledged 
to us that the 2013 document did not include all the NAS systems and should be 
updated. 

Second, following the appeals process in 2018, FAA appeared to be following an 
ad-hoc process and allowed several of the 12 systems to return to their original 
low or moderate categorizations without the supporting documentation from the 
system owners that the Agency requires.  

                                             
7 Of the original 61 high-impact systems re-categorized in 2017, 2 were subsumed into 1 (leaving 60) and another was 
decommissioned (leaving 59); through the appeal process, 12 systems maintained their existing moderate or low 
ratings, leaving 47 high-impact systems. In September 2020, 2 additional systems were approved to maintain their 
original moderate categorization, resulting in 45 high-impact systems and 14 low or moderate systems.  
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• The owners of 4 of the 12 systems did not submit requests for an appeal. 
The four systems were .8 

• Four of 12 systems did not have an ATO Risk Management Framework 
briefing document from system owners to justify maintaining, a Board-
signed decision memo to approve, or any documentation identifying 
FAA’s rationale and justification for the systems to maintain their existing 
low or moderate security categorization. These four were  

 

According to Agency officials, FAA did not consistently follow the FIPS 199 
process during 2018 and 2019, and Agency officials were still developing some of 
the missing documents when we met with them in October 2020. While FAA 
ultimately supplied the missing documents or provided its rationale for allowing 
the appeals to stand, and subsequently decommissioned 2 of the 12 systems, this 
issue highlights concerns about the Agency’s determination process. For 
example, a lack of documentation to support an appeals determination may not 
provide stakeholders with the necessary information to make an informed 
decision on the categorization of the system. 

Third, FAA developed an ATO Risk Management Framework (RMF) Categorization 
Board Process in March 2020, but the process is missing some key components. It 
does document FAA’s procedures for showing system owners how to request 
initial security categorizations for their systems and appeal a Board decision. 
However, the process does not include other tasks, such as how to map various 
types of information and information systems as defined in NIST SP 800-60 to 
FIPS 199 security categories. This is a key security gap because system owners 
use such information to assess the impact that breached systems would have on 
FAA’s operations, assets, and individuals.  

FAA also has yet to formalize its process for tailoring the three system security 
impact thresholds to NAS-specific severity criteria for operations and individuals. 
Including this step in its security categorization policies and procedures is critical 
to FAA’s efforts to map the FIPS 199 impact definitions to the Agency’s existing 
guidance and establishing standard objective impact thresholds based on its 
mission (see table 1). 

                                             
8 See exhibit E for the 14 systems approved to maintain their original low or moderate categorizations. 
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Table 1: Mapping FIPS 199 Impact Definitions to FAA Guidance 

FIPS 199 Impact Definition NAS Impact Threshold Tied to FAA Guidance 

Harm to Individuals NAS impacts align with severity ratings defined in the FAA 
Safety Management System Manual (SMS). The SMS criteria for 
a catastrophic hazard was mapped to the FIPS 199 high 
categorization. 

Financial Loss NAS impacts align with the number of flight delays as related 
to the total number of flight operations. An impact that causes 
delays that exceed the average daily number of flight 
operations at the lowest Tier 1 facility was mapped to the FIPS 
199 high categorization. 

Damage to Organizational 
Assets 

NAS impacts align with cost to reconstitute system capabilities 
in relation to operational reserve budget. Asset damage that 
results in depletion of 80 percent of operational reserve 
budget (average of last 5 years) was mapped to the FIPS 199 
high categorization. 

Degradation or Loss of 
Mission Capability 

NAS impacts align with degradation to the FAA mission 
components safety and efficiency. Because FAA safety and 
efficiency impacts are measured through the Harm to 
Individuals and Financial Loss Criteria, this FIPS 199 high 
categorization maps to the thresholds defined above. 

Source: FAA  

FAA officials acknowledged that the Agency’s re-categorization process continues 
to evolve as ATO focuses on establishing standardized policies and procedures 
for both existing and new systems. Based on our review, FAA has yet to fully 
incorporate the NIST SP 800-60 and FIPS 199 standards into its security 
categorization policies and procedures, and formalize roles and responsibilities to 
ensure accountability. Until it does, the Agency will remain at risk of not properly 
categorizing its high-impact information systems. 
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FAA Lacks Formalized Policies and Procedures for 
Selecting and Implementing High Security Controls 
for Its High-Impact Systems and Continues To 
Develop Mitigations for Current Security Risks  

FAA has not established formalized policies and procedures for selecting, 
assessing, and implementing high security controls and authorizing the 
operational use of high-impact systems in the NAS, or followed mandatory steps 
for the NIST Risk Management Framework. FAA officials indicated that the 
Agency has a number of initiatives underway to mitigate security risks in the NAS 
until high security requirements are met but has not fully implemented them. 

Security Gaps in FAA’s Process for 
Implementing Security Controls Put Its 
High-Impact Systems at Risk  

FAA lacks formalized policies and procedures outlining its gap analysis process 
for selecting and implementing high security controls for its 45 re-categorized 
high-impact systems, as NIST SP 800-53r4 requires. In addition, FAA  

 a multi-step process for 
selecting and implementing high security controls for its high-impact systems. 
According to ATO officials, the gap analysis is performed to identify those high 
security controls not implemented and assess any tailoring of the controls based 
on the system operating environment and potential impact to operations. In 
evaluating the implementation of controls, FAA analyzes the technical solutions 
at the system level and architecture level in the context of the operational and 
safety environment. The FAA then develops controls to apply these technical 
solutions on all systems and these controls are then implemented by FAA 
personnel directly or through contractual means on contractor-owned systems. 

As previously mentioned, NIST SP 800-37r2 states that Federal agencies must 
follow the following steps to conduct a gap analysis: categorize, select, 
implement, assess, authorize, and monitor (described in greater detail below). We 
randomly selected 25 of the 45 high-impact systems to review (see exhibit D) and 
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determined  
 An ATO 

official stated that FAA currently lacks standard policies or procedures outlining 
its gap analysis process for high-impact systems. 

In accordance with the NIST SP 800-37r2 standards, FAA is required to:  

• Categorize the system and the information processed, stored, and 
transmitted by the system based on an analysis of the impact of loss; 
document the results in a System Characterization Document (SCD).  

Based on our review, SCDs for some of the 45 high-impact systems did 
not include the correct overall rating. 

o SCDs for 12 systems were rated high. 

o SCDs for 13 systems were rated moderate or low. 

• Select an initial set of controls for the system; tailor the controls as 
needed to reduce risk to an acceptable level based on an assessment of 
risk; and document the results in a System Security Plan (SSP).  

ATO officials selected 73 high security controls as an initial baseline for 
the owners of the 45 high-impact systems. However, of the 25 systems 
that we reviewed, 

o SSPs for 13 systems included high security controls but we found 
omissions from the required high security controls (see exhibit G); and  

o SSPs for the other 12 systems did not include high security controls. 

• Implement is a subset of the Select step and provides a methodology for 
how to implement and assess/test the high security controls correctly. It 
also describes how the controls are employed within the system and its 
environment of operation. The results are documented in the SSP. 

• Assess the controls to determine whether they have been implemented 
correctly, are operating as intended, and are producing the desired 
outcomes with respect to satisfying the security and privacy requirements; 
then document results in a Security Assessment Report (SAR). FAA also 
creates Plans of Action and Milestones (POA&M) to document its planned 
remedial actions to correct weaknesses or deficiencies as documented in 
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the SAR based on the assessment of the security controls. Based on our 
review of the 25 high-impact systems, 

o 
 

  
 

 

 

 

According to FAA officials, when the Agency completes the gap 
analysis, it will determine the remediation implementation strategy for 
the POA&Ms and ensure that the decision to implement a given 
control is sound. 

• Authorize the system or common controls based on a determination that 
the risk to organizational operations and assets, individuals, other 
organizations, and the Nation is acceptable. Documents the authorizing 
official’s acceptance of risks and the authorization to operate the system 
in an Executive Summary. Based on our review of the 25 systems: 

o  
 

  

o The Agency provided Executive Summaries for 11 systems but not for 
the other 14. Furthermore, the Executive Summaries were not signed 
by an Authorizing Official.  

• Monitor the security and privacy posture of the information system and 
the organization in support of risk management decisions. While FAA 
cannot take this step before implementation is completed, the Agency 
does have an opportunity to determine how it will monitor the new 
security controls once they are in place.  
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According to ATO officials,  

 According to FAA officials, the 
Agency’s current plans indicate the gap analyses will be completed by August 
2021, . Until FAA selects, tailors, and implements the high 
security controls and authorizes the operational use of the 45 high-impact 
systems in the NAS, the NAS remains at risk of a security breach should any of 
the systems be compromised. 

FAA Did Not Account for and Assess 
Additional High Security Controls  

FAA did not assess all high security controls for the 45 systems re-categorized as 
high impact. For example, when we followed the requirements in NIST SP 800-
53r4 to assess these controls, we found that: 

• For the 5 systems that moved from a low- to a high-impact baseline, FAA 
 

 
9 

• For the 40 systems that moved from a moderate- to a high-impact 
baseline, FAA did not

 

Table 2 provides examples of risks that can occur if an agency does not 
implement high security controls. 

                                             
9 NIST SP 800-53r4 requires 124 low and 343 high security controls. When moving from low to high, 219 additional 
high security controls are required.  
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Table 2. Possible Impact if High Security Controls Are Not Implemented 

Control Type Control Title Control Description Risks 

Access Control AC-5: Separation of 
Duties 

Separation of duties addresses the 
potential for abuse of authorized 
privileges and helps reduce the risk of 
malevolent activity without collusion. 

Insider Threat/National Security 
Agency Breach Attacker had dual 
role privileges that he exploited to 
steal data and cover tracks 

Access Control AC-6(3): Least Privilege | 
Network Access to 
Privileged Commands 

The organization authorizes network 
access to system commands only for 
users with compelling operational 
needs and documents the rationale 
for such access in the security plan for 
the information system. 

Office of Personnel Management 
breach attacker was able to run 
commands on network due to lack 
of less privileged access 

Security 
Assessment and 
Authorization 

CA-8: Penetration Testing Penetration testing is a specialized 
type of assessment conducted on 
information systems to identify 
vulnerabilities that could be exploited 
by adversaries. 

Lack of comprehensive system 
security testing of the security 
posture and its defenses can leave 
the system exposed to 
cybersecurity attacks. Conducted 
annually under a high category. 

System and 
Services Acquisition 

SA-12: Supply Chain 
Protection 

The organization protects against 
supply chain threats to the 
information system as part of a 
comprehensive, defense-in-breadth 
information security strategy. 

Recent Solarwinds incident—flaw in 
the supply chain protection allowed 
malware to be inserted into the 
software used by several Federal 
agencies. 

Incident Response IR-2(1): Incident Response 
Training/ Simulated 
Events 

The organization incorporates 
simulated events into incident 
response training to facilitate effective 
response by personnel in crisis 
situations. 

Training of essential personnel and 
testing incident procedures are 
vital to ensuring good security 
hygiene. 

Contingency 
Planning 

CP-2(5): Contingency Plan 
/Continue Essential 
Missions/Business 
Functions 

The organization plans for the 
continuance of essential missions and 
business functions with little or no loss 
of operational continuity and sustains 
that continuity until full information 
system restoration at primary 
processing and/or storage sites. 

Lack of a contingency plan for 
essential system functions on a 
critical infrastructure system could 
lead to high risk on a system 
outage and to any other external 
systems relying on those functions. 

Source: OIG analysis of NIST SP 800-53, High Security Controls Against Risks of Cyber Attacks 
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FAA Continues To Develop Mitigations 
for Current Security Risks in the NAS  

FAA continues to develop mitigations for vulnerabilities identified for high 
security controls that have yet to be implemented. If key FAA air traffic systems 
are breached before high security controls are in place, the effect on FAA’s 
mission could be severe or catastrophic. However, FAA does not currently require 
system owners of the 45 high-impact systems to be responsible for remediating 
high security control weaknesses. FAA also has not fully implemented enterprise 
security initiatives designed to protect NAS assets. Moreover, we identified 
additional high security controls that FAA did not account for and has yet to 
assess.  

FAA Is Not Holding System Owners Responsible for 
Remediating High Security Control Weaknesses 

According to ATO officials, the Agency held system owners responsible  
 

FAA implemented this approach to 
provide system owners with sufficient time to document their system-specific 
implementation of the required high-impact baseline in the next annual 
assessment cycle. At that point, FAA will hold system owners accountable for 
providing remediation plans as well. FAA officials told us that they are prioritizing 
completing the second assessment in fiscal year 2021 . 

FAA Has Not Fully Implemented Enterprise Security 
Initiatives Designed To Protect NAS Assets  

During the audit, we asked FAA officials how they were compensating for the 
high-impact NAS systems  
ATO officials stated that FAA is implementing enterprise security initiatives that 
focus on protecting the NAS information systems and will provide security 
protections for air traffic systems operating under different FIPS 199 security 
category levels. According to FAA officials, these initiatives include  

•  
; 

•  
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•  
 

When we requested the status of these initiatives,  

 

 

A Security Breach of Key Air Traffic Systems Could Have a 
Severe or Catastrophic Adverse Effect on the NAS 

A compromise to the security of any of the 45 high-impact systems could lead to 
the following adverse effects in the NAS: (1) a severe degradation in or loss of 
mission capability; (2) major damage to organizational assets and/or financial 
loss; and (3) harm to individuals involving loss of life or serious life-threatening 
injuries. For example, a security breach in any of the following air traffic systems 
could have a debilitating impact on NAS operations. 

•  
 

 

  

 
 

 

  
 

 

 
 

https://www.law.cornell.edu/cfr/text/49
https://www.law.cornell.edu/cfr/text/49/part-15
https://www.law.cornell.edu/cfr/text/49/part-1520
https://www.law.cornell.edu/cfr/text/49
https://www.law.cornell.edu/cfr/text/49/part-15
https://www.law.cornell.edu/cfr/text/49/part-1520
https://www.law.cornell.edu/uscode/text/5/552
https://www.law.cornell.edu/cfr/text/49
https://www.law.cornell.edu/cfr/text/49/part-15
https://www.law.cornell.edu/cfr/text/49/part-1520
MGGSEN
Cross-Out

MGGSEN
Cross-Out



SENSITIVE SECURITY INFORMATION 

 

IT2021033 
WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 
1520. No part of this record may be disclosed to persons without a “need to know,” as defined in 49 CFR parts 
15 and 1520, except with the written permission of the Administrator of the Transportation Security 
Administration or the Secretary of Transportation. Unauthorized release may result in civil penalty or other 
action. For U.S. Government agencies, public disclosure is governed by 5 U.S.C. § 552 and 49 CFR parts 15 and 
1520. 

   18 

Conclusion 
FAA’s mission to provide the safest, most efficient aerospace system in the world 
requires the Agency to properly categorize its mission-critical systems that 
provide safety-critical and efficiency-critical services as a high-impact and 
implement high security controls throughout the NAS. This work is particularly 
key as FAA’s reliance on interconnectivity increases. Cybersecurity breaches can 
have significant physical and consequential impacts on the NAS. Thus, it is 
imperative that FAA develops and fully implements the policies and procedures 
for its security categorization and security control selection and implementation 
processes, and implement high security controls for its high-impact systems that 
the Agency is beginning to transition into the NAS. This is important in order 
mitigate the risk of a security breach that could result in lengthy and costly 
disruptions and impact the safety of both the Nation and its public. 

Recommendations 
To mitigate the risks associated with FAA’s security categorization process and 
the selection and implementation of security controls for its 45 re-categorized 
high-impact systems, we recommend that the Federal Aviation Administrator: 

1. Complete FAA’s security categorization policies and procedures by 
updating FAA’s Air Traffic Organization (ATO) Risk Management 
Framework Categorization Board Process, and/or develop new policies 
and procedures and require that they are consistent with Federal 
standards by providing details documenting FAA’s process for:  

a. Mapping the impact definitions from Federal Information 
Processing Standards Publication 199 to existing FAA guidance, 
and 

b. Establishing standard objective impact thresholds based on FAA’s 
mission. 

2. Update FAA’s NAS Requirement Document 2013 (NAS RD-2013) to 
include all current ATO systems operating in the National Airspace System 
(NAS).  
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a. Conduct an analysis of the 43 safety-critical or efficiency-critical 
systems that were included in NAS RD-2013 to determine if they 
should be re-categorized as high-impact systems.  

b. If they should be re-categorized, conduct a required gap analysis 
for high-impact systems including control selection, 
implementation, assessment and system authorization.  

3. Establish policies and procedures for a gap analysis process for ATO’s 
high-impact systems based on steps in the National Institute of Standards 
and Technology’s (NIST) SP 800-37r2 Risk Management Framework: 
categorize, select, implement, assess, authorize, and monitor. 

4. Complete gap analyses and associated tasks for the systems re-
categorized as high-impact in accordance with the NIST Risk 
Management Framework, and document the results in System 
Characterization Documents, System Security Plans, and Security 
Assessment Reports (SAR), and record authorizing officials’ signatures in 
Executive Summaries.  

a. For the SAR security documentation, include a justification for any 
high security control and/or security enhancement that is not 
included in the assessment. 

b. Upon completion of the gap analysis, specify the timeline for 
completing FAA’s remediation implementation strategy for the 
Plans of Action and Milestones. 

5. Establish and implement a timeline with milestones for when FAA plans to 
fully implement its enterprise security initiatives designed to protect NAS 
assets. 

6. Establish and implement a timeline with milestones for when FAA plans to 
complete the selection, tailoring and implementation of all required high 
security controls in the NAS for the 45 re-categorized high-impact 
systems.  
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Agency Comments and OIG Response 
We provided FAA with our draft report on June 7, 2021, and received its formal 
response on July 12, 2021. FAA’s response is included in its entirety as an 
appendix to this report. FAA concurred with all six recommendations and 
provided appropriate actions and completion dates. Accordingly, we consider all 
recommendations resolved but open pending completion of the planned actions. 

In its response, however, FAA disagreed with our statement that the Agency did 
not assess all high security controls for the 45 systems re-categorized as high 
impact. FAA said that it did assess all low, moderate, and high NIST 800-53 
security controls for the systems that have completed the high control 
assessment (37 of 45) and provided us with evidence. We disagree. FAA provided 
only evidence of developing 73 additional requirements for high systems. As we 
reported, when we followed the requirements in NIST SP 800-53r4 to assess high 
security controls for the 5 systems that moved from a low- to a high-impact 
baseline, FAA did not provide evidence of evaluating 146 high security baseline 
control enhancements in addition to the 73 initial baseline high security controls 
it selected. Also, for the 40 systems that moved from a moderate- to a high-
impact baseline, FAA did not provide evidence of evaluating 10 other high 
security baseline control enhancements we identified in addition to the 73 initial 
baseline high security controls it selected.  

Actions Required 
We consider recommendations 1 through 6 resolved but open pending 
completion of planned actions. 
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Exhibit A. Scope and Methodology 
We conducted this performance audit between March 2020, and June 2021, in 
accordance with generally accepted Government auditing standards as 
prescribed by the Comptroller General of the United States. Those standards 
require that we plan and perform the audit to obtain sufficient, appropriate 
evidence to provide a reasonable basis for our findings and conclusions based on 
our audit objectives. We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our audit objectives.  

As part of our methodology, we assessed FAA’s categorization process used in 
their FIPS 199 re-categorization effort for 61 NAS systems. To assess the Agency’s 
system categorization process, we reviewed appeal request documentation filed 
by system owners for the 12 systems that appealed the ATO’s final re-
categorizations decisions. We met with FAA security officials to gain an 
understanding of the categorization process. We also reviewed the ATO Risk 
Management Framework Categorization Board process to determine whether it 
complies with Federal guidance and DOT policies and procedures. We also 
reviewed FAA’s NAS Requirement Document 2013 to confirm that the appealed 
systems were properly categorized based on FAA’s categorization board’s 
process documentation.  

To assess FAA’s efforts to select and implement high security controls for its 
recently re-categorized 45 high-impact systems, we interviewed FAA security 
officials and reviewed existing documentation. We reviewed FAA’s process for 
selecting and implementing security controls to determine whether policies and 
procedures existed per Federal and DOT guidance. We also assessed whether 
FAA determined the current level of risk exposure if appropriate high security 
controls were not selected and implemented, and whether the 45 high-impact 
systems were properly authorized to operate in the NAS. We reviewed current 
system security documentation for a sample of 25 of the 45 systems re-
categorized as high-impact, including SCD, SSP, SAR, POA&Ms and Executive 
Summary.  

We also met with FAA’s independent risk assessment team to determine whether 
it performed assessments of the FIPS High ATO controls for each of the 45 
systems, created ATO requirements for the high-impact systems, and drafted 
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POA&Ms with remediation costs and schedules to serve as a starting point for 
gap analyses. Finally, we determined whether FAA has an approved plan and 
timeline for the future implementation strategy for remediating vulnerabilities 
associated with the 45 systems and related POA&Ms.  

We conducted our work at DOT Headquarters and FAA Headquarters in 
Washington, DC.
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Exhibit B. Organizations Visited or Contacted 

Federal Aviation Administration 
FAA Headquarters, Washington, DC 

Air Traffic Organization  

Air Traffic Organization Cybersecurity Group 

Air Traffic Organization Program Control and Governance 

Office of Audit and Evaluation  

Office of Information Technology 

Office of the Chief Information Officer 

Office of Technical Operations Services 

Program Management Organization  
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Exhibit C. List of Acronyms 
ATO Air Traffic Organization 

DOT Department of Transportation 

FAA Federal Aviation Administration 

FIPS  Federal Information Processing Standards Publication  

FISMA Federal Information Security Modernization Act 

GAO Government Accountability Office 

IT Information technology 

ITM Intelligent Traffic Monitoring 

NAS National Airspace System 

NIST SP National Institute of Standards and Technology Special 
Publication 

OIG Office of Inspector General 

POA&M Plans of Action and Milestones 

PPD-21 Presidential Policy Directive 21 

RD Requirements Document 

RMAG Remote Management Access Gateway 

RMF Risk Management Framework 

SAR Security Assessment Report  

SCD System Characterization Document 

Secure-OSE Secure Operational Support Environment 

SMS Safety Management System 

SSP System Security Plan 
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Exhibit D. 45 High-Impact Systems (OIG Sampled 
First 25) 

No. 
System 
Acronym System Name Categorization Domain 

1   
High  

2   High  

3   
High  

4   
 High  

5   
High  

6   High  

7   
High  

8   High  

9   High  

10   High  

11   High  

12   High  

13  
 

 
 High  

14   High  

15   High 
 
 

16   High 
 
 

17   High 
 
 

18   High 
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No. 
System 
Acronym System Name Categorization Domain 

19   High 
 
 

20   High 
 
 

21   High 
 
 

22   High 
 
 

23   High 
 
 

24   High 
 
 

25   
High 

 
 

26   
High  

27   High  

28   High  

29   High  

30   
 High  

31   High  

32   High  

33   High  

34   High  

35   High  

36   High  

37   High  

38   
 High  

39   High  
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No. 
System 
Acronym System Name Categorization Domain 

40   
 High 

 
 

41   High 
 
 

42   
High 

 
 

43   High 
 
 

44   
 High 

 
 

45   High 
 
 

Source: FAA 
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Exhibit E. Systems That Maintained Their Original 
Categorization Levels 

No. System Acronym System Name Categorization Domain 

1   Low  

2   
Low  

3   
Moderate  

4   Low  

5   
Low  

6   
Low  

7    Low  

8   
 Low  

9   
Low  

10   Moderate  

11    Moderate  

12    
Low 

 
 

13   
Moderate  

14   Moderate  

* Later decommissioned  

** Reverted back to Moderate from the final Board decision on April 12, 2018 

Source: FAA 
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Exhibit F. Additional Efficiency-Critical and Safety-
Critical Systems OIG Identified in NAS RD 2013 

No. System Name RD 2013 Designation 

1  Efficiency - Critical  

2  Safety - Critical  

3  Efficiency - Critical  

4  Efficiency - Critical  

5  Efficiency - Critical  

6  Efficiency - Critical  

7  Efficiency - Critical  

8  Efficiency - Critical  

9  Safety - Critical  

10  Efficiency - Critical  

11  Efficiency - Critical  

12  Efficiency - Critical  

13  Efficiency - Critical  

14  Efficiency - Critical  

15  Efficiency - Critical  

16  Efficiency - Critical  

17  Safety - Critical  

18  Efficiency - Critical  

19  Efficiency - Critical  

20  Efficiency - Critical  
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No. System Name RD 2013 Designation 

21  Efficiency - Critical  

22  Efficiency - Critical  

23   Safety – Critical 

24   Efficiency – Critical 

25  Safety – Critical 

26  Safety – Critical 

27  Safety – Critical 

28  Safety – Critical 

29  Safety – Critical 

30  Efficiency – Critical 

31  Safety – Critical 

32  Efficiency – Critical 

33  Safety – Critical 

34  Safety – Critical 

35  Safety – Critical 

36  Efficiency – Critical 

37  Efficiency – Critical 

38  Safety – Critical 

39  Safety – Critical 

40  Efficiency – Critical 

41  Efficiency – Critical 

42  Safety – Critical 

43  Safety – Critical  

Source: FAA, National Airspace System Requirements Document, 2013 
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Exhibit G. High Security Controls That FAA Did Not 
Identify For Moderate Systems Re-Categorized to High 

Audit and Accountability (AU) 

Control Description 

AU-6 (5) Audit Review, Analysis, and Reporting | Integration/Scanning and Monitoring Capabilities 

AU-6 (6) Audit Review, Analysis, and Reporting | Correlation with Physical Monitoring 

System and Communications Protection (SC) 

Control Description 

SC-24 Fail in Known State 

Incident Response (IR) 

Control Description 

IR-5 (1) Incident Monitoring | Automated Tracking/Data Collection/Analysis 

Physical and Environmental Protection (PE) 

Control Description 

PE-3 (1) Physical Access Control | Information System Access 

PE-11 (1) Emergency Power | Long-Term Alternate Power Supply – Minimal Operational Capability 

PE-13 (1) Fire Protection | Detection Devices/Systems 

PE-13 (2) Fire Protection | Suppression Devices/Systems 

System and Information Integrity (SI) 

Control Description 

SI-5 (1) Security Alerts, Advisories, and Directives | Automated Alerts and Advisories 

System and Service Acquisition (SA) 

Control Description 

SA-12 Supply Chain Protection 

Source: NIST SP 800-53rev4
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Appendix. Agency Comments 
Federal Aviation 
Administration 

 

 
 

 

Memorandum 
Date: July 12, 2021 

To: Kevin Dorsey, Assistant Inspector General for Information Technology Audits 

From: H. Clayton Foushee, Director, Office of Audit and Evaluation, AAE-1  

Subject: Federal Aviation Administration’s (FAA) Response to the Office of Inspector 
General (OIG) Draft Report: FAA Is Taking Steps to Properly Categorize High- 
Impact Information Systems but Security Risks Remain until High Security 
Controls Are Implemented 

 

Information systems that comprise the National Airspace System (NAS) must be increasingly 
interconnected in order to maximize the benefits of modernization efforts designed to increase 
safety, efficiency, and capacity. As a result, the FAA reassessed the application of various 
cybersecurity guidelines, such as the Federal Information Processing Standard (FIPS) 
Publication (PUB) 199 and NIST SP 800-60 Standards. In order to accurately define mission 
impacts, the FAA developed system Security Categorization (SC) thresholds (Low, Moderate, 
High), tailored to NAS-specific severity criteria for operations and individuals. The Agency also 
implemented a comprehensive, cross-organizational NAS system re-categorization process 
based upon the input and professional judgment of operational users and technical experts. The 
outcome of this process was the recategorization of 45 NAS systems from either a Low or 
Moderate SC to High. The High security control implementation is a multi-year process based 
upon the completion of systematic gap analyses and requires adequate funding. 
The FAA provides the following comments on the OIG draft report referencing the nature 
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and progress of the FAA’s FIPS PUB 199 re-categorization efforts: 

• As shown in Table 1, the FAA mapped the NAS system rating criteria directly to 
FIPS PUB 199 and will incorporate the mapping into formal policies and procedures 
to ensure accuracy of FIPS PUB 199 ratings and to formalize roles and 
responsibilities 

• The FAA does not agree with the OIG statement that “FAA did not assess all high 
security controls for the 45 systems re-categorized as high impact.” We did assess 
all Low, Moderate, and High NIST 800-53 security controls for the systems that 
have completed the high control assessment (37 of 45) and provided the OIG with 
evidence. 

 
Upon review of the draft report, the FAA concurs with the recommendations as written. We 
plan to implement recommendations 1, 3 and 5 by December 31, 2021. Recommendations 4 and 
6 will be implemented by June 30, 2022. For recommendation 2, we plan to update the NAS 
requirement document by September 30, 2022. 
 
We appreciate this opportunity to offer an additional perspective on the OIG draft report. 
Please contact H. Clayton Foushee at Clay.Foushee@faa.gov if you have any questions or 
required additional information about these comments. 
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Our Mission 
OIG conducts audits and investigations on 

behalf of the American public to improve the 
performance and integrity of DOT’s programs 

to ensure a safe, efficient, and effective 
national transportation system.  
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