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What We Looked At  
The Federal Information Security Modernization Act of 2014 (FISMA) requires agencies to implement 
information security programs. FISMA also requires agencies to have annual independent evaluations 
performed to determine the effectiveness of their programs and report the results of these reviews to 
the Office of Management and Budget (OMB). To meet this requirement, the Surface Transportation 
Board (STB) requested that we perform its fiscal year 2022 FISMA review. We contracted with Williams 
Adley & Company-DC LLP (Williams Adley), an independent public accounting firm, to conduct this 
audit subject to our oversight. The audit objective was to determine the effectiveness of STB’s 
information security program and practices in five function areas—Identify, Protect, Detect, Respond, 
and Recover.   

What We Found 
We performed a quality control review (QCR) of Williams Adley’s report and related documentation. 
Our QCR disclosed no instances in which Williams Adley did not comply, in all material respects, with 
generally accepted Government auditing standards.   

Our Recommendations 
While there are no new recommendations issued for fiscal year 2022, STB concurs with the audit’s 
findings with respect to the remaining eight open recommendations from the fiscal year 2021 FISMA 
audit.

Quality Control Review of an Independent Auditor’s Report on 
the Surface Transportation Board’s Information Security Program 
and Practices 
Required by the Federal Information Security Modernization Act of 2014 

QC2022038 | September 7, 2022 

All OIG audit reports are available on our website at www.oig.dot.gov.  

For inquiries about this report, please contact our Office of Government and Public Affairs at (202) 366-8751.  

http://www.oig.dot.gov/
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U. S. Department of Transportation 
Office of Inspector General 

 
September 7, 2022 

The Honorable Martin J. Oberman 
Chairman, Surface Transportation Board  
395 E Street, SW 
Washington, DC 20423-0001 

 
  
 
 

Dear Mr. Oberman: 

I respectfully submit our report on the quality control review (QCR) of the independent auditor’s 
report on the Surface Transportation Board’s (STB) information security program and practices. 

The Federal Information Security Modernization Act of 20141 (FISMA) requires agencies to 
implement information security programs. The act also requires agencies to have annual 
independent evaluations performed to determine the effectiveness of their programs and report 
the results of these reviews to the Office of Management and Budget (OMB). To meet this 
requirement, STB requested that we perform its fiscal year 2022 FISMA review. Williams Adley & 
Company-DC LLP (Williams Adley) of Washington, DC, completed the audit of STB’s information 
security program and practices (see attachment) under contract with the Office of Inspector 
General (OIG). 

The audit objective was to determine the effectiveness of STB’s information security program 
and practices in five function areas—Identify, Protect, Detect, Respond, and Recover. 

Williams Adley found that STB’s information security program and practices were not effective. 
There are no new recommendations to improve STB’s information and security practices, as the 
issues identified within each of the five function areas for fiscal year 2022 were consistent with 
those identified in fiscal year 2021. 

We appreciate the cooperation and assistance of the STB representatives. If you have any 
questions about this report, please contact me or Nathan Custer, Program Director. 

Sincerely, 

 

Kevin Dorsey 
Assistant Inspector General for Information Technology Audits  

cc: STB Audit Liaison 

Attachment  

                                             
1 Pub. L. No. 113-283 (2014).  

mkinsight://LWFjYzo2Y2Q3ZDNhMS1mY2M3LTRiMTgtYWZmNS1kY2E4NmM3OTgxOWPCpi1pZDo4YTU4YmJkZS0zZDRjLTRmNzUtOTk2Mi01MTJjMzFkYTc2YmbCpi10eXBlOjc2/
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Quality Control Review 
We performed a QCR of Williams Adley’s report, dated July 1, 2022 (see 
attachment), and related documentation. Our QCR, as differentiated from an 
audit engagement and performed in accordance with generally accepted 
Government auditing standards, was not intended for us to express, and we do 
not express, an opinion on STB’s information security program and practices. 
Williams Adley is responsible for its independent auditor’s report and the 
conclusions expressed in that report. Our QCR disclosed no instances in which 
Williams Adley did not comply, in all material respects, with generally accepted 
Government auditing standards. 

Agency Comments and OIG Response 
On June 17, 2022, Williams Adley provided STB with its draft report and received 
STB’s response on June 28, 2022, which is included in its entirety in the attached 
independent auitor’s report. 

While there are no new recommendations issued for fiscal year 2022, STB concurs 
with the audit’s findings with respect to the remaining eight open 
recommendations from the fiscal year 2021 FISMA audit. 

Actions Required  
We consider the remaining recommendations 1, 5, 8, 15, 17, 18, 19, and 27 from 
William Adley’s fiscal year 2021 audit of STB’s information security program and 
practices still applicable and resolved but open pending completion of planned 
actions.  
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Exhibit. List of Acronyms 
DOT Department of Transportation  

FISMA Federal Information Security Modernization Act  

OIG Office of Inspector General 

OMB Office of Management and Budget 

QCR Quality Control Review 

STB Surface Transportation Board
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Attachment. Independent Auditor’s Report 
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Mr. Kevin Dorsey  
Assistant Inspector General for Information Technology Audits 
1200 New Jersey Avenue, SE 
Washington, DC 20590 
 
Dear Mr. Dorsey: 
 
We are pleased to provide our report outlining the result of the performance audit conducted to 
determine the effectiveness of Surface Transportation Board (STB)’s information security 
program and practices in accordance with the Federal Information Security Modernization Act of 
2014 (FISMA) for the fiscal year (FY) 2022 audit. December 6, 2021, the Office of Management 
and Budget (OMB) issued Memorandum M-22-05 (“Memorandum for the Heads of Executive 
Departments and Agencies: Fiscal Year 2021-2022 Guidance on Federal Information Security 
and Privacy Management Requirements”) to provide instructions for meeting the FY 2022 
FISMA reporting requirements.” 
 
To achieve this objective, we reviewed a group of FISMA security metrics and performance 
measures selected by OMB and conducted this performance audit in accordance with Generally 
Accepted Government Auditing Standards which requires that we obtain sufficient, appropriate 
evidence to provide a reasonable basis for our findings and conclusions based on our audit 
objectives. We believe that the evidence obtained throughout the FY 2022 audit provides a 
reasonable basis for our conclusions and maturity ratings.  
 
Overall, the STB has continued to make improvements to its overall information security 
program but has not met the requirements outlined within the FY 2022 FISMA reporting metrics 
to be operating at an effective level of security and establish the core elements of an information 
security program. 
 
STB management has provided us with a response to the FY 2022 FISMA audit report and is 
presented in its entirety in the Management’s Response section of the report. Please note that we 
did not audit management’s response and, accordingly, do not express any assurance on it. 
 

 
  
July 1, 2022



 

 
 

Results in Brief 
 
Williams Adley concluded that the Surface Transportation Board (STB) information security 
program was ineffective1 for FY 2022 reporting period. However, the STB has made continued 
improvements, since the previous reporting period, to its information security program by taking 
corrective actions to address nineteen (19) previously identified recommendations2. 
 
Williams Adley further concluded that the STB has improved the maturity ratings of its Risk 
Management, Identity and Access Management, Incident Response, and Contingency Planning 
programs as outlined in Table 1 below. 
 

FISMA 
Function FISMA Domain 

FY 2022 Maturity 
Rating 

FY 2021 Maturity 
Rating 

Identify Risk Management Level 3 – Consistently 
Implemented 

Level 2 - Defined 

Identify Supply Chain Risk Management Level 1 – Ad-Hoc Level 1 – Ad-Hoc 
Protect Configuration Management Level 2 - Defined Level 2 - Defined 
Protect Identity and Access Management Level 3 – Consistently 

Implemented 
Level 2 - Defined 

Protect Data Protection and Privacy Level 3 – Consistently 
Implemented 

Level 3 – Consistently 
Implemented 

Protect Security Training Level 3 – Consistently 
Implemented 

Level 2 - Defined 

Detect ISCM Level 2 - Defined Level 2 - Defined 
Respond Incident Response Level 3 – Consistently 

Implemented 
Level 2 - Defined 

Recover Contingency Planning Level 3 – Consistently 
Implemented 

Level 2 - Defined 

 
Table 1 - FY 2022 and FY 2021 FISMA Maturity Ratings Comparison 

 
Williams Adley did not identify any new conditions for the FY 2022 reporting period and 
determined that eight (8) outstanding recommendations from the FY 2021 reporting period account 
for the gaps that should be addressed by STB management before the agency can be evaluated at 
higher maturity levels.  
 
Lastly, to supplement the content within this report, we have included a copy of STB 
management’s response to the results of the FY 2022 audit within in Appendix C. Please note that 
we did not audit management’s response and, accordingly, do not express any assurance on it. 
 
  

                                                 
1 An information security program rated at a level 4, Managed and Measurable, is considered to be effective. 
2 The status of previously issued recommendations are found in Appendix B. 



 

 
 

Background 
 
Agency 
 
Surface Transportation Board (STB) is an independent, adjudicatory body that, until passage of 
the Surface Transportation Board Reauthorization Act in December 2015, was within the oversight 
of the Department of Transportation (DOT). While part of the DOT, STB shared an information 
security program with DOT and its Operating Administrations. Now as a stand-alone Agency, 
STB is responsible for maintaining its own information security program and independently 
meeting Federal Information Security Modernization Act of 2014 (FISMA)’s requirements.  
 
The Surface Transportation Board is charged with the economic regulation of various modes of 
surface transportation, primarily freight rail. Furthermore, the agency has authority over railroad 
rate, practice, and service issues and rail restructuring transactions, including mergers, line sales, 
line construction, and line abandonments. The STB also has jurisdiction over certain passenger 
rail matters, the intercity bus industry, non-energy pipelines, household goods carriers’ tariffs, and 
rate regulation of non-contiguous domestic water transportation (marine freight shipping involving 
the mainland United States, Hawaii, Alaska, Puerto Rico, and other U.S. territories and 
possessions)3. 
 
Federal Information Security Modernization Act of 2014 (FISMA) 
 
The FISMA requires each Federal agency to protect the information and information systems that 
support its operations, including those provided or managed by other agencies, entities, or 
contractors. Furthermore, the FISMA requires each agency to report annually to Office of 
Management and Budget (OMB), Congress, and the Government Accountability Office (GAO) 
on the effectiveness of its information security policies, procedures, and practices. 
 
FISMA Reporting Metrics 
 
To evaluate the effectiveness of an organization’s information security program, Williams Adley 
will utilize the FISMA metrics published by the OMB and the Department of Homeland Security 
(DHS), in consultation with the Council of the Inspectors General on Integrity and Efficiency 
(CIGIE). The FISMA reporting metrics are organized around the five (5) security functions—
Identify, Protect, Detect, Respond, and Recover— as outlined in National Institute of Standards 
and Technology (NIST)’s cybersecurity framework.  
 
Maturity Model 
 
OMB provides guidance to Inspectors General (IGs) and independent auditors for determining the 
maturity of their agencies’ security programs. According to OMB, an effective program’s maturity 
is at Level 4 (Managed and Measurable); see Table 2 below for a definition of each maturity level. 
 
 
 
                                                 
3 Source: https://www.stb.gov/about-stb/  

https://www.stb.gov/about-stb/


 

 
 

Maturity Level Description 

Level 1 – Ad-Hoc Policies, procedures, and strategies are not formalized; activities are 
performed in an ad-hoc, reactive manner 

Level 2 – Defined Policies, procedures, and strategies are formalized and documented but not 
consistently implemented 

Level 3 – Consistently 
Implemented 

Policies, procedures, and strategies are consistently implemented, but 
quantitative and qualitative effectiveness measures are lacking 

Level 4 – Managed and 
Measurable 

Quantitative and qualitative measures on the effectiveness of policies, 
procedures, and strategies are collected across the organization and used to 
assess them and make necessary changes 

Level 5 – Optimized 
Policies, procedures, and strategies are fully institutionalized, repeatable, self-
generating, consistently implemented, and regularly updated based on a 
changing threat and technology landscape and business/mission needs. 

 
Table 2 – IG Evaluation Maturity Level Descriptions 

 
IGs and independent auditors are directed to utilize a mode-based scoring approach to assess 
agency maturity levels. Under this approach, ratings throughout the reporting domains were 
determined by a simple majority, where the most frequent level (i.e., the mode) across the 
questions served as the domain rating; with the same logic applied at the function and overall 
information security program level.  
  



 

 
 

Results of the FY 2022 FISMA Audit 
 
I. Identify 
 
The Identify function, supported by the Risk Management and Supply Chain Risk Management 
domains, is rated at a Level 3 maturity (Consistently Implemented). Table 3 below summarizes 
the ratings of each domain. 
 

FISMA Domain Rating in FY 2022 
Risk Management Level 3 – Consistently Implemented 

Supply Chain Risk Management Level 1 – Ad-Hoc 
 

Table 3 – Ratings for Domains within the Identify Function 
 
Risk Management 
 
OMB identified the following FISMA reporting metrics as core for the development of a Risk 
Management program: 

• CyberScope Metric Question 1: Maintain a comprehensive and accurate inventory of 
Agency information systems; 

• CyberScope Metric Question 2: Maintain an up-to-date inventory of hardware assets; 
• CyberScope Metric Question 3: Maintain an up-to-date inventory of the software and 

associated licenses; 
• CyberScope Metric Question 5: Organization ensure that information system security risks 

are managed at the organizational, mission/business process, and information system 
levels; and 

• CyberScope Metric Question 10: Use of technology/automation to provide a centralized, 
enterprise wide (portfolio) view of cybersecurity risk management activities across the 
organization. 

 
Williams Adley determined that the STB has developed and maintained a comprehensive and 
accurate inventory of information systems (Question 1) and supporting hardware and software 
component inventories (Question 2 and 3, respectively).  
 
Furthermore, the STB has developed processes to manage information security risks identified as 
a part of annual system risk assessments. Identified risks are then communicated to senior 
leadership and included within the Agency’s risk register (Question 5).  
 
Lastly, Williams Adley determined that the STB does not utilize technology/automation to provide 
a centralized, enterprise wide (portfolio) view of cybersecurity risk management activities. 
Although the agency does not have the required technology, it is currently in process of assessing 
its information security capabilities and has historically signed a corresponding risk acceptance 
(Question 10). 
 
Based on the audit procedures performed and the scores outlined in Table 4 below, Williams Adley 
determined that STB’s Risk Management Program maturity rating is Level 3 (Consistently 
Implemented). 



 

 
 

 
 
 

FISMA Metric Question Rating in FY 2022 
1 Level 3 – Consistently Implemented 
2 Level 3 – Consistently Implemented 
3 Level 3 – Consistently Implemented 
5 Level 3 – Consistently Implemented 
10 Level 2 – Defined 

 
Table 4 – Ratings for Metric Questions within the Risk Management Domain 

 
Supply Chain Risk Management 
 
OMB identified the following FISMA reporting metrics as core for the development of a Supply 
Chain Risk Management (SCRM) program: 

• CyberScope Metric Question 14: Agency ensures that products, system components, 
systems, and services of external providers are consistent with the agency’s cybersecurity 
and supply chain requirements 

 
Per discussion with STB management, the agency is still in process of developing the foundation 
of its SCRM program and implementing its corrective actions to address prior year 
recommendation 2021-05 related to the development of a SCRM strategy and supporting policies 
and procedures. 
 
Based on the audit procedures performed and the scores outlined in Table 5 below, Williams Adley 
determined that STB’s Supply Chain Risk Management Program maturity rating is Level 1 (Ad-
Hoc). 
 

FISMA Metric Question Rating in FY 2022 
14 Level 1 – Ad-Hoc 

 
Table 5 – Rating for the Metric Question within the Supply Chain Risk Management Domain 

 
II. Protect 
 
The Protect function, supported by the Configuration Management, Identity and Access 
Management, Security Training, and Data Protection and Privacy domains, is rated at a Level 3 
maturity (Consistently Implemented). Table 6 below summarizes the ratings of each domain.  
 

FISMA Domain Rating in FY 2022 
Configuration Management Level 2 – Defined 

Identity and Access Management Level 3 – Consistently Implemented 
Data Protection and Privacy Level 3 – Consistently Implemented 

Security Training Level 3 – Consistently Implemented 
 

Table 6 – Ratings for Domains within the Protect Function 
 



 

 
 

Configuration Management 
 
OMB identified the following FISMA reporting metrics as core for the development of a 
Configuration Management program: 

• CyberScope Metric Question 20: Use of settings/common secure configurations; and 
• CyberScope Metric Question 21: Use of flaw remediation processes, including patch 

management, to manage software vulnerabilities. 
 
Per discussion with STB management, the agency is still in process of implementing its corrective 
actions to address prior year recommendation 2021-08 which impacts both core metric questions 
and is related to the evaluation of deviations from CIS benchmarks and manage vulnerabilities. 
 
Based on the audit procedures performed and the scores outlined in Table 7 below, Williams Adley 
determined that STB’s Configuration Management Program maturity rating is Level 2 (Defined). 
 

FISMA Metric Question Rating in FY 2022 
20 Level 2 – Defined 
21 Level 2 – Defined 

 
Table 7 – Ratings for Metric Questions within the Configuration Management Domain 

 
Identity and Access Management 
  
OMB identified the following FISMA reporting metrics as core for the development of an Identity 
and Access Management program: 

• CyberScope Metric Question 30: Use of strong authentication mechanisms (PIV or an 
Identity Assurance Level (IAL)3/Authenticator Assurance Level (AAL) 3 credential) for 
non-privileged users; 

• CyberScope Metric Question 31: Use of strong authentication mechanisms (PIV or an 
Identity Assurance Level (IAL)3/Authenticator Assurance Level (AAL) 3 credential) for 
privileged users; and 

• CyberScope Metric Question 32: Privileged accounts are provisioned, managed, and 
reviewed in accordance with the principles of least privilege and separation of duties. 

 
Williams Adley determined that the STB has implemented the use of PIV to authenticate 
privileged and non-privileged users to its environment. Furthermore, the STB has defined and 
implemented its access management activities for its privileged users and limits their actions. 
 
Based on the audit procedures performed and the scores outlined in Table 8 below, Williams Adley 
determined that STB’s Identity and Access Management Program maturity rating is Level 3 
(Consistently Implemented). 
 

FISMA Metric Question Rating in FY 2022 
30 Level 3 – Consistently Implemented 
31 Level 3 – Consistently Implemented 
32 Level 3 – Consistently Implemented 

 



 

 
 

Table 8 – Ratings for Metric Questions within the Identity and Access Management Domain 
 
Data Protection and Privacy 
 
OMB identified the following FISMA reporting metrics as core for the development of a Data 
Protection program: 

• CyberScope Metric Question 36: Use of encryption of data rest, in transit, limitation of 
transference of data by removable media, and sanitization of digital media prior to disposal 
or reuse to protect its PII and other agency sensitive data; and 

• CyberScope Metric Question 37: Use of security controls to prevent data exfiltration and 
enhance network defenses. 

 
Per discussion with STB management, the agency is still in process of implementing its corrective 
actions to address prior year recommendation 2021-15 which impacts core metric question 36 and 
is related to the implementation of data protection policies and procedures for Data at Rest, 
prevention and detection of untrusted removable media, and destruction or reuse of media 
containing PII or other sensitive agency data. 
 
Williams Adley also determined that the STB has implemented security controls to prevent data 
exfiltration including but not limited to monitoring inbound and outbound traffic and reviewing 
traffic of exfiltration of data. 
 
Based on the audit procedures performed and the scores outlined in Table 9 below, Williams Adley 
determined that STB’s Data Protection and Privacy Program maturity rating is Level 3 
(Consistently Implemented). 
 

FISMA Metric Question Rating in FY 2022 
36 Level 2 – Defined 
37 Level 3 – Consistently Implemented 

 
Table 9 – Ratings for Metric Questions within the Data Protection and Privacy Domain 

 
Security Training 
 
OMB identified the following FISMA reporting metrics as core for the development of a Security 
Training program: 

• CyberScope Metric Question 42: Perform assessments of the skills, knowledge, and 
abilities of its workforce to provide tailored awareness and specialized security training 

  
Williams Adley determined that the STB has made improvements to its agency’s awareness and 
training strategy/plans based on the results of its FY 2020 assessment of the skills, knowledge, and 
abilities of its workforce. Furthermore, the Agency improves the skills, knowledge, and abilities 
of its specialized personnel through individual development plans. 
 
Based on the audit procedures performed and the scores outlined in Table 10 below, Williams 
Adley determined that STB’s Security Training Program maturity rating is Level 3 (Consistently 
Implemented). 



 

 
 

 
FISMA Metric Question Rating in FY 2022 

42 Level 3 – Consistently Implemented 
 

Table 10 – Rating for the Metric Question within the Security Training Domain 
 
 
III. Detect 
 
The Detect function, supported by the Information Security Continuous Monitoring (ISCM) 
domain, is rated at a Level 2 maturity (Defined). 
 

FISMA Domain Rating in FY 2022 
ISCM Level 2 – Defined 

 
Table 11 – Rating for the Domain within the Protect Function 

 
Information Security Continuous Monitoring 
 
OMB identified the following FISMA reporting metrics as core for the development of an ISCM 
program: 

• CyberScope Metric Question 47: Use of information security continuous monitoring 
(ISCM) policies and an ISCM strategy that addresses ISCM requirements and activities at 
each organizational tier; and 

• CyberScope Metric Question 49: Performance of ongoing information system assessments, 
granting system authorizations, including developing and maintaining system security 
plans, and monitoring system security controls. 

 
Per discussion with STB management, the agency is still in process of implementing its corrective 
actions to address prior year recommendations 2021-17, 2021-18, and 2021-19, which impact core 
metric questions 47 and 49, and is related to ongoing authorizations and making improvements to 
its ISCM program through the use of performance metrics.  
 
Based on the audit procedures performed and the scores outlined in Table 12 below, Williams 
Adley determined that STB’s ISCM Program maturity rating is Level 2 (Defined). 
 

FISMA Metric Question Rating in FY 2022 
47 Level 2 – Defined 
49 Level 2 – Defined 

 
Table 12 – Ratings for Metric Questions within the ISCM Domain 

 
IV. Respond 
 
The Respond function, supported by the Incident Response domain, is rated at a Level 3 maturity 
(Consistently Implemented). 
 
 



 

 
 

FISMA Domain Rating in FY 2022 
Incident Response Level 3 – Consistently Implemented 

 
Table 13 – Rating for the Domain within the Respond Function 

 
Incident Response 
 
OMB identified the following FISMA reporting metrics as core for the development of an Incident 
Response program: 

• CyberScope Metric Question 54: Processes for incident detection and analysis; and 
• CyberScope Metric Question 55: Processes for incident handling. 

 
Williams Adley determined that the STB implemented corrective actions to address all five (5) 
open recommendations related to its Incident Response program resulting in its incident detection, 
analysis, and handling processes performing as intended.  
 
Based on the audit procedures performed and the scores outlined in Table 41 below, Williams 
Adley determined that STB’s Incident Response Program maturity rating is Level 3 (Consistently 
Implemented). 
 

FISMA Metric Question Rating in FY 2022 
54 Level 3 – Consistently Implemented 
55 Level 3 – Consistently Implemented 

 
Table 14 – Ratings for Metric Questions within the Incident Response Domain 

 
V. Recover 
 
The Recover function, supported by the Contingency Planning domain, is rated at a Level 3 
maturity (Consistently Implemented). 
 

FISMA Domain Rating in FY 2022 
Contingency Planning Level 3 – Consistently Implemented 

 
Table 15 – Rating for Domains within the Recover Function 

 
Contingency Planning  
 
OMB identified the following FISMA reporting metrics as core for the development of a 
Contingency Planning program: 

• CyberScope Metric Question 61: Business impact analyses (BIA) are used to guide 
contingency planning efforts; and 

• CyberScope Metric Question 63: Performance of tests/exercises of its information system 
contingency planning processes. 

 
Williams Adley determined that the STB performed the required BIAs to support its information 
system contingency planning processes. However, per discussion with STB management, the 
agency is still in process of implementing its corrective actions to address prior year 



 

 
 

recommendation 2021-27 which impacts core metric question 36 and is related to the performance 
of tabletop exercises for its General Support System (GSS)’s information system contingency plan 
(ISCP) on an annual basis. 
 
Based on the audit procedures performed and the scores outlined in Table 16 below, Williams 
Adley determined that STB’s Contingency Planning Program maturity rating is Level 3 
(Consistently Implemented). 
 
 
 
 

FISMA Metric Question Rating in FY 2022 
61 Level 3 – Consistently Implemented 
63 Level 2 - Defined 

 
Table 16 – Ratings for Metric Questions within the Contingency Planning Domain 

 
Conclusion 
 
Williams Adley concludes that the STB has continued to make noted improvements towards 
implementing the core elements of an effective information security program by addressing 
historically issued recommendations. However, outstanding recommendations covering the 
implementation of defined activities and gaps in the content of its governing documents, prevent 
the STB from having an effective information security program.  
 
Recommendations 
 
Williams Adley did not identify any new conditions related to the core metrics identified within 
the FY 2022 FISMA reporting metrics. As a result, Williams Adley will not issue any new 
recommendations for the FY 2022 reporting period but would like to bring to STB management’s 
attention the open recommendations which impact the identified core metrics in Table 17 below. 
 

Function Domain 
CyberScope 

Question 
Associated Open 
Recommendation 

Identify Supply Chain Risk 
Management 14 2021-05 

Protect Configuration Management 20 2021-08 
Protect Configuration Management 21 2021-08 
Protect Data Protection and Privacy 36 2021-15 
Detect ISCM 47 2021-17, 2021-18, and 2021-19 
Detect ISCM 49 2021-17 

Respond Contingency Planning 63 2021-27 
 

Table 17 – Outstanding Recommendations Impacting Core FISMA Metrics  



 

 
 

Appendix A – Objective, Scope, and Methodology 
 
Objective 
 
Williams Adley’s main objective was to determine the effectiveness of Surface Transportation 
Board (STB)’s information security program and practices. We reviewed a group of Federal 
Information Security Modernization Act of 2014 (FISMA) security metrics and performance 
measures selected by Office of Management and Budget (OMB) and will submit the results of our 
assessment through CyberScope to OMB as required. Williams Adley’s secondary objective was 
to evaluate the remediation efforts taken to address previously issued conditions and 
recommendations.  
 
Scope  
 
As required by FISMA, Williams Adley selected a representative subset of STB’s systems to 
evaluate the Agency’s information security program. For the FY 2022 FISMA audit, Williams 
Adley selected three (3) systems: STB General Support System, Cofense PhishMe, and Dynamic 
Case Management System. 
 
Methodology 
 
Williams Adley conducted this performance audit in accordance with generally accepted 
government auditing standards. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on our audit objectives.  
 
Williams Adley interviewed STB management to determine the effectiveness of STB’s 
information security program and practices in five function areas—Identify, Protect, Detect, 
Respond, and Recover. In addition to interviews, we also observed operations remotely via screen 
sharing technology, conducted sampling where applicable, inspected STB policies and procedures, 
and obtained sufficient evidence to support the conclusions presented in this report.  



 

 
 

Appendix B – Status of Prior Year FISMA Recommendations 
 

# Description Status 
2021-01 Develop an enterprise architecture that includes information 

security considerations and the resulting risk to the Agency, as 
well as incorporates Surface Transportation Board (STB)’s 
existing cyber security architecture. 

Open 

2021-02 Identify and define all software programs that are not authorized to 
execute on STB information systems. 

Closed 

2021-03 Establish and implement procedure to manage hardware asset 
inventory connected to STB’s network. 

Closed 

2021-04 Review all open Plans of Actions and Milestones (POA&Ms) and 
assign scheduled completion dates which account for the required 
resources and corrective actions, including milestones, to manage 
and mitigate the identified risk. 

Closed 

2021-05 Develop a Supply Chain Risk Management (SCRM) strategy and 
supporting policies and procedures to ensure that products, system 
components, systems, and services of external providers are 
consistent with the organization’s cybersecurity and supply chain 
risk management requirements. 

Open 

2021-06 Develop a process to make improvements to its baseline 
configuration, secure configuration, and flaw remediation policies 
and procedures through the use of lessons learned. 

Closed 

2021-07 Implement documented processes for configuration management 
changes as required by STB policies and procedures. 

Closed 

2021-08 Evaluate deviations from Center of Internet Security (CIS) 
benchmarks and determine if the associated configurations should 
align with best practices or if deviations should be risk accepted. 

Open 

2021-09 Update vulnerability management procedures to support 
implementation of STB’s vulnerability disclosure policy (VDP). 

Closed 

2021-10 Update the Access Recertification Process document to align with 
STB’s existing practices to ensure users complete all required 
training and onboarding forms. 

Closed 

2021-11 Define the Identity and Access management policies and 
procedures for user monitoring program within STB Identity, 
Credential, and Access Management (ICAM) plan. 

Closed 

2021-12 Develop a process to make improvements to the effectiveness of 
its ICAM policy, strategy, and road map. 

Closed 

2021-13 Define procedures to review and remove unnecessary personally 
identifiable information (PII) collection on an organization defined 
frequency. 

Closed 

2021-14 Perform the review of Privacy Threshold Analysis (PTA) for STB 
General Support System, At Hoc, and Dynamic Case Management 
system on an annual basis 

Closed 



 

 
 

2021-15 Implement data protection policies and procedures for Data at 
Rest, prevention and detection of untrusted removable media, and 
destruction or reuse of media containing PII or other sensitive 
agency data. 

Open 

2021-16 Address the knowledge, skills, and abilities gaps identified during 
the FY 2020 skill gap assessment through training or talent 
acquisition. 

Closed 

2021-17 Complete the transition from traditional three (3) year 
authorizations to ongoing authorizations for STB-LAN. 

Open 

2021-18 Implement documented processes for collecting and reporting 
performance metrics at the organization and system level to assess 
the effectiveness of information security continuous monitoring 
(ISCM) program. 

Open 

2021-19 Develop a process to make improvements to the effectiveness of 
its ISCM program through the collection and reporting of 
quantitative and qualitative performance metrics, and lessons 
learned. 

Open 

2021-20 Define the performance metrics for measuring the incident 
response capability. 

Closed 

2021-21 Update STB Incident Response Plan to include requirements for 
the technologies utilized to support Incident Response processes. 

Closed 

2021-22 Define the frequency for the performance of Post Incident 
activities. 

Closed 

2021-23 Update STB Incident Response plan containment strategies to 
reflect the current agencies risk prioritization processes. 

Closed 

2021-24 Implement documented processes for Incident Response 
resolutions of tickets in consistent manner, as required by STB 
policies and procedures. 

Closed 

2021-25 Define the frequency for the performance of system level Business 
Impact Analyses (BIA). 

Closed 

2021-26 Review the organization wide BIA on an annual basis. Closed 
2021-27 Conduct a tabletop exercise of the General Support System’s 

information system contingency plan (ISCP) on an annual basis. 
Open 
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