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What We Looked At 
This report presents the results of our quality control review (QCR) of KPMG LLP’s management letter 
related to the audit it conducted, under contract with us, of the Department of Transportation’s (DOT) 
consolidated financial statements for fiscal years 2018 and 2017. In addition to its audit report on 
DOT’s financial statements, KPMG issued a management letter that discusses four internal control 
matters that it was not required to include in its audit report.  

What We Found 
Our QCR of KPMG’s management letter disclosed no instances in which KPMG did not comply, in all 
material respects, with generally accepted Government auditing standards.  

Recommendations 
KPMG made eight recommendations in its management letter. DOT concurred with all eight 
recommendations.  

All OIG audit reports are available on our website at www.oig.dot.gov. 

For inquiries about this report, please contact our Office of Congressional and External Affairs at (202) 366-8751.  

http://www.oig.dot.gov/
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U.S. DEPARTMENT OF TRANSPORTATION 
OFFICE OF INSPECTOR GENERAL 

Memorandum 
Date:  March 20, 2019  

Subject:  INFORMATION: Quality Control Review of the Management Letter for the 
Department of Transportation’s Audited Consolidated Financial Statements for 
Fiscal Years 2018 and 2017 | Report No. QC2019024 

From:  Louis C. King   
Assistant Inspector General for Financial and Information Technology Audits  

To:  Acting Chief Financial Officer and Assistant Secretary for Budget and Programs  

I am pleased to transmit the attached management letter related to the audit of 
the Department of Transportation’s (DOT) consolidated financial statements for 
fiscal years 2018 and 2017. KPMG LLP of Washington, D.C., completed the audit 
under contract with us. The contract required that KPMG perform the audit in 
accordance with generally accepted Government auditing standards and Office of 
Management and Budget’s Bulletin 19-01, Audit Requirements for Federal 
Financial Statements. KPMG issued an auditor’s report1 that included a clean 
(unmodified) opinion on DOT’s financial statements.  

KPMG also issued, and is responsible for, a management letter, dated November 
30, 2018 (see attachment) identifying four internal control matters that require 
DOT management’s attention. KPMG was not required to include these matters 
or the related recommendations in its auditors’ report.  

We appreciate the cooperation and assistance of DOT’s representatives and 
KPMG. If you have any questions, please contact me at (202) 366-1407, or George 
Banks, Program Director, at (202) 420-1116.  

Attachment  

cc: The Secretary  
DOT Audit Liaison, M-1  

                                              
1 See Quality Control Review of the Department of Transportation’s Audited Consolidated Financial 
Statements for Fiscal Years 2018 and 2017 (OIG Report No. QC2019010), November 15, 2018. 
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Our QCR  
We performed a QCR of KPMG’s management letter and related documentation. Our 
review disclosed no instances in which KPMG did not comply, in all material respects, 
with generally accepted Government auditing standards.  

Summary of KPMG’s Management Letter  
In its management letter, KPMG reported the following matters involving DOT’s internal 
control that require management’s attention.  

Weakness in Controls Over the Enterprise 
Service Center’s (ESC) Journal Voucher 
Posting 

Controls in place over the posting of journal vouchers for the period ending 
September 30, 2018, were not sufficient to ensure that all journal vouchers were 
posted promptly after approval. Specifically, KPMG noted that one journal 
voucher was posted 20 days after approval with no explanation for the delay. 

Weakness in the Federal Highway 
Administration’s (FHWA) User Profile and 
Access Control System (UPACS) and 
Monitoring Program 

UPACS manages user access to the Financial Management Information System 
(FMIS5), which is used for grant management. For monitoring purposes, UPACS 
creates audit logs that capture reset passwords, failed login attempts, user profile 
changes, and other similar activities. Controls were not properly designed, 
developed, and implemented to ensure the review of these audit logs. 
Specifically, KPMG noted that management did not always maintain 
documentation that all audit logs had been reviewed. 
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Weakness in FHWA’s Removal of 
Terminations and Inactive Accounts from 
UPACS 

Controls were not in place to ensure that terminated users’ accounts were 
removed from UPACS in a timely manner. Specifically, KPMG compared a listing 
of FHWA terminated employees and contractors to the UPACS active user listing 
as of August 22, 2018, and noted two employees retained access after their 
termination date. The employees’ access was removed on September 25, 2018. 

Weakness in FHWA’s FMIS5 Periodic 
Review of Access 

FHWA requires its divisions to review FMIS5 user access on a monthly basis to 
ensure that access is appropriate, and to email the review results to FHWA’s 
Office of the Chief Financial Officer. However, controls were not operating 
effectively to ensure the divisions emailed their results. Specifically, KPMG 
selected the months of November 2017, and April 2018, and noted that 11 
divisions did not respond in November and 13 divisions did not respond in 2018. 
KPMG also noted that FHWA’s Office of the Chief Financial Officer did not follow 
up with the divisions that did not respond. 

Recommendations  
To strengthen DOT’s financial, accounting, and system controls, KPMG recommended 
that:  

1. ESC develop, implement, and document a timeline for journal vouchers to 
be approved and posted. 

2. ESC establish a review control, with the appropriate level of precision, to 
ensure journal vouchers are posted in a timely manner and in accordance 
with the above policy. 

3. FHWA management develop and implement a process to require 
documentation of the UPACS audit log review to be maintained to include 
documentation of the date reviewed, person who reviewed the log, and 
any follow-up actions required. 
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4. FHWA management update the UPACS standard operating procedures or 
other appropriate documentation to reflect the new audit log review 
process.  

5. FHWA management develop a process to ensure the review of FMIS5 
application access is completed by all divisions. 

6. FHWA management update the FMIS5 standard operating procedures or 
other appropriate documentation to reflect the new review process.  

7. FHWA management strengthen policies and procedures that require 
terminated user accounts to be removed from UPACS in a timely manner. 

8. FHWA management update the UPACS standard operating procedures 
documents to reflect the new requirements.  

DOT officials concurred with KPMG’s eight recommendations and provided a detailed 
action plan to address the findings in the management letter. In accordance with DOT 
Order 8000.1C, the corrective actions taken in response to the findings are subject to 
follow up.
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Exhibit. List of Acronyms 
DOT U.S. Department of Transportation  

ESC Enterprise Service Center 

FHWA Federal Highway Administration 

FMIS5 Financial Management Information System 

OIG Office of Inspector General  

QCR quality control review 

UPACS User Profile and Access Control System 



 

     6 

Attachment. 
Independent Auditors’ Management Letter 



KPMG LLP is a Delaware limited liability partnership and the U.S. member 
firm of the KPMG network of independent member firms affiliated with  
KPMG International Cooperative (“KPMG International”), a Swiss entity. 

KPMG LLP
Suite 12000
1801 K Street, NW
Washington, DC 20006

November 30, 2018 

Secretary, U.S. Department of Transportation  

Inspector General, U.S. Department of Transportation 

Ladies and Gentlemen: 

In planning and performing our audit of the financial statements of the U.S. Department of Transportation 

(DOT), as of and for the year ended September 30, 2018, in accordance with auditing standards generally 

accepted in the United States of America and the standards applicable to financial audits contained in 

Government Auditing Standards issued by the Comptroller General of the United States and OMB Bulletin 19-

01, Audit Requirements for Federal Financial Statements, we considered DOT’s internal control over financial 

reporting (internal control) as a basis for designing audit procedures that are appropriate in the circumstances 

for the purpose of expressing our opinion on the consolidated financial statements, but not for the purpose of 

expressing an opinion on the effectiveness of DOT’s internal control. Accordingly, we do not express an opinion 

on the effectiveness of DOT’s internal control. 

Our consideration of internal control was for the limited purpose described in the preceding paragraph and was 

not designed to identify all deficiencies in internal control that might be material weaknesses and/or significant 

deficiencies and therefore, material weaknesses and/or significant deficiencies may exist that were not 

identified. In accordance with Government Auditing Standards, we issued our report dated November 13, 2018 

on our consideration of DOT’s internal control over financial reporting in which we communicated certain 

deficiencies in internal control that we consider to be significant deficiencies.  

A deficiency in internal control exists when the design or operation of a control does not allow management or 

employees, in the normal course of performing their assigned functions, to prevent, or detect and correct, 

misstatements on a timely basis. During our audit, we identified the following deficiencies in internal control 

related to financial reporting and information technology general and application controls that are presented in 

Exhibit I for your consideration.  

Matters specific to our separate audit of the Federal Aviation Administration (FAA) have been communicated to 

the Inspector General and the FAA Acting Administrator in a separate letter. 

This purpose of this letter is solely to describe the deficiencies in internal control identified during our audit. 

Accordingly, this letter is not suitable for any other purpose. 

Very truly yours, 
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Financial Reporting 

Enterprise Service Center Untimely Journal Voucher Posting – (NFR DOT-2018-01) 

Background/Condition 

All DOT Operating Administrations (OAs) have entered into an interagency agreement with the Enterprise 

Service Center (ESC), an office within the Federal Aviation Administration (FAA), for certain financial 

management services including the preparation and posting of manual journal vouchers. An ESC accountant 

prepares a manual journal voucher (JV) through the Web Application Desktop Integrator (ADI) tool. A separate 

ESC accountant and an OA accountant review and approve the entry. An ESC accountant who is not the 

preparer or approver then posts the JV to the general ledger. The ESC performs all journal entry preparation 

and posting procedures for all OAs, using the same uniform process.  

During our audit, we noted one journal voucher was posted 20 days after approval, with no explanation for the 

delay. 

Recommendation 

We recommend that the ESC develop, implement, and document a timeline for journal vouchers to be 
approved and posted and also establish a review control, with the appropriate level of precision, to ensure 
journal vouchers are posted in a timely manner and in accordance with the above policy. 

Information Technology General and Application Controls 

Federal Highway Administration UPACS Access Audit and Monitoring Program – (NFR DOT-FHWA-IT-

01) 

Background/Condition 

The Federal Highway Administration (FHWA) utilizes the User Profile and Access Control System (UPACS), an 

application that manages user access to the in-scope financial system for grants management, Financial 

Management Information System (FMIS5). 

UPACS creates log entries for various types of activities to include: ID approval and removal, ID transfers, de-

activated and re-activated IDs, failed login attempts, locked passwords/PINs, reset passwords/PINs, user 

profile changes, and after-hour activities. 

On a nightly basis audit logs are generated and sent to the System Manger to review in order to determine if 

there are any suspected security violations for reporting to the FHWA Information Systems Security Officer 

(ISSO). 

During our audit, we noted that management did not always maintain documentation that all audit logs had 

been reviewed. 

Recommendation 

We recommend that FHWA management develop and implement a process to require documentation of the 
audit log review to be maintained to include documentation of the date reviewed, person who reviewed the log, 
and any follow-up actions required and update the UPACS standard operating procedures or other appropriate 
documentation to reflect the new audit log review process. 

Federal Highway Administration FMIS5 Periodic Review of Access – (NFR DOT-FHWA-IT-02) 

Background/Condition 

The FHWA manages its federal grants in FMIS5. On a monthly basis, the FHWA Office of the Chief Financial 

Officer (OCFO) requires the FHWA divisional offices to review all FMIS5 user access rights for their division to 

ensure that access remains appropriate. Upon completing the review, the division sponsors are required to 
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email the FHWA OCFO confirming that no changes were necessary or indicate the changes required and 

actions taken. 

During our audit, we selected the months of November 2017, and April 2018 and noted that 11 divisions did not 

respond in November 2017 and 13 divisions did not respond in April 2018. In addition, we noted that FHWA 

OCFO did not follow-up with the divisions that did not respond. 

Recommendation 

We recommend that FHWA management develop a process to ensure the review of FMIS5 application access 

is completed by all divisions and update the FMIS5 standard operating procedures or other appropriate 

documentation to reflect the new review process. 

Federal Highway Administration UPACS Removal of Terminations and Inactive Accounts – (NFR DOT-

2018-FHWA-IT-03) 

Background/Condition 

The FHWA utilizes UPACS to manage user access to FMIS5, FHWA’s grant management system. Within the 

UPACS application, the Program Manager disables the terminated user’s account in UPACS and any 

applications to which that user has access (i.e. FMIS5). 

During our audit, we compared a listing of FHWA terminated employees and contractors to the UPACS active 

user listing as of August 22, 2018 and noted two employees retained access after their termination date. The 

employees’ access was removed on September 25, 2018. 

Recommendation 

We recommend that FHWA management strengthen policies and procedures that require terminated user 

accounts to be removed timely and update the UPACS standard operating procedures to reflect the new 

requirements. 



 

 

Our Mission 
OIG conducts audits and investigations on 

behalf of the American public to improve the 
performance and integrity of DOT’s programs 

to ensure a safe, efficient, and effective 
national transportation system. 
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