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What We Looked At 
This report presents the results of our quality control review (QCR) of an audit of the Department of 
Transportation’s (DOT) information security program and practices. The Federal Information Security 
Modernization Act (FISMA) requires agencies to develop, implement, and document agency–wide 
information security programs and practices. FISMA also requires inspectors general to conduct 
annual reviews of their agencies’ information security programs and report the results to the Office of 
Management and Budget. 

To meet this requirement, we contracted with CliftonLarsonAllen LLP (CLA) to conduct this audit 
subject to our oversight. The audit objective was to determine the effectiveness of DOT’s information 
security program and practices in five function areas—Identify, Protect, Detect, Respond, and Recover.   

What We Found 
We performed a QCR of CLA’s report and related documentation. Our QCR disclosed no instances in 
which CLA did not comply, in all material respects, with generally accepted Government auditing 
standards.  

Recommendations 
CLA made 18 recommendations. DOT concurs with recommendations 1, 3 through 15, and 17 and 18 
and partially concurs with recommendations 2 and 16. CLA considers all 18 recommendations 
resolved but open pending completion of planned actions.  
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Memorandum 
Date:  October 26, 2020  

Subject:  INFORMATION: Quality Control Review of the Independent Service Auditor’s 
Report on DOT’s Information Security Program and Practices | Report No. 
QC2021003 

From:  Kevin Dorsey   
 Assistant Inspector General for Information Technology Audits 
 
To:  Chief Information Officer  

The Federal Information Security Modernization Act of 2014 (FISMA) requires 
agencies to develop, implement, and document agency–wide information 
security programs and practices.  FISMA also requires inspectors general to 
conduct annual reviews to determine the effectiveness of their agencies’ 
information security programs and report their review results to the Office of 
Management and Budget. To meet this requirement, we contracted with 
CliftonLarsonAllen LLP (CLA), an independent public accounting firm, to conduct 
this audit subject to our oversight. 

The audit objective was to determine the effectiveness of DOT’s information 
security program and practices in five function areas—Identify, Protect, Detect, 
Respond, and Recover.   

CLA found that DOT’s information security program is at the Defined maturity 
level—the second lowest level in the maturity model for information security 
programs, and as a result, is not an effective program. CLA made the following 
recommendations to the Chief Information Officer to help DOT develop a mature 
and effective information security program:  

1. Require OST to either start utilizing the CSAM tool for its security control 
assessments or develop its own risk assessment policies and procedures 
as required by DOT’s Cybersecurity Compendium.  

2. Work with OAs to update privacy risk management procedures to ensure 
the completion, tracking, review, and approval of privacy plans and 
compliance documentation prior to system authorization or 
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reauthorization. Components should engage the Departmental Chief 
Privacy Officer as appropriate.  

3. Work with the Departmental Chief Privacy Officer to establish processes 
and procedures to notify Component Privacy Officers of systems 
scheduled for reauthorization so that required privacy risk management 
plans may be completed as required by policy.  

4. Work with the Departmental Chief Privacy Officer to establish processes 
and procedures to determine Component compliance with Departmental 
policy requiring Privacy Risk Management plans be established prior to 
system authorization or reauthorization. 

5. Coordinate with appropriate offices within the Office of the Secretary to 
develop and implement a strategy and solution(s) to ensure that 
supervisors, contracting officers, and contracting officer representatives 
enforce personnel onboarding and off boarding procedures, completion 
of the DOT Rules of Behavior and other IT requirements prior to being 
granted access to DOT networks, systems, and information, or have 
existing access revoked upon separation, in accordance with DOT policy. 

6. Strengthen its oversight of the configuration management processes 
performed by OAs to ensure configuration management plans are 
developed, kept up-to-date, and document requirements for each system.  

7. Work with the FAA CIO to complete the revision of FAA Order 1800.66, 
Configuration Management Policy.  

8. Work with OAs to implement oversight to address configuration change 
weaknesses and to ensure configuration changes to the information 
systems are properly documented and tracked through implementation, 
and undergo a post-implementation review to verify procedures are 
followed. 

9. Ensure that baseline configuration deviations are monitored and 
deviations are approved to ensure that baseline compliance reports 
demonstrate a consistent and accurate application of baseline standards.  

10. Consolidate to the enterprise Tenable Nessus system to ensure 
accessibility of baseline compliance and/or vulnerability assessment 
capabilities.  

11. Ensure that missing security patches are either applied in accordance with 
DOT policy or that vulnerable software is otherwise remediated on the 
affected endpoints. In addition, ensure that missing security patches 
attributable to specific mission/business requirements are identified, 
control weaknesses are appropriately documented in POA&Ms, and that 
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the authorizing official is aware of and has accepted risk for the 
associated weaknesses.  

12. Document and implement a process to identify software end of life dates 
and require the development of implementation plans to eliminate 
unsupported software.  

13. Work with FAA to secure a reliable funding stream for background 
reinvestigations.  

14. DOT should devise strategies, consistent with Federal policies and 
guidance, to overcome the logistical challenges of fingerprinting during a 
pandemic or other events and circumstances which prevent the timely 
completion of background reinvestigations.  

15. Work with the FAA CIO to review all systems listed in Appendix B of the 
FAA Air Traffic Operations (ATO) Information Security Continuous 
Monitoring (ISCM) Plan for NAS and Mission Support (MS) Systems to 
ensure the FAA ISCM plan is complete and accurate, making updates as 
needed.  

16. Work with the OST IT Director to ensure an alternate processing site 
(including necessary agreements) is more clearly described within the 
contingency plan to permit the transfer and resumption of information 
system operations for essential missions/business functions consistent 
with recovery time objectives when the primary processing capabilities are 
unavailable, for those systems in accordance with the requirements of the 
Cybersecurity Compendium and NIST guidance.  

17. Work with the PHMSA CIO to ensure an alternate storage site (including 
necessary agreements) is described within contingency plans to permit 
the transfer and resumption of information system operations for 
essential missions/business functions consistent with recovery time 
objectives when the primary processing capabilities are unavailable, for 
those systems in accordance with the requirements of the Cybersecurity 
Compendium and NIST guidance.  

18. Strengthen its oversight of the contingency planning processes 
performed by FMCSA, OST COE, OST Volpe, FAA, FRA, and MARAD to 
ensure contingency planning documentation is developed, updated and 
tested in a timely manner, in accordance with policy.  

We performed a QCR of CLA’s report, dated October 9, 2020 (see attachment), 
and related documentation. Our QCR, as differentiated from an audit 
engagement and performed in accordance with generally accepted Government 
auditing standards, was not intended for us to express, and we do not express, an 
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opinion on DOT’s information security program and practices. CLA is responsible 
for its independent auditor’s report and the conclusions expressed in that report 
(see attachment). Our QCR disclosed no instances in which CLA did not comply, 
in all material respects, with generally accepted Government auditing standards.  

We appreciate the courtesies and cooperation of DOT representatives during this 
engagement. If you have any questions concerning this report, please call me at 
(202) 366-1518.  

cc: The Secretary 
 

 

Deputy Secretary 
CIO Council Members 
DOT Audit Liaison, M-1 
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Agency Comments and OIG Response 
On August 21, 2020, CLA provided DOT with its draft report and received DOT’s 
response on September 21, 2020. DOT’s response is included in its entirety in the 
attached independent auditor’s report. DOT concurred with recommendations 1, 
3 through 15, and 17 and 18, and partially concurred with recommendations 2 
and 16.  

Regarding recommendation 2, as an alternative action, DOT proposes to work 
with the OAs to update privacy risk management procedures to ensure the 
completion, tracking, review, and approval of privacy plans and compliance 
documentation prior to system authorization or reauthorization. CLA states that 
DOT’s proposed alternative action meets the intent of recommendation 2.  

Regarding recommendation 16, as an alternative action, DOT proposes to work 
with the Office of the Secretary to ensure an alternate processing site and 
necessary agreements are more clearly described within contingency plans in 
accordance with DOT requirements and NIST guidance. CLA states DOT’s 
proposed alternative actions meet the intent of recommendation 16. 

Actions Required 
We consider all 18 recommendations resolved but open pending completion of 
planned actions. 



 

Exhibit. List of Acronyms 6 

Exhibit. List of Acronyms 
CIO Chief Information Officer 

CLA CliftonLarsonAllen, LLP 

COE Common Operating Environment 

CSAM Cybersecurity Assessment and Management System 

DOT Department of Transportation 

FAA Federal Aviation Administration 

FMCSA Federal Motor Carrier Safety Administration 

FRA Federal Railroad Administration 

ISCM Information Security Continuous Monitoring 

IT Information Technology 

MARAD Maritime Administration 

NIST National Institute of Standards and Technology 

NAS National Airspace System 

OA Operating Administration 

OST Office of the Secretary of Transportation 

PHMSA Pipeline and Hazardous Materials Safety Administration 

POA&M Plan of Action and Milestones 

QCR Quality Control Review 

Volpe John A. Volpe National Transportation Systems Center 
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CliftonLarsonAllen LLP 
901 North Glebe Road, Suite 200 
Arlington, VA  22203-1853 
571-227-9500 | fax 571-227-9552 

CLAconnect.com 

October 9, 2020 

Kevin Dorsey 
Assistant Inspector General for Information Technology Audits 
U.S. Department of Transportation 
Office of the Inspector General 
1200 New Jersey Ave, SE 
Washington, D.C. 20590  

Dear Mr. Dorsey: 

CliftonLarsonAllen LLP (CLA) is pleased to present our performance audit report on the U.S. 
Department of Transportation’s (DOT or the Department) information security management 
program and practices in accordance with Generally Accepted Government Auditing Standards 
(GAGAS) and with the Federal Information Security Modernization Act of 2014 (FISMA) for the 
twelve months ending on June 30, 2020.  

We appreciate the assistance we received from DOT and appreciate the opportunity to serve you. 
We will be pleased to discuss any questions or concerns you may have regarding the contents of 
this report. 

Very truly yours, 

Sarah Mirzakhani, CISA  
Principal 



	
	
 

 

 
 
 

 
 

 
 
 
 
 

 
  

 
 

 

 
 

 
 
 
 

 
 
 
 
 

 
 
 

 

 
 
 

 
 

 
 

 

Inspector General  
United States Department of Transportation 

CliftonLarsonAllen LLP (CLA) conducted a performance audit of the U.S. Department of 
Transportation’s (DOT or the Department) information security management program and 
practices in accordance with Generally Accepted Government Auditing Standards (GAGAS) and 
with the Federal Information Security Modernization Act of 2014 (FISMA or Act) for the twelve 
months ending on June 30, 2020. FISMA requires agencies to develop, implement, and document 
an Agency-wide information security program and practices. The Act also requires Inspectors 
General (IG) to conduct an annual review of their agencies’ information security programs and 
report the results to the Office of Management and Budget (OMB). 

For fiscal year (FY) 2020, OMB required IGs to assess 67 metrics in five security function areas 
– Identify, Protect, Detect, Respond, and Recover – to determine the effectiveness of their 
agencies’ information security programs and the maturity level of each function area. The maturity 
levels range—from lowest to highest—Ad Hoc, Defined, Consistently Implemented, Managed and 
Measurable, and Optimized. Consistent with FISMA and OMB requirements, our audit objective 
was to determine the effectiveness of DOT’s information security program, including its 
performance in five function areas – Identify, Protect, Detect, Respond and Recover – for the 12 
months ending on June 30, 2020. 

Our audit was performed in accordance with GAGAS. Those standards require that we plan and 
perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objective. We believe that the evidence obtained 
provides a reasonable basis for our findings and conclusions based on our audit objective. 

To address OMB’s 2020 FISMA reporting metrics, we reviewed select controls for a sample of 63 
DOT FISMA reportable systems, performed an external penetration test, interviewed Department 
officials, and reviewed data, including system security documentation. Refer to Appendix A for 
background on the FISMA legislation and Appendix B for details on our scope and methodology. 
We also reviewed 56 FISMA prior year open recommendations related to DOT’s security program 
and practices. Appendix C contains the current year status of prior FISMA report 
recommendations. Appendix D lists the organizations we visited or contacted during our audit. 
Appendix E provides a listing of the representative subset of sampled systems. Appendix F 
provides a listing of acronyms used throughout this report and Appendix G contains management 
comments to the report. 

Based upon our audit of DOT’s information security program, including its performance in the 
function areas, we concluded that overall DOT is at the Defined maturity level – the second lowest 
level in the maturity model for an information security program, and thus not effective. Specifically, 
four functional areas achieved a maturity level of Defined (Level 2) with one functional area 
achieving a Consistently Implemented (Level 3) maturity level for an overall maturity level of 
Defined for the security program. The Department has, for the most part, formalized and 
documented its policies, procedures, and strategies; however, DOT continues to face significant 
challenges in the consistent implementation of its information security program across the 
Department. In addition, controls need to be applied in a comprehensive manner to information 



 

 

 
 

 

 
  

 

 
 

 
 

 
 

 
 

 

 

 

 
 

 

systems across DOT in order to be considered consistent and fully effective by achieving at least 
a rating of Level 4, Managed and Measurable. Accordingly, we continue to see security 
deficiencies similar in type and risk level to prior years and an overall inconsistent implementation 
of the security program. Consequently, we noted weaknesses in each of the eight Inspector 
General FISMA Metric Domains encompassing the Department’s Agency-wide program. The 
audit identified continuing deficiencies related to risk management, configuration management, 
identity and access management, data protection and privacy, security training, information 
security continuous monitoring, incident response and contingency planning practices designed 
to protect mission critical systems from unauthorized access, alteration, or destruction. 

We made 18 new recommendations to help the Department address challenges in its 
development of a mature and effective information security program. 

Our work did not include an assessment of the sufficiency of internal control over financial 
reporting or other matters not specifically outlined in the enclosed report. CLA cautions that 
projecting the results of our performance audit to future periods is subject to the risks that 
conditions may materially change from their current status. We concluded our fieldwork and 
assessment on August 14, 2020. We have no obligation to update our report or to revise the 
information contained therein to reflect events occurring subsequent to August 14, 2020. 

The purpose of this audit report is to report on our assessment of DOT’s compliance with FISMA 
and is not suitable for any other purpose. 

Additional information on our findings and recommendations are included in the accompanying 
report. 

CliftonLarsonAllen LLP 

Arlington, Virginia 
October 9, 2020 
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Executive Summary 

The Federal Information Security Modernization Act of 20141 (FISMA) requires Federal agencies 
to develop, document, and implement an Agency-wide information security program to protect 
their information and information systems, including those provided or managed by another 
Agency, contractor, or other source. FISMA also requires Agency Inspectors General (IGs) to 
assess the effectiveness of Agency information security programs and practices. Office of 
Management and Budget (OMB) and the National Institute of Standards and Technology (NIST) 
have issued guidance for Federal agencies to follow. In addition, NIST issued the Federal 
Information Processing Standards (FIPS) to establish Agency baseline security requirements. 

The U.S. Department of Transportation (DOT or the Department) Office of Inspector General 
(OIG) engaged CliftonLarsonAllen LLP (CLA) to conduct an audit in support of the FISMA 
requirement for an annual audit of DOT’s information security program and practices. The 
objective of this performance audit was to determine the effectiveness of DOT’s information 
security program, including its performance in five function areas – Identify, Protect, Detect, 
Respond and Recover.2 

FISMA requires us to assess the maturity of five functional areas in DOT’s information security 
program3 and practices. This assessment used objective metrics that are standardized across the 
Federal government. To be considered effective, an Agency’s information security program must 
be rated Managed and Measurable (Level 4), on a five-point scale from Ad hoc (Level 1) to 
Optimized (Level 5).  

The audit was performed in accordance with Generally Accepted Government Auditing Standards 
(GAGAS). Those standards require that the auditor plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for the findings and conclusions based on the 
audit objective. We believe that the evidence obtained provides a reasonable basis for our 
findings and conclusions based on our audit objective. 

Audit Results 

DOT’s overall information security program and the effectiveness of its security program and 
practices in accordance with FISMA did not meet the requirements to be considered effective. 
Based upon our audit of DOT’s information security program, including its performance in the 
function areas, we concluded that overall DOT is at the Defined maturity level – the second lowest 
level in the maturity model for an information security program, and thus not effective. Specifically, 
four functional areas achieved a maturity level of Defined (Level 2) with one functional area 
achieving a Consistently Implemented (Level 3) maturity level for an overall maturity level of 
Defined for the security program. The Department has, for the most part, formalized and 

1 The Federal Information Security Modernization Act of 2014 (Public Law 113–283—December 18, 2014) amended the Federal 
Information Security Management Act of 2002 to: (1) reestablish the oversight authority of the Director of the Office of Management 
and Budget (OMB) with respect to agency information security policies and practices and (2) set forth authority for the Secretary of 
the Department of Homeland Security to administer the implementation of such policies and practices for information systems. 

2 The fiscal year (FY) 2020 metrics are designed to assess the maturity of the information security program and align with the five 
functional areas in the NIST Framework for Improving Critical Infrastructure Cybersecurity (Cybersecurity Framework), version 1.1: 
Identify, Protect, Detect, Respond, and Recover. 

3 The FY 2020 metrics are based on a maturity model approach begun in prior years and align the metrics with all five functional areas 
in the NIST Framework for Improving Critical Infrastructure Cybersecurity (Cybersecurity Framework), version 1.1: Identify, Protect, 
Detect, Respond, and Recover. 
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documented its policies, procedures, and strategies; however, DOT continues to face significant 
challenges in the consistent implementation of its information security program across the 
Department. In addition, controls need to be applied in a comprehensive manner to information 
systems across DOT in order to be considered consistent and fully effective by achieving at least 
a rating of Level 4, Managed and Measurable. Accordingly, we continue to see security 
deficiencies similar in type and risk level to findings in prior years and an overall inconsistent 
implementation of the security program. Table 1 below summarizes the maturity ratings by 
function and the overall assessment results. 

Table 1: FY 2020 IG Cybersecurity Framework Domain Ratings 
Cybersecurity
Framework Security
Functions4 

Metric Domains Maturity Level  

Identify Risk Management Defined (Level 2) 

Protect 

Configuration Management  Defined (Level 2) 

Identity and Access Management Defined (Level 2) 

Data Protection and Privacy Defined (Level 2) 

Security Training Defined (Level 2) 

Detect 
Information Security Continuous 
Monitoring 

Defined (Level 2) 

Respond Incident Response 
Consistently Implemented 
(Level 3) 

Recover Contingency Planning Defined (Level 2) 

Overall 
Defined (Level 2)  
Not Effective 

Specifically, this audit identified continuing deficiencies related to risk management, configuration 
management, identity and access management, data protection and privacy, security training, 
information security continuous monitoring, incident response and contingency planning practices 
designed to protect mission critical systems from unauthorized access, alteration, or destruction. 
Many of these weaknesses can be attributed to an inconsistent enforcement of an agency-wide 
information security program across the enterprise and ineffective communication between the 
Department and the Operating Administrations (OAs). Therefore, DOT needs to improve its 
performance monitoring to ensure controls are operating as intended for all systems and at all 
OAs and communicate security deficiencies to the appropriate personnel, who should take 
responsibility for implementing corrective actions and ensuring those actions are taken. Table 2 
below summarizes our detailed findings. 

Table 2: FY 2020 IG FISMA Metric Domains mapped to weaknesses noted in FY 2020 
FISMA Audit 

FY 2020 IG FISMA 
Metric Domains 

Weaknesses Noted in 2020 

Risk Management 
Plan of Action and Milestones (POA&Ms) and information security 
weaknesses were not effectively managed. 

4 See Table 3 and Table 4 in Appendix A for definitions and explanations of the Cybersecurity Framework Security Functions and 
  FISMA Metric Domains and Maturity Levels, respectively. 
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FY 2020 IG FISMA 
Metric Domains 

Weaknesses Noted in 2020 

Security Assessment and Authorization (SA&A) documentation was not 
properly approved, controls were not tested or scheduled for testing, or 
security documentation was outdated or did not exist. 

The system inventory maintained in Cybersecurity Assessment and 
Management System (CSAM) was not accurate. 

System hardware inventories were unable to be reconciled. 

Risk management policy and procedure documentation was not 
consistently maintained. 

Ineffective patch and vulnerability management process for remediation 
of vulnerabilities. 

Configuration
Management 

Configuration management plans and policies were not consistently 
maintained. 

Change management procedures were not consistently followed for 
system changes. 

Incomplete deployment of two-factor user authentication mechanisms. 

Identity and 
Access 
Management 

System access for separated employees was not disabled timely, 
effectively documented, and rules of behavior, access requests and 
approvals were lacking. 

Background reinvestigations were not performed timely. 

Data Protection 
and Privacy 

Privacy Threshold Assessments (PTAs), and Privacy Impact 
Assessments (PIAs) were either not completed or updated. 

Security Training 
Security training requirements were inconsistent and not fully 
implemented. 

Information 
Security
Continuous 
Monitoring 

Information systems were not appropriately classified to ensure tailoring 
of continuous monitoring of controls and assessment plans were not 
complete. 

Incident Response 
Office of Chief Information Officer (OCIO) Cyber Security Incident 
Response Plan was outdated. 

Incident response plans were not developed for all OAs. 

Contingency
Planning 

Contingency plans were either out of date, incomplete, or missing for 
some systems. 

Contingency plans were not tested in a timely manner for some systems. 

Designation of alternate processing sites were not always identified in 
contingency plans. 

At present, the weaknesses that we identified leave DOT operations and assets at risk of 
unauthorized access, misuse, and disruption. To address these weaknesses, we made 18 new 
recommendations to help the Department address challenges in its development of a mature and 
effective information security program. In addition, based on our follow-up on prior year 
recommendations, we determined that 51 of the prior year open recommendations related to 
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DOT’s information security program and practices remain open. See Appendix C for status of 
recommendations from the OIG’s last nine FISMA audits. 

The following section provides a detailed discussion of the audit findings grouped by the 
Cybersecurity Framework Security Functions. Appendix A describes background information on 
the FISMA legislation. Appendix B describes the audit scope and methodology. Appendix C 
contains the current year status of prior FISMA report recommendations. Appendix D lists the 
organizations visited or contacted during our audit. Appendix E provides a listing of the 
representative subset of sampled systems. Appendix F provides a listing of acronyms utilized 
throughout this report. Appendix G contains management comments to the report. 
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FISMA Audit Findings 

Security Function: Identify 

Overview 

DOT developed and published the DOT Cybersecurity Compendium to describe its entity-wide 
information security risk management program and Risk Management Framework (RMF). The 
RMF addresses both security and privacy controls. DOT’s information security risk management 
process focused on identifying and evaluating the threats and vulnerabilities to DOT information. 
The RMF also focused on identifying risk management and mitigation strategies to address these 
threats and vulnerabilities. However, DOT’s risk management process was not fully effective since 
gaps and inconsistent implementation of the policies and procedures continue to exist. 

Metric Domain – Risk Management
FISMA requires each Federal Agency to develop, document, and implement an Agency-wide 
information security and risk management program. Risk management is the ongoing process of 
identifying, assessing, and responding to risk. To manage risk, agencies should assess the 
likelihood that an event will occur and the resulting impact. With this information, agencies can 
determine the acceptable level of risk for delivery of services and can set their risk tolerance. 

DOT has not fully implemented components of its Agency-wide information security risk 
management program to meet FISMA requirements. The policies, procedures, and 
documentation included in the DOT enterprise risk management program were not consistently 
implemented or applied across all DOT systems. Specifically, we identified weaknesses not 
tracked within a risk management program (e.g. POA&Ms), POA&Ms which missed key milestone 
dates, and POA&Ms with incomplete data. In addition, SA&A documentation was not properly 
approved, controls were not tested or scheduled for testing, and security documentation was 
outdated or did not exist. 

We also identified system inventory weaknesses, including OA system inventory listings not 
consistently aligning with the official Department system inventory maintained in CSAM.5 In 
addition, hardware inventory data reported within the OCIO FISMA Metrics was not supported by 
artifacts provided by the OAs. Further, one OA had not developed its own risk assessment policies 
and procedures.  

NIST SP 800-37, Revision 2, Risk Management Framework to Information Systems and 
Organizations: A System Life Cycle Approach for Security and Privacy, is guidance for applying 
the RMF controls. The six step RMF includes security categorization, security control selection, 
security control implementation, security control assessment, information system authorization, 
and security control monitoring. The goal of the RMF is to provide near real-time risk management 
and ongoing authorization of information systems through robust continuous monitoring 
processes. 

5 The Department’s main repository for tracking system inventories, security assessment and authorization documentation, 
weaknesses, and other system security information. 
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The following details the weaknesses noted in DOT’s risk management framework. 

Plan of Action and Milestones: 

OMB Memorandum M-02-01, Guidance for Preparing and Submitting Security Plans of Action 
and Milestones, defines management and reporting requirements for Agency POA&Ms, to include 
deficiency descriptions, remediation actions, required resources, and responsible parties. In 
addition, POA&Ms identify what actions must be taken to remediate system security risks and 
improve DOT’s overall information security posture. 

However, we noted that POA&Ms were not effectively managed throughout the Department. 
According to DOT’s central reporting database, CSAM, the Department had approximately, 
10,385 open POA&Ms as of June 30, 2020, as compared to 10,4996 open POA&Ms in 2019. Of 
the total number of open POA&Ms, 9,715 or 94 percent are under the FAA. This large number of 
open POA&Ms for FAA reflects ongoing efforts to migrate, integrate, and reconcile FAA security 
control weaknesses into CSAM from another system. 

In addition, for the sample of DOT systems tested, we identified deficiencies related to reporting, 
managing and closing of POA&Ms. Specifically, we identified: (a) POA&Ms not consistently 
established or updated to consider all known security weaknesses; (b) action items that missed 
major milestone dates and were not updated to accurately reflect their current status; (c) POA&Ms 
that were missing attributes and details, such as cost requirements; and (d) POA&Ms that lacked 
sufficient documentation to justify closure. Specifically, we identified the following POA&M 
weaknesses for the sample of systems tested: 

 For 16 of 63 sampled systems, or 25.4 percent, open POA&Ms either missed scheduled 
completion dates without updates or justifications, or were established with missing 
details, such as cost requirements. Based on our sample, we estimate that 107 of 430 
systems,7 or 24.8 percent8 have POA&Ms that have either missed scheduled completion 
dates without updates or justifications, or were established with missing attributes and 
details, such as cost requirements (FAA, FTA, NHTSA, OST, and PHMSA).9 

 For 16 of 63 sample systems, or 25.4 percent, POA&Ms were not reviewed at least 
quarterly in accordance with DOT policy. Based on our sample, we estimate 116 of 430 
systems, or 26.9 percent,10 have POA&Ms that were not being reviewed at least quarterly 
(FAA, FRA, and FTA). 

 For 11 of 63 sampled systems, or 17.5 percent, POA&Ms were not consistently 
established for controls that were identified as non-compliant during Security Control 
Assessments (SCAs). Based on our sample, we estimate that 64 of 430 systems, or 14.8 

6 FISMA 2019: DOT’s Information Security Program and Practices (DOT OIG Report Number QC2020002 October 8, 2019). 
7 DOT’s population of systems includes 463 systems as of February 3, 2020. For the purposes of this audit and our sample system 

selection, we excluded all systems that have an operational status of “Implementation” as these systems are still in development. 
Additionally, we excluded all systems included in the population that had the “FISMA Reportable” field marked as false or had a 
response in the “Type” field other than “Major Application” or “General Support System.” This resulted in a population of 430 systems. 

8 Our 24.8 percent estimate has a margin of error of +/- 8.8 percentage points at the 90 percent confidence level. 
9 These represent OAs in which described weaknesses were identified. 
10 Our 26.9 percent estimate has a margin of error of +/- 9.0 percentage points at the 90 percent confidence level. 
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percent,11 12 have not established POA&Ms for controls that were identified as non-
compliant during SCAs (FAA, FHWA, FRA, NHTSA, and OST). 

 For 10 of 63 sample systems, or 15.9 percent, POA&Ms were not consistently established 
for controls that were listed as not in place in System Security Plans (SSPs). Based on 
our sample, we estimate that 62 of 430 systems, or 14.5 percent,13 have not established 
POA&Ms for controls that were listed as not in place in SSPs (FAA, FHWA, FRA, NHTSA, 
and OST). 

 For 4 of 63 sample systems, or 6.3 percent, POA&M listings or sample evidence was not 
provided for evaluation (FAA, FHWA, FRA, and OST). 

 For 5 of 63 sample systems, or 7.9 percent, POA&Ms were closed without sufficient 
justification or evidence to support the remediation of weaknesses. Based on our sample, 
we estimate 25 of 430 systems, or 5.7 percent,14 have POA&Ms that were closed without 
sufficient justification or evidence to support the remediation of weaknesses (FAA). 

 20 FAA Air Traffic Operations systems did not maintain their official and up-to-date 
POA&M listing within CSAM, the official DOT repository. Another repository was utilized, 
with CSAM updated on an ad hoc basis. 

DOT Policy15 requires each POA&M item to be completed with DOT mandatory fields, including 
but not limited to: status, estimated cost, scheduled and actual completion dates, milestones, and 
milestone changes. OCIO did not enforce requirements for ensuring the monitoring and timely 
remediation of weaknesses. In addition, management did not ensure DOT policy was followed for 
the management of POA&Ms or that FAA fully utilized CSAM as the official POA&M document 
repository.  

Incomplete information on POA&Ms in CSAM inhibits the Chief Information Officer (CIO) and 
Chief Information Security Officer (CISO) to assess risk and funding requirements, analyze 
weakness trends, and implement department-wide solutions. In addition, without properly 
managing POA&Ms, DOT is at risk of not adequately tracking or remediating operating systems 
and applications with known security weaknesses. 

Security Assessment and Authorization  

SA&A documentation was not effectively managed throughout the Department. As a result of 
system owners not effectively managing their systems and complying with DOT policies, for the 
sample of DOT systems within scope across the OAs, we noted weaknesses related to the 
creation, maintenance, monitoring, and retention of SA&A documentation. Departmental policy16 

requires OAs to annually assess security controls for their information systems and operating 
environments, and examine the following security documentation: system security plan, security 
assessment report, and security assessment plan. However, we noted the following weaknesses 
related to SA&A processes: 

11 Our 14.8 percent estimate has a margin of error of +/- 7.4 percentage points at the 90 percent confidence level. 
12 Extrapolated rates are not equal to the simple ratio of errors found during our testing of 63 sampled systems/risk-level combinations, 

since the extrapolation takes into consideration the stratified nature of the sample design. 
13 Our 14.5 percent estimate has a margin of error of +/- 7.4 percentage points at the 90 percent confidence level. 
14 Our 5.7 percent estimate has a margin of error of +/- 5 percentage points at the 90 percent confidence level. 
15 DOT Cybersecurity Compendium Supplement to DOT Order 1351.37 v4.2, May 2018. 
16 DOT CA-2, DOT Cybersecurity Compendium, 2018. 

 7 



 
 

 

 
  

 

 
 

 
 

 
 
 

 
 

  
 

 
 
 

 
 

 
  

 
 

 
 
 
 
 

 

 

                                                            
   
   
    
     

 

 

 

 

 

 

 

 

 

U.S. DEPARTMENT OF TRANSPORTATION 
2020 FISMA AUDIT 

 For 33 of the 63 sample systems, or 54 percent, the Authorization to Operate (ATO) was 
either expired, authorized with the incorrect risk representation, not authorized by the 
appropriate Authorizing Official (AO), or not provided. Based on our sample, we estimate 
250 of 430 systems, or 58.2 percent,17 have an ATO that is either expired, not signed, 
authorized with the incorrect risk representation, not authorized by the appropriate 
Authorizing Official, or not available (FAA, FHWA, FMCSA, MARAD, and OST). 

 For 22 of 63 sample systems, or 36.5 percent, SSPs did not include all baseline security 
and privacy controls, did not include all required attributes, were not current or updated 
annually, or were not provided. Based on our sample, we estimate 148 of 430 systems, 
or 34.4 percent,18 have SSPs that did not include all baseline security and privacy controls, 
or indicate references/pointers to other relevant documentation, were not current or 
updated annually, did not include all required attributes, or could not be provided (FAA, 
FHWA, FMCSA, FRA, MARAD, OST, and PHMSA). 

 For 34 of 63 sample systems, or 54 percent, SCAs were not performed annually, did not 
include all baseline security and privacy controls, or were not provided. Based on our 
sample, we estimate 246 of 430 systems, or 57.1 percent,19 did not perform SCAs 
annually, did not include all baseline security and privacy controls, or could not provide 
evidence a SCA was completed (FAA, FHWA, FMCSA, FRA, NHTSA, OST, and PHMSA). 

 For 4 of 63 sample systems, or 6 percent, the Federal Information Processing Standard 
(FIPS) 199 categorizations were not consistently listed, did not align with the overall rating 
listed within the SSP and system characterization document (SCD), or were not provided. 
Based on our sample, we estimate 34 of 430 systems, or 7.8 percent,20 did not have FIPS 
199 categorizations consistently listed (FAA and FHWA). 

 For 53 of 63 sample systems, or 84.1 percent, risk assessments (as documented within a 
SAR) did not include environmental risks and the related likelihood, impact, and mitigation, 
were not current, were expired, or were not provided (FAA, FMCSA, FRA, MARAD, 
NHTSA, OST, OIG, and PHMSA). 

In addition, SCAs were not conducted annually for one of two FAA Trusted Internet Connections 
(TIC). The last annual security assessment of the Mike Monroney Aeronautical Center (MMAC) 
TIC occurred in FY 2018 between June 28, 2018 and August 23, 2018. A Risk Acceptance for 
Continued Operation of Systems without the Annual Formal ATO, dated 9/30/2019, was approved 
by the AO for the MMAC TIC to operate without going through an annual assessment. 

These weaknesses were attributed to a combination of inadequate funding (given DOT was 
operating under a continuing resolution for FY 2020) and also cybersecurity staffing issues 
affecting FHWA, NHTSA, PHMSA, and OCIO/ITSS. These constraints and challenges affected 
DOTs ability to ensure that all applicable OA system security plans, assessments, and other 
SA&A documentation reflect the current system architecture and that applicable security controls 
were evaluated. 

Without assessing the effectiveness of security controls on a continuous basis, DOT does not 
have assurance that controls are operating effectively and this may expose the Department to 
information loss, fraud, or abuse. In addition, the lack of adequate security plans, assessments 

17 Our 58.2 percent estimate has a margin of error of +/- 10 percentage points at the 90 percent confidence level. 
18 Our 34.4 percent estimate has a margin of error of +/- 9.8 percentage points at the 90 percent confidence level. 
19 Our 57.1 percent estimate has a margin of error of +/- 10 percentage points at the 90 percent confidence level. 
20 Our 7.8 percent estimate has a margin of error of +/- 6.3 percentage points at the 90 percent confidence level. 
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and/or continuous monitoring, makes it difficult for authorizing officials to make effective decisions 
regarding the risk for compromise created by system operation. 

Comprehensive Information System Inventory 

DOT policies and procedures state that the Department will maintain an inventory of information 
systems operated by or under its control deemed reportable to OMB for FISMA.21 DOT did not 
maintain a complete and accurate inventory of all its information systems by OA. Inventory listings 
provided by the OAs did not consistently align with the department-wide system inventory listing 
within CSAM. 

For example, one FRA system, one FHWA system, 10 MARAD systems, and 14 OST systems 
were noted in the Department CSAM inventory but were not included in the respective OA system 
inventories. We also noted two MARAD systems, two FHWA systems, and 10 FRA systems were 
included in the OA inventory, but were not included in the DOT CSAM inventory. In addition, we 
noted that the CSAM inventory had listed 10 FMCSA systems as major applications; however, 
they were actually subsystems of one FMCSA general support system. Furthermore, NHTSA did 
not provide an inventory listing for review, and two of OST VOLPE’s systems did not maintain a 
complete and/or updated inventory of systems within their authorization boundary. 

The Department CISO indicated that the CSAM inventory is the official system inventory for the 
Agency; however, as described above, we noted that the OAs were also maintaining inventories 
outside of CSAM and their inventory records did not reconcile to the Department system 
inventory. The absence of a complete and accurate inventory of all information systems creates 
a risk that the Department may not be aware of all systems in its environment and be able to 
identify and address all existing vulnerabilities. Due to lack of oversight, DOT has not ensured a 
comprehensive and accurate inventory of its information systems is maintained by periodically 
reconciling CSAM to the different OA system inventory listings. 

Asset Inventory 

NIST standards22 require DOT to develop and document a comprehensive inventory of 
information system components that accurately reflects the current information systems, includes 
all components within the authorization boundary of the system, and is at the level of granularity 
deemed necessary for tracking and reporting. OAs are required to provide quarterly updates to 
OCIO on the current inventory for overall reporting to OMB. 

However, OCIO has not provided the OAs with clear guidance on reporting of asset inventories. 
This lack of guidance has resulted in inconsistencies in the information that OCIO and OAs report. 
Specifically, we identified hardware inventory information reported within the OCIO FISMA Metrics 
that was not clearly supported by the artifacts provided. Based upon a comparison of hardware 
asset inventories (by operating system) from 10 OAs’ to totals of Government Furnished 
Equipment (GFE) hardware assets reported by operating system, within the Q1 CIO FISMA 
metrics , we determined approximately 80,774 assets were accounted for out of the 95,70923 total 

21 DOT’s FISMA Inventory Guide, Version 1.1, dated September 2013. 
22 NIST Special Publication SP 800-53 Rev. 4, Security and Privacy Controls for Federal Information Systems and Organizations, 

January 2015 – security control, CM-8 Information System Component Inventory. 
23 This number represents the sum of assets listed within the column entitled “Number of GFE hardware assets with each OS” from 

Section 2B: Protect – System Configuration, column 2.2.1, on page 10 within the Q1 CIO FISMA Metrics. 
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assets reported in the FY 2020 Quarter 1 OCIO FISMA Metrics. This leaves a total of 14,935 
assets not accounted for. The assets not accounted for consisted of 7,231 mobile devices, 4,824 
servers, and 2,880 workstations. 

Management indicated that obtaining hardware asset counts from the OAs is a complicated 
process because many of the Components/OAs assets are entwined in DOT OCIO/Information 
Technology Shared Services (ITSS) management of hardware assets (e.g., workstations that 
OAs may use) for both the Common Operating Environment (COE) and IT Commodity customers 
via Continuous Diagnostics Management (CDM)/BigFix. This is also further complicated by 
ongoing efforts to transition IT Commodity infrastructure to DOT OCIO under the Destinations 
DIGITAL/IT Shared Services initiative. Additionally, discrepancies in the reconciliation of asset 
reporting could occur due to potential overlaps or assets in transition, and other conditions that 
may contribute to duplicative reporting of assets. 

As a result, DOT may not be aware of all assets residing in its environment and therefore may 
not be appropriately managing and protecting all assets. 

Risk Assessment Policies and Procedures 

The OST OA had not developed its own risk assessment policies and procedures as required by 
DOT’s Cybersecurity Compendium, which states that “for DOT components that have opted not 
to use the CSAM tool for security control assessment, Component must document its procedures 
to facilitate the implementation of the DOT risk assessment policy in the Departmental 
Cybersecurity Policy and its companion Compendium.” Since OST did not utilize the CSAM 
system for security control assessments, they incorrectly placed reliance upon the Department’s 
risk assessment policy, instead of developing OST’s own risk management policies and 
procedures, as required by the Cybersecurity Compendium (DOT-RA-1) Risk Assessment Policy 
and Procedures. 

Without effective risk management controls, DOT is at risk of controls not being implemented or 
not operating as intended, increasing the likelihood of unauthorized modification, loss, and 
disclosure of critical and sensitive DOT information. 

Recommendations: 
We recommend that the DOT CIO take the following action, in addition to addressing the prior 
open recommendations24 related to the weaknesses noted for the Identify function: 

1. Require OST to either start utilizing the CSAM tool for its security control assessments or 
develop its own risk assessment policies and procedures as required by DOT’s 
Cybersecurity Compendium. 

24 Prior FISMA open recommendations related to the findings noted within the “Identify” function: Recommendations 2, 8 and 9, (DOT 
OIG Report # FI-2016-001, 11/5/2015); Recommendations 1, 2, 5, 6, (DOT OIG Report # FI-2017-008, 11/16/2016); 
Recommendations 3 and 9, (DOT OIG Report Number FI-2019-023, 3/20/2019); and Recommendations 2, 3 and 4, (DOT OIG 
Report Number QC2020002, 10/23/2019). These recommendation are not being repeated within this report. Refer to Appendix C 
for details on these recommendations. 
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Security Function: Protect 

Overview 

DOT’s Protect controls which cover configuration management, identity and access management, 
data protection and privacy, and security training were not effective and not consistently 
implemented across the Department. In FY 2020, DOT continued to implement technologies and 
processes to address long standing access control and configuration management weaknesses. 
However, controls require cycle time and institutional maturity to be consistently implemented 
across systems to resolve the security weaknesses. Weaknesses in the DOT IT environment 
continue to contribute to deficiencies in system configuration, data protection and privacy, access 
controls, and security training. 

Metric Domain – Configuration Management  
To secure both software and hardware, agencies must develop and implement standard 
configuration baselines that prevent or minimize exploitable system vulnerabilities. Furthermore, 
NIST has developed a repository of secure baselines for a wide variety of operating systems and 
devices. In addition, configuration management policies and plans should be current with 
documented configuration management processes, and change requests documented, properly 
approved, and tested. 

OCIO does not enforce OMB’s requirements25 for addressing weaknesses in configuration 
management. We identified deficiencies in configuration management controls, designed to 
ensure DOT’s critical systems have appropriate security baselines, current and vendor supported 
operating systems, accurate system and software inventories, and up-to-date vulnerability 
patches. DOT policy26 provides policies on mandatory configuration settings for information 
technology hardware, software, and firmware; however, DOT has not consistently implemented 
vulnerability remediation and management processes. 

Vulnerability Management Program and Processes 

The following weaknesses were identified in DOT’s vulnerability assessment management 
program and processes:  

 For 55 of 63 sampled systems, baseline compliance monitoring and/or vulnerability 
management processes were not effective (FAA, FHWA, FMCSA, FRA, FTA, MARAD, 
NHTSA, OIG, OST, OST ITSS, OST Volpe, and PHMSA). 

 For 38 of 63 sampled systems, patch management processes were ineffective as noted 
by flaw remediation and malicious code protection weaknesses identified within Security 
Assessment Reports (SAR), or as open POA&Ms (FAA).  

 For 23 of 63 sampled systems, the Department did not remediate critical vulnerabilities 
within the timeframe established by DOT (FAA, FTA, OST, OST VOLPE, and FMCSA). 

 6 of 63 sampled systems were using unsupported software such as Windows 2008 (FRA, 
MARAD, NHTSA, OST ITSS, OST, and FMCSA).  

25 OMB Memorandum M-14-03, Enhancing the Security of Federal Information and Information Systems (2013). 
26 DOT Security Weakness Management Guide, January 2020. 
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In addition, evidence received in support of vulnerability scanning and remediation efforts 
performed related to the COE was determined insufficient for CLA to determine whether DOT is 
performing timely remediation of any historical missing patches or unsupported software. 

These weaknesses were attributed to the following factors: 
 DOT was unable to provide vulnerability assessment reports from CDM/Tenable product 

for independent analysis of DOT’s vulnerability management program due to technology 
issues, 

 A lack of approved adjustments to the Defense Information Systems Agency (DISA) 
Security Technical Implementation Guides (STIG) baselines utilized by DOT, tailored to 
support DOT’s system environment, 

 Ongoing efforts by OAs to remove all hosts from unsupported platforms or OCIO/ITSS to 
procure extended vendor support for end of life platforms, 

 A lack of timely updating of continuous monitoring tools to reflect changes to systems 
within authorization boundaries, and 

 Due to COVID-19 pandemic concerns, access to the DOT headquarters was restricted, 
which impacted the ability to run or view Nessus tools/reports. 

An attacker may exploit the vulnerabilities identified to take control over certain systems, cause a 
denial of service attack, or gain unauthorized access to critical files and data. In addition, the 
inconsistent application of vendor patches could jeopardize the data integrity and confidentiality 
of DOT’s sensitive information. Without remediating all significant security vulnerabilities, systems 
could be compromised, resulting in potential harm to data confidentiality, integrity, and availability. 

Configuration Management Plans 

We noted weaknesses in the effectiveness of Configuration Management Plans for FAA, FRA, 
OST ITSS, MARAD, FMCSA, and FHWA systems. These plans were either not current, not 
provided or were missing key components (such as roles and responsibilities, defined 
configuration items subject to change control, explicit consideration of security impacts of 
changes, or fully defined configuration change control activities). In addition, the FAA Order 
1800.66, Configuration Management Policy, dated 3/12/2012, is currently undergoing revisions 
and is not aligned with the Electronic Industries Alliance (EIA)-649, National Consensus Standard 
for Configuration Management, the industry consensus standard for configuration management. 

This situation arose because the OAs believed that a) it was not efficient to have separate 
configuration management plans for each system, since these were reliant upon the ITSS Change 
Control Board (CCB), b) configuration management plans were not needed for low risk baseline 
systems, or c) due to ongoing system consolidation efforts, OAs were awaiting completion of 
these efforts before developing and/or updating plans. 

If configuration management policies and plans are not current and configuration management 
processes are not documented, DOT’s ability to adequately secure and protect its information 
systems could be affected and those systems and the Department could be at risk for 
compromise. 
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Change Management Procedures 

Weaknesses were noted in the effectiveness of FAA and OST ITSS change management controls 
based on the testing results for a selection of 25 changes made to 5 FIPS 199 high risk systems. 
These weaknesses included missing change request forms/online submissions; missing 
approvals; missing evidence of test results, a security impact analysis, a back out plan, or a post 
implementation audit of the configuration change request(s). 

These weaknesses were attributed to either an inconsistency between change management plan 
requirements and actual implementation or inadequate monitoring and oversight of implemented 
changes. 

Without proper change management procedures, including risk or impact analysis, changes may 
be moved to production without knowledge or consideration of related effects. In addition, without 
proper change management procedures, including testing and approvals, security deficiencies 
and vulnerabilities may exist that go undetected. Unresolved weaknesses in configuration 
management make it difficult for DOT to ensure its information systems are adequately secured 
and protected, and place the systems and the Department at risk for compromise. 

Metric Domain – Identity and Access Management  
Proper identity and access management ensures that users and devices are properly authorized 
and authenticated to access information and information systems. In addition, policy and 
procedures must be in place for the creation, provisioning, maintenance, and eventual termination 
of accounts. Homeland Security Presidential Directive 12 calls for all Federal departments to 
require personnel to use personal identity verification (PIV) cards as a major component of a 
secure, government-wide account and identity management system. Per FAA 3370.05B – 
Employee Close Out and Clearance Procedures, the employee and close out clearance form 
should be formally completed prior to the employee’s departure, no later than 10 business days 
afterwards. Also, prior to obtaining access to DOT systems, personnel are required to receive a 
background investigation, which is to be re-performed every several years in accordance with 
DOT policies, such as DOT 1630.2C, Personnel Security Management. 

User Authentication 

OMB M-11-1127 required that, by FY 2012, all Federal employees and contractors use PIV cards 
to log into Agency computers and system applications as a part of multifactor authentication. 
Additionally, Agencies shall require PIV credentials (where applicable in accordance with OPM 
requirements) as the primary means of identification and authentication to Federal information 
systems and Federally controlled facilities and secured areas by Federal employees and 
contractors. 

In addition, the DOT Cybersecurity Compendium, section DOT-IA.2.b, requires information 
systems to use PIV cards assigned to DOT personnel as the system’s primary authentication 
mechanism at both the system and application level. 

27 OMB Memorandum M-11-11, Continued Implementation Homeland Security Presidential Directive (HSPD) 12- Policy for a Common 
Identification Standard for Federal Employees and Contractors. 
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Although DOT employees and contractors with network accounts are required to authenticate to 
the DOT network using a PIV card, unless an exemption has been granted and approved, we 
found that the Department has not transitioned all of its information systems (e.g. major 
applications and general support systems) to use multifactor user identity authentication.  

Specifically, we noted the following information security weaknesses related to PIV authentication: 

 The Department has not transitioned 203 systems to be enabled to use PIV (or another 
form of two-factor authentication or an authentication mechanism was unspecified). 

 52 systems were PIV enabled; however, PIV was not enforced as the primary 
authentication method. 

 81 of 200 systems that contain Personally Identifiable Information (PII) did not require PIV 
authentication.  

The lack of PIV compliance was attributed to multiple reasons, including dependencies on other 
tasks and on technology, underestimating the time to complete deployment, a lack of 
funding/allocation and resources, and documented and approved exclusions. In addition, the 
Department has indicated that systems which have not transitioned to PIV (or another form of 
two-factor authentication) already inherit PIV authentication from access to workstations and 
servers prior to access to non-PIV information system; however, evidence was not provided to 
support this assertion. 

Account Management 

We also noted the following weaknesses related to account management controls: 

 For 22 of 25 sampled DOT new hires with COE application accounts during the audit 
period, we were not provided with evidence of account creation or account approval. In 
addition, for 10 of 25 sampled DOT new hires and 1 of 25 FAA new hires, we were not 
provided with evidence of a completed Rules of Behavior. 

 For 19 of 25 sampled DOT separated employees and 22 of 25 FAA separated employees 
during the audit period, we were not provided with evidence that out processing 
procedures were completed via a clearance form or off-boarding ticket. 

 For 23 of 25 sampled DOT employees separated during the audit period, we were not 
provided with evidence that their DOT system accounts were disabled. 

 14 MARAD accounts and 7 OST VOLPE Local Area Network (LAN) accounts were 
inactive for greater than 90 days and were not disabled. Management subsequently took 
action on the VOLPE LAN accounts, disabling 1 account and listing the remaining 6 
accounts as under review/used sparingly by administrators. 

 For 2 out of 4 sampled OIG employees who separated during the audit period, we were 
not provided with evidence that demonstrated the timely disabling of their system 
accounts. This was due to the OIG not specifying within their policies and procedures a 
specific time period for disabling system accounts after the employee’s separation. 

OCIO did not enforce the retention or completion of documentation for 1) granting system access 
based on user access approvals and completion of Rules of Behavior, and 2) removing access 
based on exit/off boarding processes. Control weaknesses in identity and access management 
may expose DOT to increased risk of data compromise and may lead to unauthorized access to 
DOT’s information systems.  
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Background Investigation 

DOT 1630.2C, Personnel Security Management, requires that all periodic background 
reinvestigations be initiated for all Moderate and High risk positions as well as National Security 
positions within five years of the previous investigation. However, we noted that DOT did not 
consistently ensure employees had timely background reinvestigations conducted. Specifically, 
we noted the following issues: 

 Based upon a comparison of DOT personnel who required a background reinvestigation 
to a listing of all DOT personnel who had an investigation initiated/completed since 
July 1, 2019, we determined that DOT had not initiated reinvestigations for 21 individuals 
of 25 required. Also, for 2 of 25 individuals, their reinvestigation was initiated after the 
previous investigation had expired, thus it was not initiated in a timely manner. 

 FAA had not conducted Moderate Risk reinvestigations for 252 individuals requiring 
reinvestigation during FY 2020. Based upon the Moderate Risk Reinvestigation Project 
Plan, FAA is tracking approximately 17,000 individuals requiring Moderate Risk 
reinvestigations. Based upon FAA’s Moderate Risk Reinvestigation Project Plan, such 
reinvestigations have been paused due to budgetary reasons. The Office of Personnel 
Security is working on a discretionary budget increase request for FY 2022 to obtain funds 
to continue reinvestigations. 

DOT indicated that they accept the risk in delaying the initiation of reinvestigations, based upon 
Office the Director of National Intelligence (ODNI) memo, Strategy to Mitigate the Impact of 
National Background Investigations Bureau’s Background Investigation Backlog, dated 2/16/2017 
and the Office of Personnel Management (OPM) memo, Coronavirus Disease 2019 (COVID-19) 
Temporary Procedures for Personnel Vetting and Appointment of New Employees during 
Maximum Telework Period due to Coronavirus COVID-19, dated 03/25/2020. These memos 
authorized delays in adjudication and authorized agencies to make risk-based personnel security 
decisions as appropriate to meet mission needs. 

We noted, however, inconsistencies in the application of this guidance, as some individuals had 
a reinvestigation initiated during the audit period, whereas other individuals who were due for 
reinvestigation had not had their investigations initiated. In addition, according to the OPM memo, 
Transforming Workforce Vetting: Measures to Reduce Federal Government’s Background 
Investigation Inventory in Fiscal Year 2018, DOT should ensure reinvestigations are performed in 
accordance with DOT and OPM standards, including applicable measures prescribed by OPM, if 
DOT elects to defer background reinvestigations. 

Without conducting reinvestigations in a timely manner, DOT is at risk of allowing individuals to 
access sensitive data and systems without a sufficient degree of investigation. 

Metric Domain – Data Protection and Privacy 
FISMA requires the Federal government to establish a privacy program and corresponding 
policies and procedures for the protection of PII collected, used, maintained, shared, and 
disposed of by information systems. Documentation to be maintained as part of an effective 
privacy program includes Privacy Impact Assessments (PIA), Privacy Threshold Assessments 
(PTAs) and System of Records Notices (SORN). In addition, agencies are required to develop a 
data breach response plan for reporting, investigating, and managing a privacy-related breach. 

 15 



 
 

 

 

 
 

 

 
 

 

 

 
 

 
 

  
 

 
 

 

 
 

 

 
  

 
 

 
 

                                                            
     

U.S. DEPARTMENT OF TRANSPORTATION 
2020 FISMA AUDIT 

DOT Business Owners should be collaborating with System Owners to ensure all privacy 
regulatory compliance reporting changes are entered and updated as required in the CSAM 
system and/or any other DOT tracking system in accordance with DOT Order 1351.18, 
Departmental Privacy Risk Management Policy. In addition, FAA requires that PTAs for its 
systems must be submitted to the FAA National Information Security and Privacy (IS&P) Security 
Assessment Branch at least 90 days prior to issuance of the ATO. Also, since PTAs expire, FAA 
requires that PTAs must be reviewed and re-certified no less than every three years in accordance 
with FAA Order 1370.21, FAA Information Security and Privacy Program Policy.  

We determined whether sampled systems were required to develop and maintain privacy data 
and artifacts, such as PTAs and PIAs. However, we noted that privacy data and artifacts for some 
DOT systems were either not current or not developed for 33 out of 63 sampled systems or 52 
percent. These weaknesses were comprised of 27 FAA systems with a PTA that was not 
recertified timely within the three-year timeframe, 12 FAA and PHMSA systems that did not have 
a completed or current PTA prior to the issuance of their system authorization to operate, and 
eight systems (FAA, OST COE and MARAD) with PII and classified with a PIA status of “required” 
under the E-Government Act but without a PIA. 

OAs have not appropriately coordinated their privacy and cybersecurity risk management 
activities to ensure that all system authorization packages include appropriate privacy risk 
management plans. The majority of the Department’s privacy risk derives from the collection, use, 
storage, and sharing of PII, and the IT systems used to support these processes. As a result, the 
lack of privacy protection puts the PII stored in DOT’s information systems at risk for compromise. 

Metric Domain – Security Training  
FISMA requires all Federal government personnel and contractors to complete annual security 
awareness training that provides instructions on threats to data security and responsibilities in 
information protection. FISMA also requires specialized training for personnel and contractors 
with significant security responsibilities. Without adequate security training programs, agencies 
cannot ensure that personnel would have the knowledge required to ensure the security of the 
information systems and data. 

Departmental policy28 requires OAs to ensure that by August 31, 2020, 95 percent of their 
personnel complete security awareness training for FY 2020. The Department came close to 
meeting this requirement. Overall, 93 percent of Departmental personnel completed security 
awareness training. This was attributed to FAA and FHWA not meeting the completion goal, 
however they did attain at least a 90 percent completion rate. 

DOT’s Cybersecurity Action Memo (CAM), Implementation Guidance for Specialized 
Cybersecurity Training, requires all personnel (federal or contractor) serving in a cybersecurity 
role or role(s) with significant cybersecurity responsibilities must complete appropriate training by 
August 31, 2020. However, the completion percentage for role based training was at 79 percent 
agency wide. This was attributed to PHMSA (5 percent completion), OST VOLPE (23 percent 
completion), FMCSA (25 percent completion), and MARAD (37 percent completion) OAs not 
meeting the goal. 

28 CAM 2020-001 - DOT FY 2020 Implementation Guidance for Mandatory Cybersecurity and Privacy Awareness Training. 
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Meeting security training goals decreases the possibility that employees will engage in activities 
that could lead to security compromises. We determined that DOT had not met its annual 
compliance threshold for security awareness and specialized training requirements.  

Control weaknesses in the security training domain expose DOT to increased risk of unintentional 
and insecure user behavior in protecting the technology environment. Thus, DOT may not have 
reasonable assurance regarding the confidentiality and integrity of information in its systems. 

Recommendations: 

We recommend that the DOT CIO take the following actions, in addition to addressing the prior 
open recommendations29 related to the weaknesses noted for the Protect function: 

2. Work with OAs to update privacy risk management procedures to ensure the completion, 
tracking, review, and approval of privacy plans and compliance documentation prior to 
system authorization or reauthorization. Components should engage the Departmental 
Chief Privacy Officer as appropriate. 

3. Work with the Departmental Chief Privacy Officer to establish processes and procedures 
to notify Component Privacy Officers of systems scheduled for reauthorization so that 
required privacy risk management plans may be completed as required by policy. 

4. Work with the Departmental Chief Privacy Officer to establish processes and procedures 
to determine Component compliance with Departmental policy requiring Privacy Risk 
Management plans be established prior to system authorization or reauthorization. 

5. Coordinate with appropriate offices within the Office of Secretary to develop and 
implement a strategy and solution(s) to ensure that supervisors, contracting officers, and 
contracting officer representatives enforce personnel onboarding and off boarding 
procedures, completion of the DOT Rules of Behavior and other IT requirements prior to 
being granted access to DOT networks, systems, and information, or have existing access 
revoked upon separation, in accordance with DOT policy. 

6. Strengthen its oversight of the configuration management processes performed by OAs 
to ensure configuration management plans are developed, kept up-to-date, and document 
requirements for each system. 

7. Work with the FAA CIO to complete the revision of FAA Order 1800.66, Configuration 
Management Policy. 

8. Work with OAs to implement oversight to address configuration change weaknesses and 
to ensure configuration changes to the information systems are properly documented and 

29 Prior FISMA open recommendations related to the findings noted within the “Protect” function: Recommendation 1 (DOT OIG Report 
Number FI-2014-006, 11/22/13), Recommendations 8 and 15 (DOT OIG Report #FI-2015-009, 11/14/2014), Recommendations 5, 
6 and 8 (DOT OIG Report # FI-2018-017, 1/24/2018); Recommendation 12, (DOT OIG Report Number FI-2019-023, 3/20/2019) 
and Recommendation 7, (DOT OIG Report Number QC2020002, 10/23/2019). These recommendations are not being repeated 
within this report. Refer to Appendix C for details on these recommendations. 
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tracked through implementation, and undergo a post-implementation review to verify 
procedures are followed. 

9. Ensure that baseline configuration deviations are monitored and deviations are approved 
to ensure that baseline compliance reports demonstrate a consistent and accurate 
application of baseline standards. 

10. Consolidate to the enterprise Tenable Nessus system to ensure accessibility of baseline 
compliance and/or vulnerability assessment capabilities. 

11. Ensure that missing security patches are either applied in accordance with DOT policy or 
that vulnerable software is otherwise remediated on the affected endpoints. In addition, 
ensure that missing security patches attributable to specific mission/business 
requirements are identified, control weaknesses are appropriately documented in 
POA&Ms, and that the authorizing official is aware of and has accepted risk for the 
associated weaknesses. 

12. Document and implement a process to identify software end of life dates and require the 
development of implementation plans to eliminate unsupported software. 

13. Work with FAA to secure a reliable funding stream for background reinvestigations. 

14. DOT should devise strategies, consistent with Federal policies and guidance, to overcome 
the logistical challenges of fingerprinting during a pandemic or other events and 
circumstances which prevent the timely completion of background reinvestigations. 
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Security Function: Detect 

Overview 

Although DOT continues to enhance its implementation of various tools and processes to detect 
threats and vulnerabilities to improve its continuous monitoring program, much work remains to 
adequately measure and evaluate this progress and its effectiveness. As a result, DOT’s Detect 
controls remain at the Defined level of maturity due to the inconsistent application of controls 
throughout the Department. 

Metric Domain – Information Security Continuous Monitoring  
The goal of Information Security Continuous Monitoring (ISCM) is to combat information security 
threats by maintaining ongoing awareness of information security, vulnerabilities, and threats to 
Federal systems and information. ISCM provides ongoing observation, assessment, analysis, and 
diagnosis of an organization’s cybersecurity posture, hygiene, and operational readiness. 

The following weaknesses were identified related to ISCM: 

 4 FAA systems were not categorized into Tiers and Groupings within Appendix B of the 
FAA Air Traffic Operations (ATO) Information Security Continuous Monitoring (ISCM) 
Plan for NAS and Mission Support (MS) Systems. Although it was last reviewed in 
January 2019, the FAA ATO ISCM Plan was not properly updated to reflect the current 
operating environment to include all applicable systems. 

 For 36 of 63 systems, or 57.1 percent, the ISCM Plans did not include a current control 
assessment schedule, all baseline and privacy controls, and an assessment schedule; 
were not current or were expired; or an ISCM plan was not provided (FAA, FHWA, 
FMCSA, FRA, MARAD, NHTSA, and PHMSA). 

These weaknesses were attributed to oversight, as the Department had not ensured that all 
applicable OA ISCM plans reflected the current system architecture and that applicable security 
controls were evaluated. Without proper system categorization for all systems, continuous 
monitoring activities may not be completed properly. Due to improper continuous monitoring 
activity completion, stakeholders may not be made aware of system risk or activities. 

Recommendations: 

We recommend that the DOT CIO take the following action, related to the weaknesses noted for 
the Detect function: 

15. Work with the FAA CIO to review all systems listed in Appendix B of the FAA Air Traffic 
Operations (ATO) Information Security Continuous Monitoring (ISCM) Plan for NAS and 
Mission Support (MS) Systems to ensure the FAA ISCM plan is complete and accurate, 
making updates as needed. 
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Security Function: Respond 

Overview 

DOT has improved controls over the consistent communication of threat activities to senior 
agency officials, and utilizes advanced DHS tools to accelerate the detection and proactive 
blocking of cyber-attacks. However, work remains to strengthen controls related to incident 
response plan updates and development in order to adequately measure and evaluate the 
incident response program and its effectiveness. 

Metric Domain – Incident Response  
Information security incidents occur on a daily basis. Agencies must have comprehensive policies 
and planning in place to respond to these incidents and report them to the appropriate authorities. 
The United States Computer Emergency Readiness Team (US-CERT) is to receive reports of 
incidents on unclassified Federal Government systems, and OMB requires the reporting of 
incidents that involve sensitive data, such as PII, within strict timelines. 

OCIO’s Cyber Security Incident Response Plan requires that when an incident, such as a security 
breach or interruption of service, occurs, the OA must report the incident to the FAA Security 
Operations Center (SOC). The SOC analyzes the incident, categorizes it, and reports it to US-
CERT. DOT’s policy also requires the SOC to have full network visibility over all DOT systems, 
including systems operating on behalf of OAs by contractors and other Government 
organizations. The Department’s established policies, procedures, and processes governing 
incident response are characteristic of a program at a Consistently Implemented level of maturity. 

We noted the following information security weaknesses in DOT’s incident response program: 

 The OCIO has an outdated Incident Response Plan (IRP). Specifically, the OCIO’s Cyber 
Security Incident Response Plan (March 2014) requires a full review of the IRP to be 
completed annually to ensure its relevance and operational effectiveness. However, the 
Revision History and Approval table documents only the initial version and does not 
indicate that annual reviews have been conducted. Additionally, there are references to 
the former incident ticketing system, Joint Advanced Solutions (JAS) system. Although an 
updated IRP was provided by the Department after the end of the audit period, the above 
condition was present during the period under audit. 

 The IRP for FMCSA, OST ITSS and FHWA were not updated in more than one year, and 
the IRP was not provided for MARAD since they relied upon the OCIO IRP. However, 
DOT Policy30 requires OAs to provide component-specific incident handling procedures to 
the DOT CISO and DOT Computer Security Incident Response Center (CSIRC). The 
policy also requires that DOT Components with approved Component-specific incident 
handling procedures review and update them annually in accordance with DOT IR policy 
and procedures. Additionally, the OCIO’s Cyber Security Incident Response Plan (March 
2014) states, “Each OA will develop and coordinate respective incident management 

30 Departmental Cybersecurity Compendium: Supplement to DOT Order 1351.37 D, Appendix A: DOT Department-wide NIST 800-
53 Minimum Parameters, IR-1.e Incident Response Policy and Procedures. 
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plans with the Cyber Security Operations Management Team and the Cyber Security 
Management Center (CSMC).” 

The OCIO IRP was in the process of being updated, however it was not completed and 
disseminated prior to the end of the audit period. In addition, the process for updating/developing 
incident response procedures was not working as intended due to inadequate 
resources/oversight. 

Without up-to-date incident response plans, there is an increased risk that security incidents may 
not be adequately recorded, tracked, investigated, or resolved and personnel may not be aware 
of responsibilities. 

Recommendations: 

Prior FISMA recommendations31 related to the weaknesses noted in the Respond function remain 
open and we are not making new recommendations. 

31 Prior FISMA open recommendations related to the findings noted within the “Respond” function: Recs. 10, 11 and 12, (DOT OIG 
Report Number QC2020002, 10/23/2019). These recommendations are not being repeated within this report. 
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Security Function: Recover 

Overview 

DOT has, for the most part, defined policies and procedures for developing, updating, and testing 
its contingency plans; however, weaknesses remain affecting the effectiveness of controls to 
ensure the program is consistently implemented across the Department. 

Metric Domain – Contingency Planning 
FISMA requires agencies to prepare for events that may affect an information resource’s 
availability. This preparation requires identification of resources and risks to those resources, and 
the development of a plan to address the consequences if loss of a system’s availability occurs. 
Consideration of risk to an Agency’s mission and the possible magnitude of harm caused by a 
resource’s unavailability are key to contingency planning. NIST SP 800-34, Revision 1, 
Contingency Planning Guide for Federal Information Systems, defines contingency planning as 
“interim measures to recover information system services after a disruption. Interim measures 
may include relocation of information systems and operations to an alternate site, recovery of 
information system functions using alternate equipment, or performance of information system 
functions using manual methods.” Once a contingency plan is established, training and testing 
must be conducted to ensure that the plan and individuals tasked with the contingency 
responsibilities will be capable in the event of an emergency. Additionally, the system owner must 
test the contingency plan for the information system on an annual basis, in accordance with the 
DOT Cybersecurity Compendium Supplement to DOT Order 1351.37 v4.2, May 2018, section 
DOT CP-4. 

DOT has not consistently implemented contingency planning processes to reach a level of 
maturity as defined by FISMA metrics to be an effective overall program.32 For the sampled 
systems we found contingency plans were either missing required elements or were not reviewed, 
approved, updated in a timely manner, tested annually, or the designation of alternate processing 
sites was not reflected within the contingency plans. 

We found that six OAs tested had not implemented DOT’s contingency plans and testing 
requirements for at least one system. We also found systems not meeting OMB and FISMA 
requirements for contingency planning and testing. Specifically:  

 For 24 of 63 sampled systems, or 38.1 percent, contingency plans were missing required 
elements for some systems or were not updated timely or were not approved (FAA, 
FMCSA, OST COE, OST VOLPE, FRA and MARAD). Based on our sample, we estimate 
180 of 430 systems, or 41.8 percent,33 have contingency plans that have not been updated 
timely, have not been approved, or are missing required elements. 

 Testing of contingency plans was not performed for 20 of 63 sampled systems, or 31.7 
percent, in accordance with DOT requirements (FAA, FRA, MARAD, OST COE and OST 
VOLPE). Based on our sample, we estimate 149 of 430 systems, or 34.7 percent,34 did 
not perform contingency plan testing in accordance with DOT requirements. 

32 A functional information security area is not considered effective unless it achieves a rating of Level 4, Managed and Measurable. 
33 Our 41.8 percent estimate has a margin of error of +/- 10.7 percentage points at the 90 percent confidence level. 
34 Our 34.7 percent estimate has a margin of error of +/- 10.2 percentage points at the 90 percent confidence level. 
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 Designation of alternate processing and/or storage sites were not identified in the 
contingency plans for 2 of 63 systems, or 3.2 percent (OST VOLPE and PHMSA). 

Ineffective contingency planning processes were attributed to the following: signatures were 
missing from authorization packages; reviewer comments were not addressed by the system 
owner; or POA&Ms were not completed. In addition, due to oversight, alternate processing sites 
were not included in the contingency plan, alternate processing locations were not clearly 
described within the contingency plan, or plans were not updated or tested in a timely manner. 

Effective contingency planning and comprehensive testing is crucial to ensure departmental 
systems and data are available and IT systems and applications are resilient against outages and 
disruptions. Failure to consistently document and test Contingency Plans increases the risk that 
DOT will be inadequately prepared for system or service disruptions and outages. In addition, 
failure to comprehensively test and exercise documented plans increases the risk that 
weaknesses or areas of improvement would not be identified effectively in preparation for real-
world contingency events. 

Recommendations: 

We recommend that the DOT CIO take the following actions, in addition to addressing the prior 
open recommendations35 related to the weaknesses noted for the Recover function: 

16. Work with the OST IT Director to ensure an alternate processing site (including necessary 
agreements) is more clearly described within the contingency plan to permit the transfer 
and resumption of information system operations for essential missions/business 
functions consistent with recovery time objectives when the primary processing 
capabilities are unavailable, for those systems in accordance with the requirements of the 
Cybersecurity Compendium and NIST guidance. 

17. Work with the PHMSA CIO to ensure an alternate storage site (including necessary 
agreements) is described within contingency plans to permit the transfer and resumption 
of information system operations for essential missions/business functions consistent with 
recovery time objectives when the primary processing capabilities are unavailable, for 
those systems in accordance with the requirements of the Cybersecurity Compendium 
and NIST guidance. 

18. Strengthen its oversight of the contingency planning processes performed by FMCSA, 
OST COE, OST VOLPE, FAA, FRA, and MARAD to ensure contingency planning 
documentation is developed, updated and tested in a timely manner, in accordance with 
policy. 

35 Prior FISMA open recommendations related to the findings noted within the “Recover” function: Recommendation 3, (DOT OIG 
Report # FI-2012-007, 11/14/2011) and Recommendation 14, (DOT OIG Report Number QC2020002, 10/23/2019). These 
recommendation are not being repeated within this report. 
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Conclusion 

DOT relies on hundreds of information systems to carry out its missions, including safe air traffic 
control operations, and handling billions of taxpayer dollars. DOT’s cybersecurity program must 
protect these systems from malicious attacks and other compromises that may put citizen safety 
or taxpayer dollars at risk. While DOT continues to update its policies and procedures, and 
maintain a Defined level of maturity, we continue to find persistent deficiencies in the 
implementation of policies and processes, which are necessary for an effective information 
security program. The cause for these deficiencies can be attributed to an inconsistent 
enforcement of an agency-wide information security program across the enterprise and ineffective 
communication between the Department and the OAs. Therefore, DOT needs to improve its 
performance monitoring to ensure controls are implemented and operating as intended for all 
systems and at all OAs and communicate security deficiencies to the appropriate personnel, who 
must take responsibility for implementing corrective actions and ensuring those actions are 
consistently performed. These deficiencies place DOT’s information systems at an increased risk 
of compromise and make them a target for malicious attackers.  
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Agency Comments and CLA Response 

We provided DOT with our draft report on August 21, 2020, and received DOT’s response on 
September 21, 2020, which is included in its entirety as an appendix to this report. In its response, 
the Department noted that they have an accurate count of all assets within their authoritative 
automatic inventory system, despite any reconciliation discrepancies when compared to OA asset 
reports. Thus, there is no risk that they are unaware of assets on their network.  This assumption 
however does not consider that OAs may have additional information on assets which are not 
presently or only sporadically connected to the network, or are not being properly detected by the 
automatic inventory system. 

Additionally, the Department has indicated that the report does not reflect or assess the presence 
and use of various capabilities which would support a higher level of maturity. Although the 
Department has, for the most part, documented its policies, procedures, and strategies; DOT 
continues to face significant challenges in the consistent implementation of its information security 
program across the Department. In addition, controls need to be applied in a comprehensive 
manner to information systems across DOT in order to be considered consistent and fully effective 
by achieving at least a rating of Level 4, Managed and Measurable.  

DOT concurs with recommendations 1, 3-15 and 17-18 as written. DOT states it plans to 
implement these recommendations by October 1, 2022. Therefore, we consider 
recommendations 1, 3-15 and 17-18 resolved but open pending completion of planned actions. 

DOT partially concurs with recommendation 2 and proposes an alternative action to work with the 
OAs to update privacy risk management procedures to ensure the completion, tracking, review, 
and approval of privacy plans and compliance documentation prior to system authorization or 
reauthorization. DOT plans to complete this action by October 1, 2021. DOT’s proposed 
alternative actions meet the intent of recommendation 2. Therefore, we consider this 
recommendation resolved but open pending completion of planned actions. 

DOT partially concurs with recommendation 16, and proposes an alternative action. This action 
is for the OCIO to work with the respective Secretarial Offices to ensure an alternate processing 
site (including necessary agreements) are more clearly described within contingency plans in 
accordance with the requirements of the Cybersecurity Compendium and NIST guidance. DOT 
plans to complete this action by October 1, 2022. DOT’s proposed alternative actions meet the 
intent of recommendation 16. Therefore, we consider this recommendation resolved but open 
pending completion of planned actions. 

Actions Required 

We consider recommendations 1 through 18 resolved but open pending completion of planned 
actions. 
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Appendix A: Background 

DOT Overview 

Established in 1966, DOT sets Federal transportation policy and works with State, local, and 
private-sector partners to promote a safe, secure, efficient, and interconnected national 
transportation system of roads, railways, pipelines, airways, and seaways. DOT’s overall objective 
of creating a safer, simpler, and smarter transportation system is the guiding principle as the 
Department moves forward to achieve specific goals. DOT employs more than 54,000 people in 
the OST) and through 10 OAs and Bureaus, each with its own management and organizational 
structure.36 

An Agency’s information security program is considered effective once it achieves a rating of 
Level 4, Managed and Measurable. For DOT, secure information helps protect both taxpayers’ 
dollars and citizens’ safety since many of its systems support transportation related operations, 
including air traffic control and pilot licensing. Others support inspection and oversight for highway 
safety and hazardous material transportation. 

DOT’s 11 OAs, manage the Department’s 463 IT systems.37 The Department relies on these 
systems to carry out its missions, including safe air traffic control operations, qualified commercial 
drivers, and safe vehicles. DOT must also ensure the integrity of data in reports that account for 
billions of dollars used for major transportation projects, such as highway construction and high-
speed rail development. DOT’s cybersecurity program is critical to protect these systems from 
malicious attacks or other compromises that may inhibit its ability to carry out its functions and 
missions. 

DOT’s operations rely on 463 IT systems, 324 (70 percent) of which belong to the Federal Aviation 
Administration (FAA). These systems represent an annual investment of approximately $3.5 
billion38 – one of the largest IT investments among Federal civilian agencies. 

FISMA Legislation 

FISMA provides a comprehensive framework for ensuring effective security controls over 
information resources supporting Federal operations and assets. FISMA requires Federal 
agencies to develop, document, and implement an Agency-wide information security program to 
protect their information and IT systems, including those provided or managed by another Agency, 
contractor, or other source. 

FISMA also provides a mechanism for improved oversight of Federal Agency information security 
programs. FISMA requires Agency heads to ensure that (1) employees are sufficiently trained in 
their security responsibilities, (2) a security incident response capability is established, and (3) 
information security management processes are integrated with the Agency’s strategic and 

36 https://www.transportation.gov/sites/dot.gov/files/docs/mission/budget/357706/2019‐agency‐financial‐report‐current1211‐508‐final.pdf 
37 DOT’s population of systems includes 463 systems as of February 3, 2020. For the purposes of this audit and our sample system 

selection, we excluded all systems that have an operational status of “Implementation” as these systems are still in development. 
Additionally, we excluded all systems included in the population that had the “FISMA Reportable” field marked as false or had a 
response in the “Type” field other than “Major Application” or “General Support System.” This resulted in a population of 430 systems. 

38 https://www.transportation.gov/cio
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operational planning processes. All agencies must also report annually to OMB and to 
Congressional committees on the effectiveness of their information security program. 

Federal agencies are to provide information security protections commensurate with the risk and 
magnitude of the harm resulting from unauthorized access, use, disclosure, disruption, 
modification, or destruction of information collected or maintained by the Agency. As specified in 
FISMA, the Agency CIO or senior official is responsible for overseeing the development and 
maintenance of security operations that continuously monitor and evaluate risks and threats. 

FISMA also requires Agency IGs to assess the effectiveness of Agency information security 
programs and practices. Guidance has been issued by OMB and by NIST (in its 800 series of 
Special Publications) supporting FISMA implementation. In addition, NIST issued the FIPS to 
establish Agency baseline security requirements.  

FY 2020 IG FISMA Reporting Metrics 

OMB and Department of Homeland Security (DHS) annually provide instructions to Federal 
agencies and IGs for preparing FISMA reports. On November 19, 2019, OMB issued 
Memorandum M-20-04, Fiscal Year 2019-2020 Guidance on Federal Information Security and 
Privacy Management Requirements. This memorandum describes the processes for Federal 
agencies to report to OMB and, where applicable, DHS. Accordingly, the FY 2020 Inspector 
General Federal Information Security Modernization Act of 2014 Reporting Metrics provided 
reporting requirements across key areas to be addressed in the independent assessment of 
agencies’ information security programs.39 

The FY 2020 metrics are based on a maturity model approach begun in prior years and align to 
the five functional areas in the NIST Framework for Improving Critical Infrastructure Cybersecurity 
(Cybersecurity Framework), version 1.1: Identify, Protect, Detect, Respond, and Recover. The 
Cybersecurity Framework provides agencies with a common structure for identifying and 
managing cybersecurity risks across the enterprise and provides IGs with a method for assessing 
the maturity of controls to address those risks, as highlighted in Table 3.  

Table 3: Aligning the Cybersecurity Framework Security Functions to the FY 2020 IG 
FISMA Metric Domains 

Cybersecurity
Framework Security

Functions 

FY 2020 
IG FISMA Metric Domains 

Identify  Risk Management  

Protect  Configuration Management, Identity and Access Management, 
Data Protection and Privacy, and Security Training  

Detect  Information Security Continuous Monitoring 

Respond  Incident Response 

Recover  Contingency Planning 

39 https://www.cisa.gov/publication/fy20-fisma-documents. 
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The foundational levels of the maturity model focus on the development of sound, risk-based 
policies and procedures, while the advanced levels capture the institutionalization and 
effectiveness of those policies and procedures. Table 4 explains the five maturity model levels. 
A functional information security area is not considered effective unless it achieves a rating of 
Level 4, Managed and Measurable.  

Table 4: IG Evaluation Maturity Levels 
Maturity Level Maturity Level Description 

Level 1: Ad hoc Policies, procedures, and strategy are not formalized; activities are 
performed in an ad-hoc, reactive manner. 

Level 2: Defined Policies, procedures, and strategy are formalized and documented 
but not consistently implemented. 

Level 3: Consistently 
Implemented 

Policies, procedures, and strategy are consistently implemented, 
but quantitative and qualitative effectiveness measures are lacking. 

Level 4: Managed and 
Measurable 

Quantitative and qualitative measures on the effectiveness of 
policies, procedures, and strategies are collected across the 
organization and used to assess them and make necessary 
changes. 

Level 5: Optimized Policies, procedures, and strategy are fully institutionalized, 
repeatable, self-generating, consistently implemented, and 
regularly updated based on a changing threat and technology 
landscape and business/mission needs. 
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Appendix B: Scope and Methodology 

Scope 

We conducted this audit in accordance with Generally Accepted Government Auditing Standards 
(GAGAS). Those standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our 
audit objective. We believe that the evidence obtained provides a reasonable basis for our 
findings and conclusions based on our audit objective.  

GAGAS also require us to disclose impairments of independence or any appearance thereof. 
OMB requires that the FISMA template include information from all OAs, including OIG. OIG 
contracted with us to conduct the review of the DOT information security program and practices 
subject to OIG’s oversight. Although the OIG is a small component of the Department, based on 
number of systems, any testing pertaining to OIG or its systems does not impair our ability to 
conduct this mandated audit. 

For this year’s review, OMB required IGs to assess 67 metrics in five security function areas — 
Identify, Protect, Detect, Respond, and Recover — to determine the effectiveness of their 
agencies’ information security programs and the maturity level of each function area. As 
documented in Table 4 of Appendix A, the maturity levels range from lowest to highest — Ad Hoc, 
Defined, Consistently Implemented, Managed and Measurable, and Optimized.  

Consistent with FISMA and OMB requirements, our audit objective was to determine the 
effectiveness of DOT’s information security program, including its performance in five function 
areas – Identify, Protect, Detect, Respond and Recover – for the 12-month period ending on 
June 30, 2020.  

Our scope was to determine whether DOT implemented an effective information security program 
and practices for the 12-month period between July 1, 2019 and June 30, 2020, with a data 
collection cut-off date of June 30, 2020. The effectiveness of the information security program is 
defined as achieving a certain maturity level for each function area and domain based on the 
unique challenges of the organization. 

For this audit, we reviewed select controls for a sample of 63 systems from a total population of 
430 DOT FISMA reportable systems in operation.40 The sampled systems are broken down by 
the following number of systems by OA: FAA (40), PHMSA (2), OST (6), FHWA (3), FMCSA (2), 
FRA (2), FTA (2), MARAD (2), NHTSA (2) and OIG (2). One system was substituted for FAA, 
since it was determined the system initially selected was retired and subsumed into another 
system. Further, two systems for FMCSA were substituted, as they were subsumed into another 
system. Refer to Appendix E for the specific systems selected for testing.  

We performed an external penetration test covering FAA’s Automatic Dependent Surveillance – 
Broadcast Service Availability Prediction Tool (ADS-B/SAPT), Web-based Operations Safety 
System (WebOPSS) and Federal Aviation Administration Directory Services (FAA DS). 

40 We selected a stratified random sample from DOT’s population of 430 FISMA Reportable Major Applications/General Support 
Systems noted as being in operation to assess the Agency’s compliance with FISMA. 
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In addition, the audit included an assessment of effectiveness for each of the eight FY 2020 IG 
FISMA Metric Domains and the maturity level of the five Cybersecurity Framework Security 
Functions. The audit also included a follow up on prior audit recommendations to determine if 
DOT made progress in implementing the recommended improvements concerning its information 
security program and practices. 

Audit fieldwork was performed during the period of February 2020 through August 2020. 

Methodology 

To accomplish the audit objective, we: 

 Interviewed key personnel and reviewed legal and regulatory requirements stipulated by 
FISMA. 

 Reviewed documentation related to DOT’s information security program, such as security 
policies and procedures, system security plans, security control assessments, risk 
assessments, security assessment authorizations, plan of action and milestones, incident 
response plan, configuration management plan, and continuous monitoring plan. 

 Tested system processes to determine the adequacy and effectiveness of selected 
controls. Testing procedures included penetration testing. 

 Reviewed the status of recommendations in the prior year FISMA report, including 
supporting documentation to ascertain whether the actions taken addressed the noted 
weaknesses.  

DOT’s population of systems includes 463 systems as of February 7, 2020. For the purposes of 
our sample, we excluded all systems that have an operational status of “Implementation” as these 
systems are still in development. Additionally, we excluded all systems included in the population 
that had the “FISMA Reportable” field marked as false or had a response in the “Type” field other 
than “Major Application” or “General Support System.” This resulted in a population of 430 
systems. We selected a stratified random sample from DOT’s population of 430 FISMA 
Reportable Major Applications/General Support Systems noted as being in operation to assess 
whether the Agency’s information security management program and practices were effective in 
accordance with the GAGAS and the FISMA. 

For sample selection purposes, we divided the 430 systems into 15 strata based on the OA to 
which the system belonged and the FIPS 199 risk categorization. The sample size was 
determined to address the following two requirements: 

1. In order to ensure adequate coverage of the different OAs, each OA must have at least 
two systems selected. 

2. The confidence level used will be 90 percent and the expected margin of error will be 10 
percent. 

To determine the sample size based on the above requirements, we performed extensive 
simulations assuming various scenarios of non-compliance rates and sample sizes and 
determining their effect on the resulting margin of error. The simulations carried out represented 
a random draw of a sample of a given size and a random subsample of non-compliant systems 
in that sample. The non-compliance rate determined from each simulated sample was 
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extrapolated to the overall population based on well-established survey sampling theory.41 The 
simulations were repeated 100 times, and the average estimates were obtained in this manner. 
We chose a sample size of 63 systems, which we estimated would result, on average, about a 10 
percent margin of error. 

In addition, we assessed DOT’s technical controls by performing an external penetration test on 
a sample of three FAA systems as part of the FISMA audit. The external penetration test was 
conducted to determine the effectiveness of controls that prevent and detect unauthorized access, 
disclosure, modification, or deletion of sensitive information. The results of the external 
penetration test were incorporated into our FISMA audit results. 

To perform our audit of DOT’s information security program and practices, we followed a work 
plan based on the following guidance: 

 OMB and DHS, FY 2020 Inspector General Federal Information Security Modernization 
Act of 2014 Reporting Metrics. 

 NIST Special Publication (SP) 800-53, Revision 4, Security and Privacy Controls for 
Federal Information Systems and Organizations, for specification of security controls. 

 NIST SP 800-37, Revision 2, Guide for Applying the Risk Management Framework to 
Federal Information Systems, for the risk management framework controls. 

 NIST SP 800-53A, Revision 4, Assessing Security and Privacy Controls in Federal 
Information Systems and Organizations, for the assessment of security control 
effectiveness. 

 NIST Framework for Improving Critical Infrastructure Cybersecurity (Cybersecurity 
Framework). 

41 Cochran WG (1977) Sampling Techniques, 3rd Edition. John Wiley and Sons. 
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Appendix C: Current Year Status of Prior FISMA Report 
Recommendations 

The following is the status of open recommendations from prior FISMA reports. The current status 
of prior year FISMA open recommendations was determined through a review of the Department’s 
overall status of prior recommendations and testing the effectiveness of DOT’s information 
security program and practices covering the period July 1, 2019 through June 30. 2020.  

In addition, we reviewed seven closure packages prepared by DOT CIO related to seven prior 
recommendations. Based on our work, we determined that documentation provided was sufficient 
to close two of the seven recommendations. In addition, three prior year recommendations were 
closed during the audit period. Thus, of 56 open recommendations from prior FISMA reports, 51 
recommendations would remain open as of June 30, 2020. 

Prior Years’ FISMA Recommendations that Were Closed 

Fiscal Year 2014, OIG Report Number FI-2015-009 
FISMA 2014: DOT Has Made Progress but Significant Weaknesses in Its Information Security 

Remain 

Number Recommendation 

16 Work with the Director of DOT Security to develop or revise their plans to 
effectively transition the remaining facilities to required PIV cards. 

Fiscal Year 2017, OIG Report Number FI-2018-017 
FISMA 2017: DOT’s Information Security Posture is Still Not Effective 

Number Recommendation 

1 Require MARAD, NHTSA, OST, and SLSDC to develop and disseminate policies 
and procedures for their risk management programs that include the appropriate 
elements such as criteria for making risk based decisions. 

2 Implement controls to verify that information on threat activity has been 
communicated to senior agency officials and require retention of supporting 
documentation. 

Fiscal Year 2019, OIG Report Number QC2020002 
FISMA 2019: DOT’s Information Security Program and Practices 

Number Recommendation 
8 Work with Component Privacy Officers (POs) to develop and implement 

procedures then verify the completion, review, tracking and approval through 
review of updated PTAs, PIAs and SORNs. 

13 Work with the OST's Office of Intelligence, Security and Emergency Response 
(S-60) to ensure the DOT COOP is reviewed and updated (noting evidence of the 
review within a history/revision log). 
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Prior Years’ FISMA Recommendations that Remain Open 

Note: These remaining open recommendations do not represent and are not intended to 
represent all recommendations which were closed within the respective years or reports identified. 

Fiscal Year 2010, OIG Report Number FI-2011-022 
Timely Actions Needed to Improve DOT’s Cybersecurity 

Number Recommendation 

14 Identify and implement automated tools to better track contractors and training 
requirements. 

Fiscal Year 2011, OIG Report Number FI-2012-007 
FISMA 2011: Persistent Weaknesses in DOT’s Controls Challenge the Protection and 

Security of its Information System 
Number Recommendation 

1 Enhance existing policy to address security awareness training for non-computer 
users, address security costs as part of capital planning, correct the definition of 
"government system," and address the identification, monitoring, tracking and 
validation of users and equipment that remotely access DOT networks and 
applications. 

3 In conjunction with OA CIOs, create, complete or test contingency plans for 
deficient systems. 

Fiscal Year 2013, OIG Report Number FI-2014-006 
FISMA 2013: DOT Has Made Progress, But Its Systems Remain Vulnerable to Significant 

Security Threats 

Number Recommendation 

1 Obtain and review specialized training statistics and verify, as part of the 
compliance review process, that all employees with significant security 
responsibilities have completed the number of training hours required by policy. 
Report results to management and obtain evidence of corrective actions. 

4 Obtain and review plans from FMCSA, MARAD, OST, and RITA to authorize 
systems with expired accreditations. Perform security reviews of unauthorized 
systems to determine if the enterprise is exposed to unacceptable risk. 

7 Obtain a schedule and action plan for OAs to develop procedures for 
comprehensive cloud computing agreements to include security controls roles 
and responsibilities. Report to OA management any delays in completing the 
procedures. 

8 Obtain and review existing cloud computing agreements to assess compliance 
with agency policy, including security requirements. Report exceptions to OA 
management. 
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Fiscal Year 2014, OIG Report Number FI-2015-009 
FISMA 2014: DOT Has Made Progress but Significant Weaknesses in Its Information Security 

Remain 
Number Recommendation 

8 Work with the components to develop a plan to complete annual Security 
Awareness Training (SAT) training within plan milestones and improve 
tracking. Assess training periodically to determine if the component will meet 
SAT training plan. 

15 Work with components to develop or revise their plans to effectively transition 
the remaining information systems to required PIV login. Create a POA&M 
with planned completion dates to monitor and track progress. 

Fiscal Year 2015, OIG Report Number FI-2016-001 
FISMA 2015: DOT has Major Success in PIV Implementation, But Problems Persist In Other 

Cybersecurity Areas 

Number Recommendation 

1  The Deputy Secretary, or his designees, take action to ensure that the OCIO 
revises the Department’s Cybersecurity policy to document exclusions for PIV 
required use for network and system access. 

2  The Deputy Secretary, or his designees, takes action to work with the OAs to 
develop a formal transition plan to the proposed ISCM target architecture that 
includes but is not limited to: (1) continuously assessing security controls; (2) 
reviewing system configuration settings; and (3) assessing timely remediation of 
security weaknesses. During the transition period, establish processes and 
practices for effectively collecting, validating, and reporting ISCM data. 

8  The Deputy Secretary, or his designees, takes action to work with FAA to improve 
their assessment process to meet DOT Cybersecurity Compendium and Security 
Authorization & Continuous Monitoring Performance Guide. DOT CIO in 
conjunction with the FAA CIO review the FAA quality assurance process to 
ensure all security documents are reviewed and updated to reflect the system 
controls, vulnerabilities, and that the current risks are clearly presented to the 
Approving Officials. 

9  The Deputy Secretary, or his designees, takes action to work with the OAs to 
ensure they update open POA&Ms with the required data fields.  

Fiscal Year 2016, OIG Report Number FI-2017-008 
FISMA 2016: DOT Continues to make progress, but the Department's information security 

posture is still not effective 

Number Recommendation 
1 Work with all OAs to complete expired authorizations and reinforce or strengthen 

policy requiring systems be reauthorized prior to their expiration dates. 
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Fiscal Year 2016, OIG Report Number FI-2017-008 
FISMA 2016: DOT Continues to make progress, but the Department's information security 

posture is still not effective 
2 Work with all OAs to perform a thorough CSAM quality review to ensure system 

documentation matches what is entered into CSAM. At a minimum, the review 
should verify that: (1) system authorization dates in CSAM match what is 
approved by the authorizing official; (2) POAMs are created and reported once a 
security weakness is found; and (3) authorizing officials are provided accurate 
documentation on all risks accepted. 

3 Work with FAA, FHWA, FMCSA, FTA, MARAD, NHTSA, and OST to develop risk 
acceptance memos for the expired systems identified in this report. 

4 Work with OST COE, FTA, and FAA, the common control providers, to report and 
update risk acceptance for shared controls that are not implemented in DOT’s 
Repository (e.g., CSAM) per FISMA, OMB, and DOT requirements. 

5 Work with FAA and require them to review CSAM POA&M entries, and identify 
and correct cases where multiple weaknesses were entered as one. 

6 Perform a review of CSAM POA&Ms and assess if the entries are compliant with 
DOT policy. For deficient data, require OAs to provide a corrective action plan. 

7 Identify and document OST COE compensating controls when used to address 
security weaknesses in CSAM and system authorizations. 

8 Report/update OST COE security weaknesses found during vulnerability 
assessments in DOT’s Repository (e.g., CSAM) per FISMA, OMB, and DOT 
requirements. 

Fiscal Year 2017, OIG Report Number FI-2018-017 
FISMA 2017: DOT’s Information Security Posture is Still Not Effective 

Number Recommendation 

3 For the COE and FAA, update procedures and practices for monitoring and 
authorizing common security controls to (a) require supporting documentation for 
controls continual assessments, (b) complete reauthorization assessments for the 
controls, (c) finalize guidance for customers’ use of controls, and (d) establish 
communication protocols between authorizing officials and common control 
providers regarding control status and risks. 

4 Verify that FAA’s criteria regarding designation and definition of contractor 
systems conforms to DOT guidance, and that systems are correctly classified. 

5 Implement controls to continuously monitor and work with components to ensure 
network administrators are informed and action is taken to disable system 
accounts when users no longer require access or have been inactive beyond 
established thresholds. 

6 Complete PIV enablement and requirements for remaining information systems, 
except those that are subject to exclusions that are documented and approved. 

7 Take action to fully implement mandatory use of PIV cards for VDI access. 

8 Implement processes verifying that personnel performing certain security related 
roles receive specialized training needed to meet OCIO guidance. 
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Fiscal Year 2018, OIG Report Number FI-2019-023 
DOT’s Information Security Program and Practices 

Number Recommendation 
1 Develop policy and procedures to verify and validate the accuracy and 

completeness of the Department's key FISMA information repository and tool, 
currently the Cyber Security Assessment and Management tool (CSAM). 

2 Direct OCIO to follow policy and conduct annual cybersecurity performance 
analysis reviews of OAs' cybersecurity programs, and submit reports to OAs with 
recommendations to address cybersecurity weaknesses. 

3 Develop a process and policy where applicable to ensure the Department 
develops and maintain a comprehensive and accurate inventory of cloud 
systems, contractor systems, and websites that the public can access. 

4 Direct OST to prioritize and resolve COE security weaknesses identified by 
assessor, and develop POA&Ms that realistically reflect resources and 
timeframes for completions of these actions. 

5 Direct OST to establish MOUs that delineate the responsibilities for COE common 
controls with each of the following OAs: FHWA, FMCSA, FRA, FTA, OIG, 
MARAD, SLSDC, and NHTSA. 

6 Direct OAs (FAA, FHWA, FMCSA, FRA, FTA, OST, PHMSA, MARAD, and 
NHTSA) with weaknesses in data protection and privacy to update the status and 
develop POA&Ms to address the weaknesses. 

7 Update specialized training guidance in DOT Cybersecurity Action Memos policy 
and DOT Cybersecurity Compendium policy to clearly define requirements. 

8 Enhance security awareness training policy to define processes to tailor this 
training to DOT's unique environment and use feedback to enhance its program. 

9 Develop and define a taxonomy that describes the content of the hardware and 
software inventory and the process to assemble, verify and maintain adequate 
support for the inventory data as well as the related information reported to OMB 
and other external parties. 

10 Develop a process to define its performance measures that consider DOT's 
business environment to assess the effectiveness of DOT's information security 
program, including its ISCM program. 

11 Using NIST guidance, test and authorize CDM applications (such as BigFix) that 
have been placed into operation on DOT's networks without proper security 
control assessments. 

12 Provide enterprise wide specialized training on contingency planning and testing 
on a periodic basis to appropriate security officials and stakeholders. Training 
should reinforce crucial role contingency planning and testing plays in an effective 
information security program. 
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Fiscal Year 2019, OIG Report Number QC2020002 
FISMA 2019: DOT’s Information Security Program and Practices 

Number Recommendation 
1 Perform a review of all POA&M items closed during the audit period to include 

supporting documentation and re-approve their closure. 
2 Revise current security weakness management policies and procedures 

(documenting within a revision history table) to require documented evidence 
such as calendar appointments, meeting minutes, etc. in support of POA&M 
closure decisions to be uploaded into CSAM. 

3 Work with the OA CIOs to review current assessment and authorization 
processes and implement a validation process to ensure updated security plans, 
ATOs and risk assessments are reviewed and updated to reflect all system 
(including privacy) controls, vulnerabilities, and that current risks are clearly 
presented to the authorizing officials 

4 Work with the OA CIOs to develop mechanisms to ensure updated system 
security plans and assessments of security controls (that were previously 
assessed as not satisfied or partially satisfied) reflect current operational 
environments, including an accurate status of the implementation of system 
security controls, and all applicable security controls are properly evaluated. 

5 Document OA subnets and OA responsibilities for devices and systems operating 
on the Common Operating Environment. 

6 Document and implement network segmentation to reduce the attack surface or 
susceptibility of vulnerable and sensitive OA assets in the Common Operating 
Environment. 

7 Work with OAs to remediate outstanding identity and access management 
weaknesses through implementation and closure of POA&Ms and control 
assessments to determine whether these risks were addressed. 

9 Document and implement a process to ensure incident response procedures 
related to the timely notification, reporting, updating, and resolution of security 
incidents are followed in accordance with policy. 

10 Review and update the OCIO Cyber Security Incident Response Plan, 
documenting evidence of review and revisions within a history log. 

11 Resolve any inconsistencies with respect to Departmental policies and 
procedures, which prescribe conflicting directions on whether DOT components 
are required to provide, develop and update incident response plans, 
documenting evidence of review and revisions within a history log. 

12 Implement a process to ensure incident response plans are developed for all OAs 
and updated on at least an annual basis. 

14 Work with the OA CIOs to remediate identified weaknesses in contingency plans 
and BIAs, such as missing information, lack of timely review, and inadequate 
approvals, demonstrated by updated contingency plans and BIAs. 
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Appendix D: Organizations Visited or Contacted 

Office of the Secretary (OST) 

Office of the Chief Information Officer (OCIO) 

Federal Aviation Administration (FAA) 

Federal Highway Administration (FHWA) 

Federal Motor Carrier Safety Administration (FMCSA) 

Federal Railroad Administration (FRA) 

Federal Transit Administration (FTA) 

Maritime Administration (MARAD) 

National Highway Traffic Safety Administration (NHTSA) 

Office of Inspector General (OIG) 

Pipeline and Hazardous Materials Safety Administration (PHMSA) 
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Appendix E: Representative Subset of Sampled Systems 

FAA 

System Name 
Impact 
Level 

Contractor 
System 

1 Airport Movement Area Safety System High No 
2 Airport Surveillance Radar 8 with Common Terminal Digitizer High No 
3 Enforcement Information System High No 

4 Integrated Airman Certification and Rating Application High No 
5 Web-based Operations Safety System High No 
6 Access/AML Moderate No 
7 Aeronautical Data Exchange Moderate No 
8 Aeronautical Mobile Communications System Moderate Yes 
9 ATLAS Aviation Moderate Yes 
10 Data Loss Prevention System Moderate No 
11 Designee Information Network Moderate No 
12 Display System Replacement Moderate No 
13 Documentum Shared Service Moderate No 
14 Emergency Notification System Moderate Yes 
15 Enhanced Radar Intelligent Tool Moderate No 
16 Enterprise Services Center-Enterprise Data Center Moderate No 
17 Federal Aviation Administration Directory Services Moderate No 
18 Flight Activity and Crew Tracking System Moderate No 
19 Integrated Control and Monitoring System Moderate No 
20 Light Detection and Ranging System Moderate Yes 
21 Matter Tracking Information System Moderate No 
22 National Defense Program Moderate No 
23 Oracle Business Intelligence Data Warehouse Moderate No 
24 Quality Assurance Reporting Moderate No 
25 Rapid Deployment Voice Switch Moderate No 
26 Real Estate Management System Moderate No 
27 Traffic Flow Management Infrastructure Moderate No 
28 Utilization, Screening, & Disposition Web Moderate No 
29 Wisdom Insider Threat Identification Moderate No 
30 Airport Management Tool Low No 
31 Automated Contract Execution System Low No 
32 Automatic Dependent Surveillance – Broadcast Service 

Availability Prediction Tool 
Low No 

33 AJI Safety Applications System42 Low No 
34 Environment and Occupational Safety and Health Training 

Needs Assessment Tool 
Low No 

35 Facility Power Panel System Low No 
36 Flight Data Input/Output Low No 
37 Information Technology Asset Management System Low No 
38 Media and Printing Solutions Low No 
39 Metasys Low No 
40 Office of Spectrum Management Local Area Network Low Yes 

42 AJI Safety Application System was selected to replace the Aviation System Performance Metrics (ASPM) during the audit, since 
ASPM, the original sample, was subsumed into another system. 
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OST 

System Name 
Impact 
Level 

Contractor 
System 

1 Common Operating Environment High Yes 

2 
Cyber Security Assessment and Management 

High Yes 

3 Aviation Decisions Data System Moderate Yes 
4 Parking and Transit Benefit System Moderate Yes 
5 Volpe Center GSS/LAN Moderate Yes 
6 Volpe Physical Access Control System Moderate Yes 

PHMSA 

System Name 
Impact 
Level 

Contractor 
System 

1 PHMSA Portal System Moderate Yes 
2 National Pipeline Mapping System Moderate Yes 

FHWA 

System Name 
Impact 
Level 

Contractor 
System 

1 Engineer's Estimate Bidding Award Construction 
System Moderate 

Yes 

2 Central Federal Lands General Support System Moderate Yes 
3 Long Term Bridge Performance InfoBridge LTBP 

InfoBridge 
Low Yes 

FMCSA 

System Name 
Impact 
Level 

Contractor 
System 

1 National Complaint Hotline Database43 Moderate Yes 
2 Pre-Employment Screening Program44 Moderate Yes 

FRA 

System Name 
Impact 
Level 

Contractor 
System 

1 Automated Track Inspection Program Moderate Yes 
2 Web Information Services Moderate No 

43 National Compliant Hotline Database (NCHDB) system was selected to replace the A&I-NCCDB-DataQs system during the audit, 
since A&I-NCCDB-DataQs system, the orginial sample, was included within another system’s (e.g. FMCSA CE (Cloud)) 
authorization boundary. 

44 Pre-Employment Screening Program (PSP) system was selected to replace the FMCSA Portal (FMCSA P) system during the audit, 
since FMCSA P, the original sample, was included within another system’s (e.g. FMCSA CE (Cloud)) authorization boundary. 
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FTA 

System Name 
Impact 
Level 

Contractor 
System 

1 Financial Management System Moderate Yes 
2 FTA General Support System Moderate Yes 

MARAD 

System Name 
Impact 
Level 

Contractor 
System 

1 Comprehensive Academic Management System Moderate Yes 
2 United States Merchant Marine Academy Local Area 

Network 
Moderate Yes 

NHTSA 

System Name 
Impact 
Level 

Contractor 
System 

1 NHTSA501: CAFÉ Moderate Yes 
2 NHTSA119 Grants Management Solution Suite Moderate Yes 

OIG 

System Name 
Impact 
Level 

Contractor 
System 

1 Computer Crimes Unit Network Moderate No 
2 JA-20 Lab Moderate No 

 41 



 
 

 

 

 
 

 

 

 
 

 
 

 

 

 

 
 

 
 

 

U.S. DEPARTMENT OF TRANSPORTATION 
2020 FISMA AUDIT 

Appendix F: Acronyms 

ATO Authorization To Operate 
ATO Air Traffic Operations 
CDM Continuous Diagnostics Management 
CCB Change Control Board 
CIO Chief Information Officer 
CISO Chief Information Security Officer 
CLA Clifton Larson Allen LLP 
COE Common Operating Environment 
CSAM Cybersecurity Assessment and Management System 
CSIRC Computer Security Incident Response Center 
CSMC Cybersecurity Management Center 
DOT Department of Transportation 
DHS Department of Homeland Security 
FAA Federal Aviation Administration 
FHWA Federal Highway Administration 
FISMA Federal Information Security Modernization Act 
FMCSA Federal Motor Carrier Safety Administration 
FRA Federal Railroad Administration 
FTA Federal Transit Administration 
GAGAS Generally Accepted Government Auditing Standards 
GSS General Support System 
IT Information Technology 
IRP Incident Response Plan 
IS&P Information Security and Privacy 
ISCM Information Security Continuous Monitoring 
ITSS Information Technology Shared Services 
JAS Joint Advanced Solutions 
LAN Local Area Network 
MARAD Maritime Administration 
MR Moderate Risk 
MS Mission Support 
NHTSA National Highway Traffic Safety Administration 
NIST National Institute of Standards and Technology 
OA Operating Administration 
OCIO Office of the Chief Information Officer 
OIG Office of Inspector General 
OMB Office of Management and Budget 
OST Office of the Secretary 
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PHMSA Pipeline and Hazardous Materials Safety Administration 
PIA Privacy Impact Assessment 
PII Personally Identifiable Information 
PIV Personal Identity Verification 
POA&M Plans of Actions and Milestones 
PTA Privacy Threshold Assessment 
RMF Risk Management Framework 
SAR Security Assessment Report 
SAT Security Awareness Training 
SCA Security Control Assessment 
SCD System Characterization Document 
SOC Security Operations Center 
SORN System of Records Notices 
SSP System Security Plans 
TIC Trusted Internet Connection 
US-CERT United States Computer Emergency Readiness Team 
VDI Virtual Desktop Infrastructure 
VOLPE John A Volpe National Transportation Systems Center 
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Subject: 

From: 

To: 

Appendix G: Management Comments 
1200 New Jersey 
Avenue, SE 
Washington, DC 
20590 

U.S. Department 
of Transportation 

Office of the Secretary 
of Transportation 

ACTION: Management Response to OIG Draft Report - 
Federal Information Security Modernization Act (FISMA) for 
Fiscal Year 2020 

Andrew R. Orndorff 
Associate Chief Information Officer / 
Chief Information Security Officer 
Office of the Chief Information Officer 

Kevin Dorsey 
Assistant Inspector General for Information 
Technology Audits 

As in prior years, Cybersecurity remains a top priority for the Department of Transportation 
(Department or DOT).  The Department maintained an overall rating of “Managing Risk” from 
the Department of Homeland Security (DHS) under the framework and risk management 
assessment methodology established under Executive Order 13800, “Strengthening the 
Cybersecurity of Federal Networks and Critical Infrastructure” in Fiscal Year 2020. The 
Department continued its DestinationsDIGITAL information technology (IT) transformation 
initiative to realign commodity IT and shared services for improved efficiencies and reduced 
cybersecurity risks, while also successfully transitioning to a maximum telework posture in 
response to COVID-19.  The Department also made other significant enhancements, 
including: 

 Award of enterprise contracts for cybersecurity enterprise IT shared services and 
software engineering and development to achieve efficiencies and risk reduction in 
commodity and common IT activities across DOT; 

 Procurement of services that supported DOT improvement from 42 percent 
compliance with DHS Trustworthy E-mail requirements to greater than 96 percent 
compliance; 

 Acquisition of cloud access security broker capabilities to secure DOT’s use of cloud 
services and obtain actionable intelligence to respond to and mitigate unauthorized 
use of services and the compromise of DOT information in the cloud; and 

 Modernization and enhancement of the DOT annual security awareness training to 
support both Federal and contract personnel in the DOT enterprise learning 
management system. 
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The Department has identified the following key points of disagreement with the draft report 
from the Office of the Inspector General (OIG): 

 The draft report says that as a result of inconsistent reporting from DOT components, 
the Department may not be aware of all assets residing in its environment.  This is 
incorrect. The Department identified 77,090 desktops, laptops, and servers, and 
21,931 mobile devices in its FY 2020 Q1 FISMA metrics, for a total of 99,021 desktop, 
laptop, server, and mobile devices, not 95,709 as stated in the draft report. Of those, 
the Department reported 95,709 with operating systems matching those provided to 
DHS. The remaining 3,312 devices use operating systems other than those provided 
to DHS, including Apple iPadOS which was made distinct from Apple iOS in June 
2019 and is not currently reported to DHS. 

The Department also reported that all 21,931 mobile devices are under management 
of a mobile device management platform as a condition of operation. DOT also 
provided evidence that its non-mobile assets are monitored and/or managed by 
automatic hardware asset inventory systems, operated by FAA and OCIO as shared 
enterprise services, and that the agency relies on those systems to support reporting 
to DHS. These systems ensure that DOT has an accurate count of all assets, 
regardless of deficiencies in asset reports from DOT components.  The inability to 
reconcile those component asset reports with the authoritative, automatic inventory 
introduces no risk that DOT is unaware of assets on its network. 

 The draft report assesses DOT at maturity Level 2, “Defined,” but does not reflect 
the automated and other capabilities reflective of maturity Level 3, “Consistently 
Implemented.” Nor does it assess the presence and use of those capabilities and 
data from DHS to measure and manage posture and progress in key areas of asset 
inventory and management, configuration management, and vulnerability 
management in support of maturity Level 4, “Managed and Measurable,” as 
evidenced through interactive dashboards and briefings provided to the 
DestinationsDIGITAL Transformation Council. 

Upon review of the OIG draft report, we concur with recommendations 1, 3-15, and 17-18 
as written, and will complete planned actions by October 1, 2022. 

We partially concur with recommendation 2 and propose an alternative action. We propose 
to work with the Operating Administrations (OAs) to update privacy risk management 
procedures to ensure the completion, tracking, review, and approval of privacy plans and 
compliance documentation prior to system authorization or reauthorization. We plan to 
complete the alternative action by October 1, 2021. 

Due to the elimination of the OST IT Director position, we partially concur with 
recommendation 16 and propose an alternative action. The OCIO will work with the 
respective Secretarial Offices to ensure an alternate processing site (including necessary 
agreements) is more clearly described within contingency plans to permit the transfer and 
resumption of information system operations for essential missions/business functions 
consistent with recovery time objectives when the primary processing capabilities are 
unavailable for those systems in accordance with the requirements of the Cybersecurity 
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Compendium and NIST guidance. We plan to complete the alternate action by October 1, 
2022. 

The OCIO will continue its efforts to cost-effectively reduce risks across the enterprise by 
leveraging modernization and realignment of commodity and enterprise functions and 
resources to achieve these gains where and when practicable. We appreciate the 
opportunity to comment on OIG’s draft report. If you have any questions, please contact 
Andrew R. Orndorff, Chief Information Security Officer (CISO), at 202-366- 7111. 
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	Executive Summary 
	Executive Summary 
	The Federal Information Security Modernization Act of 2014 (FISMA) requires Federal agencies to develop, document, and implement an Agency-wide information security program to protect their information and information systems, including those provided or managed by another Agency, contractor, or other source. FISMA also requires Agency Inspectors General (IGs) to assess the effectiveness of Agency information security programs and practices. Office of Management and Budget (OMB) and the National Institute o
	1

	The U.S. Department of Transportation (DOT or the Department) Office of Inspector General (OIG) engaged CliftonLarsonAllen LLP (CLA) to conduct an audit in support of the FISMA requirement for an annual audit of DOT’s information security program and practices. The objective of this performance audit was to determine the effectiveness of DOT’s information security program, including its performance in five function areas – Identify, Protect, Detect, Respond and Recover.
	2 

	FISMA requires us to assess the maturity of five functional areas in DOT’s information security program and practices. This assessment used objective metrics that are standardized across the Federal government. To be considered effective, an Agency’s information security program must be rated Managed and Measurable (Level 4), on a five-point scale from Ad hoc (Level 1) to Optimized (Level 5).  
	3

	The audit was performed in accordance with Generally Accepted Government Auditing Standards (GAGAS). Those standards require that the auditor plan and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for the findings and conclusions based on the audit objective. We believe that the evidence obtained provides a reasonable basis for our findings and conclusions based on our audit objective. 
	The Federal Information Security Modernization Act of 2014 (Public Law 113–283—December 18, 2014) amended the Federal 
	The Federal Information Security Modernization Act of 2014 (Public Law 113–283—December 18, 2014) amended the Federal 
	1 


	the Department of Homeland Security to administer the implementation of such policies and practices for information systems. The fiscal year (FY) 2020 metrics are designed to assess the maturity of the information security program and align with the five 
	the Department of Homeland Security to administer the implementation of such policies and practices for information systems. The fiscal year (FY) 2020 metrics are designed to assess the maturity of the information security program and align with the five 
	2 


	Identify, Protect, Detect, Respond, and Recover.  The FY 2020 metrics are based on a maturity model approach begun in prior years and align the metrics with all five functional areas 
	Identify, Protect, Detect, Respond, and Recover.  The FY 2020 metrics are based on a maturity model approach begun in prior years and align the metrics with all five functional areas 
	3


	Audit Results 
	Audit Results 
	DOT’s overall information security program and the effectiveness of its security program and practices in accordance with FISMA did not meet the requirements to be considered effective. Based upon our audit of DOT’s information security program, including its performance in the function areas, we concluded that overall DOT is at the Defined maturity level – the second lowest level in the maturity model for an information security program, and thus not effective. Specifically, four functional areas achieved 
	Information Security Management Act of 2002 to: (1) reestablish the oversight authority of the Director of the Office of Management 
	and Budget (OMB) with respect to agency information security policies and practices and (2) set forth authority for the Secretary of 
	functional areas in the NIST Framework for Improving Critical Infrastructure Cybersecurity (Cybersecurity Framework), version 1.1: 
	in the NIST Framework for Improving Critical Infrastructure Cybersecurity (Cybersecurity Framework), version 1.1: Identify, Protect, 
	Detect, Respond, and Recover. 
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	documented its policies, procedures, and strategies; however, DOT continues to face significant challenges in the consistent implementation of its information security program across the Department. In addition, controls need to be applied in a comprehensive manner to information systems across DOT in order to be considered consistent and fully effective by achieving at least a rating of Level 4, Managed and Measurable. Accordingly, we continue to see security deficiencies similar in type and risk level to 
	Table 1: FY 2020 IG Cybersecurity Framework Domain Ratings 
	CybersecurityFramework SecurityFunctions4 
	CybersecurityFramework SecurityFunctions4 
	CybersecurityFramework SecurityFunctions4 
	Metric Domains 
	Maturity Level  

	Identify
	Identify
	 Risk Management 
	Defined (Level 2) 

	Protect 
	Protect 
	Configuration Management  
	Defined (Level 2) 

	Identity and Access Management 
	Identity and Access Management 
	Defined (Level 2) 

	Data Protection and Privacy 
	Data Protection and Privacy 
	Defined (Level 2) 

	Security Training 
	Security Training 
	Defined (Level 2) 

	Detect 
	Detect 
	Information Security Continuous Monitoring 
	Defined (Level 2) 

	Respond 
	Respond 
	Incident Response 
	Consistently Implemented (Level 3) 

	Recover 
	Recover 
	Contingency Planning 
	Defined (Level 2) 

	Overall 
	Overall 
	Defined (Level 2)  Not Effective 


	Specifically, this audit identified continuing deficiencies related to risk management, configuration management, identity and access management, data protection and privacy, security training, information security continuous monitoring, incident response and contingency planning practices designed to protect mission critical systems from unauthorized access, alteration, or destruction. Many of these weaknesses can be attributed to an inconsistent enforcement of an agency-wide information security program a
	Table 2: FY 2020 IG FISMA Metric Domains mapped to weaknesses noted in FY 2020 FISMA Audit 
	FY 2020 IG FISMA Metric Domains 
	FY 2020 IG FISMA Metric Domains 
	FY 2020 IG FISMA Metric Domains 
	Weaknesses Noted in 2020 

	Risk Management 
	Risk Management 
	Plan of Action and Milestones (POA&Ms) and information security weaknesses were not effectively managed. 


	 See Table 3 and Table 4 in Appendix A for definitions and explanations of the Cybersecurity Framework Security Functions and   FISMA Metric Domains and Maturity Levels, respectively. 
	 See Table 3 and Table 4 in Appendix A for definitions and explanations of the Cybersecurity Framework Security Functions and   FISMA Metric Domains and Maturity Levels, respectively. 
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	FY 2020 IG FISMA Metric Domains 
	FY 2020 IG FISMA Metric Domains 
	FY 2020 IG FISMA Metric Domains 
	Weaknesses Noted in 2020 

	TR
	Security Assessment and Authorization (SA&A) documentation was not properly approved, controls were not tested or scheduled for testing, or security documentation was outdated or did not exist. 

	TR
	The system inventory maintained in Cybersecurity Assessment and Management System (CSAM) was not accurate. 

	TR
	System hardware inventories were unable to be reconciled. 

	TR
	Risk management policy and procedure documentation was not consistently maintained. 

	TR
	Ineffective patch and vulnerability management process for remediation of vulnerabilities. 

	ConfigurationManagement 
	ConfigurationManagement 
	Configuration management plans and policies were not consistently maintained. 

	TR
	Change management procedures were not consistently followed for system changes. 

	TR
	Incomplete deployment of two-factor user authentication mechanisms. 

	Identity and Access Management 
	Identity and Access Management 
	System access for separated employees was not disabled timely, effectively documented, and rules of behavior, access requests and approvals were lacking. 

	TR
	Background reinvestigations were not performed timely. 

	Data Protection and Privacy 
	Data Protection and Privacy 
	Privacy Threshold Assessments (PTAs), and Privacy Impact Assessments (PIAs) were either not completed or updated. 

	Security Training 
	Security Training 
	Security training requirements were inconsistent and not fully implemented. 

	Information SecurityContinuous Monitoring 
	Information SecurityContinuous Monitoring 
	Information systems were not appropriately classified to ensure tailoring of continuous monitoring of controls and assessment plans were not complete. 

	Incident Response 
	Incident Response 
	Office of Chief Information Officer (OCIO) Cyber Security Incident Response Plan was outdated. 

	Incident response plans were not developed for all OAs. 
	Incident response plans were not developed for all OAs. 

	ContingencyPlanning 
	ContingencyPlanning 
	Contingency plans were either out of date, incomplete, or missing for some systems. 

	Contingency plans were not tested in a timely manner for some systems. 
	Contingency plans were not tested in a timely manner for some systems. 

	Designation of alternate processing sites were not always identified in contingency plans. 
	Designation of alternate processing sites were not always identified in contingency plans. 


	At present, the weaknesses that we identified leave DOT operations and assets at risk of unauthorized access, misuse, and disruption. To address these weaknesses, we made 18 new recommendations to help the Department address challenges in its development of a mature and effective information security program. In addition, based on our follow-up on prior year recommendations, we determined that 51 of the prior year open recommendations related to 
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	DOT’s information security program and practices remain open. See Appendix C for status of recommendations from the OIG’s last nine FISMA audits. 
	The following section provides a detailed discussion of the audit findings grouped by the Cybersecurity Framework Security Functions. Appendix A describes background information on the FISMA legislation. Appendix B describes the audit scope and methodology. Appendix C contains the current year status of prior FISMA report recommendations. Appendix D lists the organizations visited or contacted during our audit. Appendix E provides a listing of the representative subset of sampled systems. Appendix F provide
	U.S. DEPARTMENT OF TRANSPORTATION 2020 FISMA AUDIT

	FISMA Audit Findings Security Function: Identify 
	FISMA Audit Findings Security Function: Identify 
	Overview 
	DOT developed and published the DOT Cybersecurity Compendium to describe its entity-wide information security risk management program and Risk Management Framework (RMF). The RMF addresses both security and privacy controls. DOT’s information security risk management process focused on identifying and evaluating the threats and vulnerabilities to DOT information. The RMF also focused on identifying risk management and mitigation strategies to address these threats and vulnerabilities. However, DOT’s risk ma
	Metric Domain – Risk Management
	Metric Domain – Risk Management
	FISMA requires each Federal Agency to develop, document, and implement an Agency-wide information security and risk management program. Risk management is the ongoing process of identifying, assessing, and responding to risk. To manage risk, agencies should assess the likelihood that an event will occur and the resulting impact. With this information, agencies can determine the acceptable level of risk for delivery of services and can set their risk tolerance. 
	DOT has not fully implemented components of its Agency-wide information security risk management program to meet FISMA requirements. The policies, procedures, and documentation included in the DOT enterprise risk management program were not consistently implemented or applied across all DOT systems. Specifically, we identified weaknesses not tracked within a risk management program (e.g. POA&Ms), POA&Ms which missed key milestone dates, and POA&Ms with incomplete data. In addition, SA&A documentation was no
	We also identified system inventory weaknesses, including OA system inventory listings not consistently aligning with the official Department system inventory maintained in CSAM. In addition, hardware inventory data reported within the OCIO FISMA Metrics was not supported by artifacts provided by the OAs. Further, one OA had not developed its own risk assessment policies and procedures.  
	5

	NIST SP 800-37, Revision 2, Risk Management Framework to Information Systems and Organizations: A System Life Cycle Approach for Security and Privacy, is guidance for applying the RMF controls. The six step RMF includes security categorization, security control selection, security control implementation, security control assessment, information system authorization, and security control monitoring. The goal of the RMF is to provide near real-time risk management and ongoing authorization of information syst
	U.S. DEPARTMENT OF TRANSPORTATION 2020 FISMA AUDIT
	The following details the weaknesses noted in DOT’s risk management framework. 
	Plan of Action and Milestones: 
	Plan of Action and Milestones: 

	OMB Memorandum M-02-01, Guidance for Preparing and Submitting Security Plans of Action and Milestones, defines management and reporting requirements for Agency POA&Ms, to include deficiency descriptions, remediation actions, required resources, and responsible parties. In addition, POA&Ms identify what actions must be taken to remediate system security risks and improve DOT’s overall information security posture. 
	However, we noted that POA&Ms were not effectively managed throughout the Department. According to DOT’s central reporting database, CSAM, the Department had approximately, 10,385 open POA&Ms as of June 30, 2020, as compared to 10,499 open POA&Ms in 2019. Of the total number of open POA&Ms, 9,715 or 94 percent are under the FAA. This large number of open POA&Ms for FAA reflects ongoing efforts to migrate, integrate, and reconcile FAA security control weaknesses into CSAM from another system. 
	6

	In addition, for the sample of DOT systems tested, we identified deficiencies related to reporting, managing and closing of POA&Ms. Specifically, we identified: (a) POA&Ms not consistently established or updated to consider all known security weaknesses; (b) action items that missed major milestone dates and were not updated to accurately reflect their current status; (c) POA&Ms that were missing attributes and details, such as cost requirements; and (d) POA&Ms that lacked sufficient documentation to justif
	 For 16 of 63 sampled systems, or 25.4 percent, open POA&Ms either missed scheduled completion dates without updates or justifications, or were established with missing details, such as cost requirements. Based on our sample, we estimate that 107 of 430 systems, or 24.8 percent have POA&Ms that have either missed scheduled completion dates without updates or justifications, or were established with missing attributes and details, such as cost requirements (FAA, FTA, NHTSA, OST, and PHMSA).
	7
	8
	9 

	 For 16 of 63 sample systems, or 25.4 percent, POA&Ms were not reviewed at least quarterly in accordance with DOT policy. Based on our sample, we estimate 116 of 430 systems, or 26.9 percent, have POA&Ms that were not being reviewed at least quarterly (FAA, FRA, and FTA). 
	10

	 For 11 of 63 sampled systems, or 17.5 percent, POA&Ms were not consistently established for controls that were identified as non-compliant during Security Control Assessments (SCAs). Based on our sample, we estimate that 64 of 430 systems, or 14.8 
	Our 26.9 percent estimate has a margin of error of +/- 9.0 percentage points at the 90 percent confidence level. 
	10 
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	percent, have not established POA&Ms for controls that were identified as non-compliant during SCAs (FAA, FHWA, FRA, NHTSA, and OST). 
	11 12

	 For 10 of 63 sample systems, or 15.9 percent, POA&Ms were not consistently established for controls that were listed as not in place in System Security Plans (SSPs). Based on our sample, we estimate that 62 of 430 systems, or 14.5 percent, have not established POA&Ms for controls that were listed as not in place in SSPs (FAA, FHWA, FRA, NHTSA, and OST). 
	13

	 For 4 of 63 sample systems, or 6.3 percent, POA&M listings or sample evidence was not provided for evaluation (FAA, FHWA, FRA, and OST). 
	 For 5 of 63 sample systems, or 7.9 percent, POA&Ms were closed without sufficient justification or evidence to support the remediation of weaknesses. Based on our sample, we estimate 25 of 430 systems, or 5.7 percent, have POA&Ms that were closed without sufficient justification or evidence to support the remediation of weaknesses (FAA). 
	14

	 20 FAA Air Traffic Operations systems did not maintain their official and up-to-date POA&M listing within CSAM, the official DOT repository. Another repository was utilized, with CSAM updated on an ad hoc basis. 
	DOT Policy requires each POA&M item to be completed with DOT mandatory fields, including but not limited to: status, estimated cost, scheduled and actual completion dates, milestones, and milestone changes. OCIO did not enforce requirements for ensuring the monitoring and timely remediation of weaknesses. In addition, management did not ensure DOT policy was followed for the management of POA&Ms or that FAA fully utilized CSAM as the official POA&M document repository.  
	15

	Incomplete information on POA&Ms in CSAM inhibits the Chief Information Officer (CIO) and Chief Information Security Officer (CISO) to assess risk and funding requirements, analyze weakness trends, and implement department-wide solutions. In addition, without properly managing POA&Ms, DOT is at risk of not adequately tracking or remediating operating systems and applications with known security weaknesses. 
	Security Assessment and Authorization  
	Security Assessment and Authorization  

	SA&A documentation was not effectively managed throughout the Department. As a result of system owners not effectively managing their systems and complying with DOT policies, for the sample of DOT systems within scope across the OAs, we noted weaknesses related to the creation, maintenance, monitoring, and retention of SA&A documentation. Departmental policyrequires OAs to annually assess security controls for their information systems and operating environments, and examine the following security documenta
	16 

	Our 14.8 percent estimate has a margin of error of +/- 7.4 percentage points at the 90 percent confidence level. 
	11 

	Extrapolated rates are not equal to the simple ratio of errors found during our testing of 63 sampled systems/risk-level combinations, since the extrapolation takes into consideration the stratified nature of the sample design. Our 14.5 percent estimate has a margin of error of +/- 7.4 percentage points at the 90 percent confidence level. 
	12 
	13 

	Our 5.7 percent estimate has a margin of error of +/- 5 percentage points at the 90 percent confidence level. 
	14 

	DOT Cybersecurity Compendium Supplement to DOT Order 1351.37 v4.2, May 2018. 
	15 

	DOT CA-2, DOT Cybersecurity Compendium, 2018. 
	16 
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	 For 33 of the 63 sample systems, or 54 percent, the Authorization to Operate (ATO) was either expired, authorized with the incorrect risk representation, not authorized by the appropriate Authorizing Official (AO), or not provided. Based on our sample, we estimate 250 of 430 systems, or 58.2 percent, have an ATO that is either expired, not signed, authorized with the incorrect risk representation, not authorized by the appropriate Authorizing Official, or not available (FAA, FHWA, FMCSA, MARAD, and OST). 
	17

	 For 22 of 63 sample systems, or 36.5 percent, SSPs did not include all baseline security and privacy controls, did not include all required attributes, were not current or updated annually, or were not provided. Based on our sample, we estimate 148 of 430 systems, or 34.4 percent, have SSPs that did not include all baseline security and privacy controls, or indicate references/pointers to other relevant documentation, were not current or updated annually, did not include all required attributes, or could 
	18

	 For 34 of 63 sample systems, or 54 percent, SCAs were not performed annually, did not include all baseline security and privacy controls, or were not provided. Based on our sample, we estimate 246 of 430 systems, or 57.1 percent, did not perform SCAs annually, did not include all baseline security and privacy controls, or could not provide evidence a SCA was completed (FAA, FHWA, FMCSA, FRA, NHTSA, OST, and PHMSA). 
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	 For 4 of 63 sample systems, or 6 percent, the Federal Information Processing Standard (FIPS) 199 categorizations were not consistently listed, did not align with the overall rating listed within the SSP and system characterization document (SCD), or were not provided. Based on our sample, we estimate 34 of 430 systems, or 7.8 percent, did not have FIPS 199 categorizations consistently listed (FAA and FHWA). 
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	 For 53 of 63 sample systems, or 84.1 percent, risk assessments (as documented within a SAR) did not include environmental risks and the related likelihood, impact, and mitigation, were not current, were expired, or were not provided (FAA, FMCSA, FRA, MARAD, NHTSA, OST, OIG, and PHMSA). 
	In addition, SCAs were not conducted annually for one of two FAA Trusted Internet Connections (TIC). The last annual security assessment of the Mike Monroney Aeronautical Center (MMAC) TIC occurred in FY 2018 between June 28, 2018 and August 23, 2018. A Risk Acceptance for Continued Operation of Systems without the Annual Formal ATO, dated 9/30/2019, was approved by the AO for the MMAC TIC to operate without going through an annual assessment. 
	These weaknesses were attributed to a combination of inadequate funding (given DOT was operating under a continuing resolution for FY 2020) and also cybersecurity staffing issues affecting FHWA, NHTSA, PHMSA, and OCIO/ITSS. These constraints and challenges affected DOTs ability to ensure that all applicable OA system security plans, assessments, and other SA&A documentation reflect the current system architecture and that applicable security controls were evaluated. 
	Without assessing the effectiveness of security controls on a continuous basis, DOT does not have assurance that controls are operating effectively and this may expose the Department to information loss, fraud, or abuse. In addition, the lack of adequate security plans, assessments 
	Our 58.2 percent estimate has a margin of error of +/- 10 percentage points at the 90 percent confidence level. 
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	Our 34.4 percent estimate has a margin of error of +/- 9.8 percentage points at the 90 percent confidence level. 
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	Our 57.1 percent estimate has a margin of error of +/- 10 percentage points at the 90 percent confidence level. 
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	Our 7.8 percent estimate has a margin of error of +/- 6.3 percentage points at the 90 percent confidence level. 
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	and/or continuous monitoring, makes it difficult for authorizing officials to make effective decisions regarding the risk for compromise created by system operation. 
	Comprehensive Information System Inventory 
	Comprehensive Information System Inventory 

	DOT policies and procedures state that the Department will maintain an inventory of information systems operated by or under its control deemed reportable to OMB for  DOT did not maintain a complete and accurate inventory of all its information systems by OA. Inventory listings provided by the OAs did not consistently align with the department-wide system inventory listing within CSAM. 
	FISMA.
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	For example, one FRA system, one FHWA system, 10 MARAD systems, and 14 OST systems were noted in the Department CSAM inventory but were not included in the respective OA system inventories. We also noted two MARAD systems, two FHWA systems, and 10 FRA systems were included in the OA inventory, but were not included in the DOT CSAM inventory. In addition, we noted that the CSAM inventory had listed 10 FMCSA systems as major applications; however, they were actually subsystems of one FMCSA general support sys
	The Department CISO indicated that the CSAM inventory is the official system inventory for the Agency; however, as described above, we noted that the OAs were also maintaining inventories outside of CSAM and their inventory records did not reconcile to the Department system inventory. The absence of a complete and accurate inventory of all information systems creates a risk that the Department may not be aware of all systems in its environment and be able to identify and address all existing vulnerabilities
	Asset Inventory 
	Asset Inventory 

	NIST standards require DOT to develop and document a comprehensive inventory of information system components that accurately reflects the current information systems, includes all components within the authorization boundary of the system, and is at the level of granularity deemed necessary for tracking and reporting. OAs are required to provide quarterly updates to OCIO on the current inventory for overall reporting to OMB. 
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	However, OCIO has not provided the OAs with clear guidance on reporting of asset inventories. This lack of guidance has resulted in inconsistencies in the information that OCIO and OAs report. Specifically, we identified hardware inventory information reported within the OCIO FISMA Metrics that was not clearly supported by the artifacts provided. Based upon a comparison of hardware asset inventories (by operating system) from 10 OAs’ to totals of Government Furnished Equipment (GFE) hardware assets reported
	23

	DOT’s FISMA Inventory Guide, Version 1.1, dated September 2013. 
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	NIST Special Publication SP 800-53 Rev. 4, Security and Privacy Controls for Federal Information Systems and Organizations, 
	22 

	January 2015 – security control, CM-8 Information System Component Inventory. This number represents the sum of assets listed within the column entitled “Number of GFE hardware assets with each OS” from 
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	Section 2B: Protect – System Configuration, column 2.2.1, on page 10 within the Q1 CIO FISMA Metrics. 
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	assets reported in the FY 2020 Quarter 1 OCIO FISMA Metrics. This leaves a total of 14,935 assets not accounted for. The assets not accounted for consisted of 7,231 mobile devices, 4,824 servers, and 2,880 workstations. 
	Management indicated that obtaining hardware asset counts from the OAs is a complicated process because many of the Components/OAs assets are entwined in DOT OCIO/Information Technology Shared Services (ITSS) management of hardware assets (e.g., workstations that OAs may use) for both the Common Operating Environment (COE) and IT Commodity customers via Continuous Diagnostics Management (CDM)/BigFix. This is also further complicated by ongoing efforts to transition IT Commodity infrastructure to DOT OCIO un
	As a result, DOT may not be aware of all assets residing in its environment and therefore may not be appropriately managing and protecting all assets. 
	Risk Assessment Policies and Procedures 
	Risk Assessment Policies and Procedures 

	The OST OA had not developed its own risk assessment policies and procedures as required by DOT’s Cybersecurity Compendium, which states that “for DOT components that have opted not to use the CSAM tool for security control assessment, Component must document its procedures to facilitate the implementation of the DOT risk assessment policy in the Departmental Cybersecurity Policy and its companion Compendium.” Since OST did not utilize the CSAM system for security control assessments, they incorrectly place
	Without effective risk management controls, DOT is at risk of controls not being implemented or not operating as intended, increasing the likelihood of unauthorized modification, loss, and disclosure of critical and sensitive DOT information. 
	The Department’s main repository for tracking system inventories, security assessment and authorization documentation, weaknesses, and other system security information. 
	The Department’s main repository for tracking system inventories, security assessment and authorization documentation, weaknesses, and other system security information. 
	5 


	FISMA 2019: DOT’s Information Security Program and Practices (DOT OIG Report Number QC2020002 October 8, 2019). 
	FISMA 2019: DOT’s Information Security Program and Practices (DOT OIG Report Number QC2020002 October 8, 2019). 
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	DOT’s population of systems includes 463 systems as of February 3, 2020. For the purposes of this audit and our sample system selection, we excluded all systems that have an operational status of “Implementation” as these systems are still in development. Additionally, we excluded all systems included in the population that had the “FISMA Reportable” field marked as false or had a 
	DOT’s population of systems includes 463 systems as of February 3, 2020. For the purposes of this audit and our sample system selection, we excluded all systems that have an operational status of “Implementation” as these systems are still in development. Additionally, we excluded all systems included in the population that had the “FISMA Reportable” field marked as false or had a 
	7 


	response in the “Type” field other than “Major Application” or “General Support System.” This resulted in a population of 430 systems. Our 24.8 percent estimate has a margin of error of +/- 8.8 percentage points at the 90 percent confidence level. 
	response in the “Type” field other than “Major Application” or “General Support System.” This resulted in a population of 430 systems. Our 24.8 percent estimate has a margin of error of +/- 8.8 percentage points at the 90 percent confidence level. 
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	These represent OAs in which described weaknesses were identified. 
	These represent OAs in which described weaknesses were identified. 
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	Recommendations: 
	Recommendations: 
	We recommend that the DOT CIO take the following action, in addition to addressing the prior open recommendations related to the weaknesses noted for the Identify function: 
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	1. Require OST to either start utilizing the CSAM tool for its security control assessments or develop its own risk assessment policies and procedures as required by DOT’s Cybersecurity Compendium. 
	Prior FISMA open recommendations related to the findings noted within the “Identify” function: Recommendations 2, 8 and 9, (DOT 
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	OIG Report # FI-2016-001, 11/5/2015); Recommendations 1, 2, 5, 6, (DOT OIG Report # FI-2017-008, 11/16/2016); Recommendations 3 and 9, (DOT OIG Report Number FI-2019-023, 3/20/2019); and Recommendations 2, 3 and 4, (DOT OIG Report Number QC2020002, 10/23/2019). These recommendation are not being repeated within this report. Refer to Appendix C for details on these recommendations. 
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	Security Function: Protect 
	Security Function: Protect 
	Overview 
	DOT’s Protect controls which cover configuration management, identity and access management, data protection and privacy, and security training were not effective and not consistently implemented across the Department. In FY 2020, DOT continued to implement technologies and processes to address long standing access control and configuration management weaknesses. However, controls require cycle time and institutional maturity to be consistently implemented across systems to resolve the security weaknesses. 
	Metric Domain – Configuration Management  
	Metric Domain – Configuration Management  
	To secure both software and hardware, agencies must develop and implement standard configuration baselines that prevent or minimize exploitable system vulnerabilities. Furthermore, NIST has developed a repository of secure baselines for a wide variety of operating systems and devices. In addition, configuration management policies and plans should be current with documented configuration management processes, and change requests documented, properly approved, and tested. 
	OCIO does not enforce OMB’s requirements for addressing weaknesses in configuration management. We identified deficiencies in configuration management controls, designed to ensure DOT’s critical systems have appropriate security baselines, current and vendor supported operating systems, accurate system and software inventories, and up-to-date vulnerability patches. DOT policy provides policies on mandatory configuration settings for information technology hardware, software, and firmware; however, DOT has n
	25
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	Vulnerability Management Program and Processes 
	Vulnerability Management Program and Processes 

	The following weaknesses were identified in DOT’s vulnerability assessment management program and processes:  
	 For 55 of 63 sampled systems, baseline compliance monitoring and/or vulnerability 
	management processes were not effective (FAA, FHWA, FMCSA, FRA, FTA, MARAD, 
	NHTSA, OIG, OST, OST ITSS, OST Volpe, and PHMSA). 
	 For 38 of 63 sampled systems, patch management processes were ineffective as noted 
	by flaw remediation and malicious code protection weaknesses identified within Security 
	Assessment Reports (SAR), or as open POA&Ms (FAA).  
	 For 23 of 63 sampled systems, the Department did not remediate critical vulnerabilities 
	within the timeframe established by DOT (FAA, FTA, OST, OST VOLPE, and FMCSA). 
	 6 of 63 sampled systems were using unsupported software such as Windows 2008 (FRA, 
	MARAD, NHTSA, OST ITSS, OST, and FMCSA).  
	 OMB Memorandum M-14-03, Enhancing the Security of Federal Information and Information Systems (2013). DOT Security Weakness Management Guide, January 2020. 
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	In addition, evidence received in support of vulnerability scanning and remediation efforts performed related to the COE was determined insufficient for CLA to determine whether DOT is performing timely remediation of any historical missing patches or unsupported software. 
	These weaknesses were attributed to the following factors: 
	 DOT was unable to provide vulnerability assessment reports from CDM/Tenable product for independent analysis of DOT’s vulnerability management program due to technology issues, 
	 A lack of approved adjustments to the Defense Information Systems Agency (DISA) Security Technical Implementation Guides (STIG) baselines utilized by DOT, tailored to support DOT’s system environment, 
	 Ongoing efforts by OAs to remove all hosts from unsupported platforms or OCIO/ITSS to procure extended vendor support for end of life platforms,  A lack of timely updating of continuous monitoring tools to reflect changes to systems within authorization boundaries, and  Due to COVID-19 pandemic concerns, access to the DOT headquarters was restricted, which impacted the ability to run or view Nessus tools/reports. 
	An attacker may exploit the vulnerabilities identified to take control over certain systems, cause a denial of service attack, or gain unauthorized access to critical files and data. In addition, the inconsistent application of vendor patches could jeopardize the data integrity and confidentiality of DOT’s sensitive information. Without remediating all significant security vulnerabilities, systems could be compromised, resulting in potential harm to data confidentiality, integrity, and availability. 
	Configuration Management Plans 
	Configuration Management Plans 

	We noted weaknesses in the effectiveness of Configuration Management Plans for FAA, FRA, OST ITSS, MARAD, FMCSA, and FHWA systems. These plans were either not current, not provided or were missing key components (such as roles and responsibilities, defined configuration items subject to change control, explicit consideration of security impacts of changes, or fully defined configuration change control activities). In addition, the FAA Order 1800.66, Configuration Management Policy, dated 3/12/2012, is curre
	This situation arose because the OAs believed that a) it was not efficient to have separate configuration management plans for each system, since these were reliant upon the ITSS Change Control Board (CCB), b) configuration management plans were not needed for low risk baseline systems, or c) due to ongoing system consolidation efforts, OAs were awaiting completion of these efforts before developing and/or updating plans. 
	If configuration management policies and plans are not current and configuration management processes are not documented, DOT’s ability to adequately secure and protect its information systems could be affected and those systems and the Department could be at risk for compromise. 
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	Change Management Procedures 
	Change Management Procedures 

	Weaknesses were noted in the effectiveness of FAA and OST ITSS change management controls based on the testing results for a selection of 25 changes made to 5 FIPS 199 high risk systems. These weaknesses included missing change request forms/online submissions; missing approvals; missing evidence of test results, a security impact analysis, a back out plan, or a post implementation audit of the configuration change request(s). 
	These weaknesses were attributed to either an inconsistency between change management plan requirements and actual implementation or inadequate monitoring and oversight of implemented changes. 
	Without proper change management procedures, including risk or impact analysis, changes may be moved to production without knowledge or consideration of related effects. In addition, without proper change management procedures, including testing and approvals, security deficiencies and vulnerabilities may exist that go undetected. Unresolved weaknesses in configuration management make it difficult for DOT to ensure its information systems are adequately secured and protected, and place the systems and the D

	Metric Domain – Identity and Access Management  
	Metric Domain – Identity and Access Management  
	Proper identity and access management ensures that users and devices are properly authorized and authenticated to access information and information systems. In addition, policy and procedures must be in place for the creation, provisioning, maintenance, and eventual termination of accounts. Homeland Security Presidential Directive 12 calls for all Federal departments to require personnel to use personal identity verification (PIV) cards as a major component of a secure, government-wide account and identity
	User Authentication 
	User Authentication 

	OMB M-11-11 required that, by FY 2012, all Federal employees and contractors use PIV cards to log into Agency computers and system applications as a part of multifactor authentication. Additionally, Agencies shall require PIV credentials (where applicable in accordance with OPM requirements) as the primary means of identification and authentication to Federal information systems and Federally controlled facilities and secured areas by Federal employees and contractors. 
	27

	In addition, the DOT Cybersecurity Compendium, section DOT-IA.2.b, requires information systems to use PIV cards assigned to DOT personnel as the system’s primary authentication mechanism at both the system and application level. 
	OMB Memorandum M-11-11, Continued Implementation Homeland Security Presidential Directive (HSPD) 12- Policy for a Common Identification Standard for Federal Employees and Contractors. 
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	Although DOT employees and contractors with network accounts are required to authenticate to the DOT network using a PIV card, unless an exemption has been granted and approved, we found that the Department has not transitioned all of its information systems (e.g. major applications and general support systems) to use multifactor user identity authentication.  
	Specifically, we noted the following information security weaknesses related to PIV authentication: 
	 The Department has not transitioned 203 systems to be enabled to use PIV (or another form of two-factor authentication or an authentication mechanism was unspecified).  52 systems were PIV enabled; however, PIV was not enforced as the primary 
	authentication method.  81 of 200 systems that contain Personally Identifiable Information (PII) did not require PIV authentication.  
	The lack of PIV compliance was attributed to multiple reasons, including dependencies on other tasks and on technology, underestimating the time to complete deployment, a lack of funding/allocation and resources, and documented and approved exclusions. In addition, the Department has indicated that systems which have not transitioned to PIV (or another form of two-factor authentication) already inherit PIV authentication from access to workstations and servers prior to access to non-PIV information system; 
	Account Management 
	Account Management 

	We also noted the following weaknesses related to account management controls: 
	 For 22 of 25 sampled DOT new hires with COE application accounts during the audit period, we were not provided with evidence of account creation or account approval. In addition, for 10 of 25 sampled DOT new hires and 1 of 25 FAA new hires, we were not provided with evidence of a completed Rules of Behavior. 
	 For 19 of 25 sampled DOT separated employees and 22 of 25 FAA separated employees during the audit period, we were not provided with evidence that out processing procedures were completed via a clearance form or off-boarding ticket. 
	 For 23 of 25 sampled DOT employees separated during the audit period, we were not provided with evidence that their DOT system accounts were disabled. 
	 14 MARAD accounts and 7 OST VOLPE Local Area Network (LAN) accounts were inactive for greater than 90 days and were not disabled. Management subsequently took action on the VOLPE LAN accounts, disabling 1 account and listing the remaining 6 accounts as under review/used sparingly by administrators. 
	 For 2 out of 4 sampled OIG employees who separated during the audit period, we were not provided with evidence that demonstrated the timely disabling of their system accounts. This was due to the OIG not specifying within their policies and procedures a specific time period for disabling system accounts after the employee’s separation. 
	OCIO did not enforce the retention or completion of documentation for 1) granting system access based on user access approvals and completion of Rules of Behavior, and 2) removing access based on exit/off boarding processes. Control weaknesses in identity and access management may expose DOT to increased risk of data compromise and may lead to unauthorized access to DOT’s information systems.  
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	Background Investigation 
	Background Investigation 

	DOT 1630.2C, Personnel Security Management, requires that all periodic background reinvestigations be initiated for all Moderate and High risk positions as well as National Security positions within five years of the previous investigation. However, we noted that DOT did not consistently ensure employees had timely background reinvestigations conducted. Specifically, we noted the following issues: 
	 Based upon a comparison of DOT personnel who required a background reinvestigation to a listing of all DOT personnel who had an investigation initiated/completed since July 1, 2019, we determined that DOT had not initiated reinvestigations for 21 individuals of 25 required. Also, for 2 of 25 individuals, their reinvestigation was initiated after the previous investigation had expired, thus it was not initiated in a timely manner. 
	 FAA had not conducted Moderate Risk reinvestigations for 252 individuals requiring reinvestigation during FY 2020. Based upon the Moderate Risk Reinvestigation Project Plan, FAA is tracking approximately 17,000 individuals requiring Moderate Risk reinvestigations. Based upon FAA’s Moderate Risk Reinvestigation Project Plan, such reinvestigations have been paused due to budgetary reasons. The Office of Personnel Security is working on a discretionary budget increase request for FY 2022 to obtain funds to c
	DOT indicated that they accept the risk in delaying the initiation of reinvestigations, based upon Office the Director of National Intelligence (ODNI) memo, Strategy to Mitigate the Impact of National Background Investigations Bureau’s Background Investigation Backlog, dated 2/16/2017 and the Office of Personnel Management (OPM) memo, Coronavirus Disease 2019 (COVID-19) Temporary Procedures for Personnel Vetting and Appointment of New Employees during Maximum Telework Period due to Coronavirus COVID-19, dat
	We noted, however, inconsistencies in the application of this guidance, as some individuals had a reinvestigation initiated during the audit period, whereas other individuals who were due for reinvestigation had not had their investigations initiated. In addition, according to the OPM memo, 
	Transforming Workforce Vetting: Measures to Reduce Federal Government’s Background Investigation Inventory in Fiscal Year 2018, DOT should ensure reinvestigations are performed in accordance with DOT and OPM standards, including applicable measures prescribed by OPM, if DOT elects to defer background reinvestigations. 
	Without conducting reinvestigations in a timely manner, DOT is at risk of allowing individuals to access sensitive data and systems without a sufficient degree of investigation. 

	Metric Domain – Data Protection and Privacy 
	Metric Domain – Data Protection and Privacy 
	FISMA requires the Federal government to establish a privacy program and corresponding policies and procedures for the protection of PII collected, used, maintained, shared, and disposed of by information systems. Documentation to be maintained as part of an effective privacy program includes Privacy Impact Assessments (PIA), Privacy Threshold Assessments (PTAs) and System of Records Notices (SORN). In addition, agencies are required to develop a data breach response plan for reporting, investigating, and m
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	DOT Business Owners should be collaborating with System Owners to ensure all privacy regulatory compliance reporting changes are entered and updated as required in the CSAM system and/or any other DOT tracking system in accordance with DOT Order 1351.18, Departmental Privacy Risk Management Policy. In addition, FAA requires that PTAs for its systems must be submitted to the FAA National Information Security and Privacy (IS&P) Security Assessment Branch at least 90 days prior to issuance of the ATO. Also, si
	We determined whether sampled systems were required to develop and maintain privacy data and artifacts, such as PTAs and PIAs. However, we noted that privacy data and artifacts for some DOT systems were either not current or not developed for 33 out of 63 sampled systems or 52 percent. These weaknesses were comprised of 27 FAA systems with a PTA that was not recertified timely within the three-year timeframe, 12 FAA and PHMSA systems that did not have a completed or current PTA prior to the issuance of thei
	OAs have not appropriately coordinated their privacy and cybersecurity risk management activities to ensure that all system authorization packages include appropriate privacy risk management plans. The majority of the Department’s privacy risk derives from the collection, use, storage, and sharing of PII, and the IT systems used to support these processes. As a result, the lack of privacy protection puts the PII stored in DOT’s information systems at risk for compromise. 

	Metric Domain – Security Training  
	Metric Domain – Security Training  
	FISMA requires all Federal government personnel and contractors to complete annual security awareness training that provides instructions on threats to data security and responsibilities in information protection. FISMA also requires specialized training for personnel and contractors with significant security responsibilities. Without adequate security training programs, agencies cannot ensure that personnel would have the knowledge required to ensure the security of the information systems and data. 
	Departmental policyrequires OAs to ensure that by August 31, 2020, 95 percent of their personnel complete security awareness training for FY 2020. The Department came close to meeting this requirement. Overall, 93 percent of Departmental personnel completed security awareness training. This was attributed to FAA and FHWA not meeting the completion goal, however they did attain at least a 90 percent completion rate. 
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	DOT’s Cybersecurity Action Memo (CAM), Implementation Guidance for Specialized Cybersecurity Training, requires all personnel (federal or contractor) serving in a cybersecurity role or role(s) with significant cybersecurity responsibilities must complete appropriate training by August 31, 2020. However, the completion percentage for role based training was at 79 percent agency wide. This was attributed to PHMSA (5 percent completion), OST VOLPE (23 percent completion), FMCSA (25 percent completion), and MAR
	CAM 2020-001 -DOT FY 2020 Implementation Guidance for Mandatory Cybersecurity and Privacy Awareness Training. 
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	Meeting security training goals decreases the possibility that employees will engage in activities that could lead to security compromises. We determined that DOT had not met its annual compliance threshold for security awareness and specialized training requirements.  
	Control weaknesses in the security training domain expose DOT to increased risk of unintentional and insecure user behavior in protecting the technology environment. Thus, DOT may not have reasonable assurance regarding the confidentiality and integrity of information in its systems. 

	Recommendations: 
	Recommendations: 
	We recommend that the DOT CIO take the following actions, in addition to addressing the prior open recommendations related to the weaknesses noted for the Protect function: 
	29

	2. 
	2. 
	2. 
	Work with OAs to update privacy risk management procedures to ensure the completion, tracking, review, and approval of privacy plans and compliance documentation prior to system authorization or reauthorization. Components should engage the Departmental Chief Privacy Officer as appropriate. 

	3. 
	3. 
	Work with the Departmental Chief Privacy Officer to establish processes and procedures to notify Component Privacy Officers of systems scheduled for reauthorization so that required privacy risk management plans may be completed as required by policy. 

	4. 
	4. 
	Work with the Departmental Chief Privacy Officer to establish processes and procedures to determine Component compliance with Departmental policy requiring Privacy Risk Management plans be established prior to system authorization or reauthorization. 

	5. 
	5. 
	Coordinate with appropriate offices within the Office of Secretary to develop and implement a strategy and solution(s) to ensure that supervisors, contracting officers, and contracting officer representatives enforce personnel onboarding and off boarding procedures, completion of the DOT Rules of Behavior and other IT requirements prior to being granted access to DOT networks, systems, and information, or have existing access revoked upon separation, in accordance with DOT policy. 

	6. 
	6. 
	Strengthen its oversight of the configuration management processes performed by OAs to ensure configuration management plans are developed, kept up-to-date, and document requirements for each system. 

	7. 
	7. 
	Work with the FAA CIO to complete the revision of FAA Order 1800.66, Configuration Management Policy. 

	8. 
	8. 
	Work with OAs to implement oversight to address configuration change weaknesses and to ensure configuration changes to the information systems are properly documented and 


	Prior FISMA open recommendations related to the findings noted within the “Protect” function: Recommendation 1 (DOT OIG Report Number FI-2014-006, 11/22/13), Recommendations 8 and 15 (DOT OIG Report #FI-2015-009, 11/14/2014), Recommendations 5, 6 and 8 (DOT OIG Report # FI-2018-017, 1/24/2018); Recommendation 12, (DOT OIG Report Number FI-2019-023, 3/20/2019) and Recommendation 7, (DOT OIG Report Number QC2020002, 10/23/2019). These recommendations are not being repeated within this report. Refer to Appendi
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	tracked through implementation, and undergo a post-implementation review to verify procedures are followed. 
	9. 
	9. 
	9. 
	Ensure that baseline configuration deviations are monitored and deviations are approved to ensure that baseline compliance reports demonstrate a consistent and accurate application of baseline standards. 

	10. 
	10. 
	Consolidate to the enterprise Tenable Nessus system to ensure accessibility of baseline compliance and/or vulnerability assessment capabilities. 

	11. 
	11. 
	Ensure that missing security patches are either applied in accordance with DOT policy or that vulnerable software is otherwise remediated on the affected endpoints. In addition, ensure that missing security patches attributable to specific mission/business requirements are identified, control weaknesses are appropriately documented in POA&Ms, and that the authorizing official is aware of and has accepted risk for the associated weaknesses. 

	12. 
	12. 
	Document and implement a process to identify software end of life dates and require the development of implementation plans to eliminate unsupported software. 

	13. 
	13. 
	Work with FAA to secure a reliable funding stream for background reinvestigations. 

	14. 
	14. 
	DOT should devise strategies, consistent with Federal policies and guidance, to overcome the logistical challenges of fingerprinting during a pandemic or other events and circumstances which prevent the timely completion of background reinvestigations. 
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	Security Function: Detect 
	Security Function: Detect 
	Overview 
	Although DOT continues to enhance its implementation of various tools and processes to detect threats and vulnerabilities to improve its continuous monitoring program, much work remains to adequately measure and evaluate this progress and its effectiveness. As a result, DOT’s Detect controls remain at the Defined level of maturity due to the inconsistent application of controls throughout the Department. 
	Metric Domain – Information Security Continuous Monitoring  
	Metric Domain – Information Security Continuous Monitoring  
	The goal of Information Security Continuous Monitoring (ISCM) is to combat information security threats by maintaining ongoing awareness of information security, vulnerabilities, and threats to Federal systems and information. ISCM provides ongoing observation, assessment, analysis, and diagnosis of an organization’s cybersecurity posture, hygiene, and operational readiness. 
	The following weaknesses were identified related to ISCM: 
	 4 FAA systems were not categorized into Tiers and Groupings within Appendix B of the 
	FAA Air Traffic Operations (ATO) Information Security Continuous Monitoring (ISCM) Plan for NAS and Mission Support (MS) Systems. Although it was last reviewed in January 2019, the FAA ATO ISCM Plan was not properly updated to reflect the current operating environment to include all applicable systems. 
	 For 36 of 63 systems, or 57.1 percent, the ISCM Plans did not include a current control assessment schedule, all baseline and privacy controls, and an assessment schedule; were not current or were expired; or an ISCM plan was not provided (FAA, FHWA, FMCSA, FRA, MARAD, NHTSA, and PHMSA). 
	These weaknesses were attributed to oversight, as the Department had not ensured that all applicable OA ISCM plans reflected the current system architecture and that applicable security controls were evaluated. Without proper system categorization for all systems, continuous monitoring activities may not be completed properly. Due to improper continuous monitoring activity completion, stakeholders may not be made aware of system risk or activities. 

	Recommendations: 
	Recommendations: 
	We recommend that the DOT CIO take the following action, related to the weaknesses noted for the Detect function: 
	15. Work with the FAA CIO to review all systems listed in Appendix B of the FAA Air Traffic Operations (ATO) Information Security Continuous Monitoring (ISCM) Plan for NAS and Mission Support (MS) Systems to ensure the FAA ISCM plan is complete and accurate, making updates as needed. 
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	Security Function: Respond 
	Security Function: Respond 
	Overview 
	DOT has improved controls over the consistent communication of threat activities to senior agency officials, and utilizes advanced DHS tools to accelerate the detection and proactive blocking of cyber-attacks. However, work remains to strengthen controls related to incident response plan updates and development in order to adequately measure and evaluate the incident response program and its effectiveness. 
	Metric Domain – Incident Response  
	Metric Domain – Incident Response  
	Information security incidents occur on a daily basis. Agencies must have comprehensive policies and planning in place to respond to these incidents and report them to the appropriate authorities. The United States Computer Emergency Readiness Team (US-CERT) is to receive reports of incidents on unclassified Federal Government systems, and OMB requires the reporting of incidents that involve sensitive data, such as PII, within strict timelines. 
	OCIO’s Cyber Security Incident Response Plan requires that when an incident, such as a security breach or interruption of service, occurs, the OA must report the incident to the FAA Security Operations Center (SOC). The SOC analyzes the incident, categorizes it, and reports it to USCERT. DOT’s policy also requires the SOC to have full network visibility over all DOT systems, including systems operating on behalf of OAs by contractors and other Government organizations. The Department’s established policies,
	-

	We noted the following information security weaknesses in DOT’s incident response program: 
	 The OCIO has an outdated Incident Response Plan (IRP). Specifically, the OCIO’s Cyber Security Incident Response Plan (March 2014) requires a full review of the IRP to be completed annually to ensure its relevance and operational effectiveness. However, the Revision History and Approval table documents only the initial version and does not indicate that annual reviews have been conducted. Additionally, there are references to the former incident ticketing system, Joint Advanced Solutions (JAS) system. Alt
	 The IRP for FMCSA, OST ITSS and FHWA were not updated in more than one year, and the IRP was not provided for MARAD since they relied upon the OCIO IRP. However, DOT Policyrequires OAs to provide component-specific incident handling procedures to the DOT CISO and DOT Computer Security Incident Response Center (CSIRC). The policy also requires that DOT Components with approved Component-specific incident handling procedures review and update them annually in accordance with DOT IR policy and procedures. Ad
	30 

	Departmental Cybersecurity Compendium: Supplement to DOT Order 1351.37 D, Appendix A: DOT Department-wide NIST 80053 Minimum Parameters, IR-1.e Incident Response Policy and Procedures. 
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	plans with the Cyber Security Operations Management Team and the Cyber Security Management Center (CSMC).” 
	The OCIO IRP was in the process of being updated, however it was not completed and disseminated prior to the end of the audit period. In addition, the process for updating/developing incident response procedures was not working as intended due to inadequate resources/oversight. 
	Without up-to-date incident response plans, there is an increased risk that security incidents may not be adequately recorded, tracked, investigated, or resolved and personnel may not be aware of responsibilities. 

	Recommendations: 
	Recommendations: 
	Prior FISMA recommendations related to the weaknesses noted in the Respond function remain open and we are not making new recommendations. 
	31

	Prior FISMA open recommendations related to the findings noted within the “Respond” function: Recs. 10, 11 and 12, (DOT OIG Report Number QC2020002, 10/23/2019). These recommendations are not being repeated within this report. 
	31 
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	Security Function: Recover 
	Security Function: Recover 
	Overview 
	DOT has, for the most part, defined policies and procedures for developing, updating, and testing its contingency plans; however, weaknesses remain affecting the effectiveness of controls to ensure the program is consistently implemented across the Department. 
	Metric Domain – Contingency Planning 
	Metric Domain – Contingency Planning 
	FISMA requires agencies to prepare for events that may affect an information resource’s availability. This preparation requires identification of resources and risks to those resources, and the development of a plan to address the consequences if loss of a system’s availability occurs. Consideration of risk to an Agency’s mission and the possible magnitude of harm caused by a resource’s unavailability are key to contingency planning. NIST SP 800-34, Revision 1, Contingency Planning Guide for Federal Informa
	DOT has not consistently implemented contingency planning processes to reach a level of  For the sampled systems we found contingency plans were either missing required elements or were not reviewed, approved, updated in a timely manner, tested annually, or the designation of alternate processing sites was not reflected within the contingency plans. 
	maturity as defined by FISMA metrics to be an effective overall program.
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	We found that six OAs tested had not implemented DOT’s contingency plans and testing requirements for at least one system. We also found systems not meeting OMB and FISMA requirements for contingency planning and testing. Specifically:  
	 For 24 of 63 sampled systems, or 38.1 percent, contingency plans were missing required 
	elements for some systems or were not updated timely or were not approved (FAA, 
	FMCSA, OST COE, OST VOLPE, FRA and MARAD). Based on our sample, we estimate 
	180 of 430 systems, or 41.8 percent, have contingency plans that have not been updated 
	33

	timely, have not been approved, or are missing required elements. 
	 Testing of contingency plans was not performed for 20 of 63 sampled systems, or 31.7 
	percent, in accordance with DOT requirements (FAA, FRA, MARAD, OST COE and OST 
	VOLPE). Based on our sample, we estimate 149 of 430 systems, or 34.7 percent, did 
	34

	not perform contingency plan testing in accordance with DOT requirements. 
	A functional information security area is not considered effective unless it achieves a rating of Level 4, Managed and Measurable. 
	32 

	Our 41.8 percent estimate has a margin of error of +/- 10.7 percentage points at the 90 percent confidence level. 
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	Our 34.7 percent estimate has a margin of error of +/- 10.2 percentage points at the 90 percent confidence level. 
	34 
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	 Designation of alternate processing and/or storage sites were not identified in the contingency plans for 2 of 63 systems, or 3.2 percent (OST VOLPE and PHMSA). 
	Ineffective contingency planning processes were attributed to the following: signatures were missing from authorization packages; reviewer comments were not addressed by the system owner; or POA&Ms were not completed. In addition, due to oversight, alternate processing sites were not included in the contingency plan, alternate processing locations were not clearly described within the contingency plan, or plans were not updated or tested in a timely manner. 
	Effective contingency planning and comprehensive testing is crucial to ensure departmental systems and data are available and IT systems and applications are resilient against outages and disruptions. Failure to consistently document and test Contingency Plans increases the risk that DOT will be inadequately prepared for system or service disruptions and outages. In addition, failure to comprehensively test and exercise documented plans increases the risk that weaknesses or areas of improvement would not be

	Recommendations: 
	Recommendations: 
	We recommend that the DOT CIO take the following actions, in addition to addressing the prior open recommendations related to the weaknesses noted for the Recover function: 
	35

	16.
	16.
	16.
	 Work with the OST IT Director to ensure an alternate processing site (including necessary agreements) is more clearly described within the contingency plan to permit the transfer and resumption of information system operations for essential missions/business functions consistent with recovery time objectives when the primary processing capabilities are unavailable, for those systems in accordance with the requirements of the Cybersecurity Compendium and NIST guidance. 

	17. 
	17. 
	Work with the PHMSA CIO to ensure an alternate storage site (including necessary agreements) is described within contingency plans to permit the transfer and resumption of information system operations for essential missions/business functions consistent with recovery time objectives when the primary processing capabilities are unavailable, for those systems in accordance with the requirements of the Cybersecurity Compendium and NIST guidance. 

	18. 
	18. 
	Strengthen its oversight of the contingency planning processes performed by FMCSA, OST COE, OST VOLPE, FAA, FRA, and MARAD to ensure contingency planning documentation is developed, updated and tested in a timely manner, in accordance with policy. 


	Prior FISMA open recommendations related to the findings noted within the “Recover” function: Recommendation 3, (DOT OIG Report # FI-2012-007, 11/14/2011) and Recommendation 14, (DOT OIG Report Number QC2020002, 10/23/2019). These recommendation are not being repeated within this report. 
	35 
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	Conclusion 
	Conclusion 
	DOT relies on hundreds of information systems to carry out its missions, including safe air traffic control operations, and handling billions of taxpayer dollars. DOT’s cybersecurity program must protect these systems from malicious attacks and other compromises that may put citizen safety or taxpayer dollars at risk. While DOT continues to update its policies and procedures, and maintain a Defined level of maturity, we continue to find persistent deficiencies in the implementation of policies and processes
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	Agency Comments and CLA Response 
	Agency Comments and CLA Response 
	We provided DOT with our draft report on August 21, 2020, and received DOT’s response on September 21, 2020, which is included in its entirety as an appendix to this report. In its response, the Department noted that they have an accurate count of all assets within their authoritative automatic inventory system, despite any reconciliation discrepancies when compared to OA asset reports. Thus, there is no risk that they are unaware of assets on their network.  This assumption however does not consider that O
	Additionally, the Department has indicated that the report does not reflect or assess the presence and use of various capabilities which would support a higher level of maturity. Although the Department has, for the most part, documented its policies, procedures, and strategies; DOT continues to face significant challenges in the consistent implementation of its information security program across the Department. In addition, controls need to be applied in a comprehensive manner to information systems acros
	DOT concurs with recommendations 1, 3-15 and 17-18 as written. DOT states it plans to implement these recommendations by October 1, 2022. Therefore, we consider recommendations 1, 3-15 and 17-18 resolved but open pending completion of planned actions. 
	DOT partially concurs with recommendation 2 and proposes an alternative action to work with the OAs to update privacy risk management procedures to ensure the completion, tracking, review, and approval of privacy plans and compliance documentation prior to system authorization or reauthorization. DOT plans to complete this action by October 1, 2021. DOT’s proposed alternative actions meet the intent of recommendation 2. Therefore, we consider this recommendation resolved but open pending completion of plann
	DOT partially concurs with recommendation 16, and proposes an alternative action. This action is for the OCIO to work with the respective Secretarial Offices to ensure an alternate processing site (including necessary agreements) are more clearly described within contingency plans in accordance with the requirements of the Cybersecurity Compendium and NIST guidance. DOT plans to complete this action by October 1, 2022. DOT’s proposed alternative actions meet the intent of recommendation 16. Therefore, we co

	Actions Required 
	Actions Required 
	We consider recommendations 1 through 18 resolved but open pending completion of planned actions. 
	U.S. DEPARTMENT OF TRANSPORTATION 2020 FISMA AUDIT

	Appendix A: Background 
	Appendix A: Background 
	DOT Overview 
	DOT Overview 
	Established in 1966, DOT sets Federal transportation policy and works with State, local, and private-sector partners to promote a safe, secure, efficient, and interconnected national transportation system of roads, railways, pipelines, airways, and seaways. DOT’s overall objective of creating a safer, simpler, and smarter transportation system is the guiding principle as the Department moves forward to achieve specific goals. DOT employs more than 54,000 people in the OST) and through 10 OAs and Bureaus, ea
	structure.
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	An Agency’s information security program is considered effective once it achieves a rating of Level 4, Managed and Measurable. For DOT, secure information helps protect both taxpayers’ dollars and citizens’ safety since many of its systems support transportation related operations, including air traffic control and pilot licensing. Others support inspection and oversight for highway safety and hazardous material transportation. 
	DOT’s 11 OAs, manage the Department’s 463 IT  The Department relies on these systems to carry out its missions, including safe air traffic control operations, qualified commercial drivers, and safe vehicles. DOT must also ensure the integrity of data in reports that account for billions of dollars used for major transportation projects, such as highway construction and high-speed rail development. DOT’s cybersecurity program is critical to protect these systems from malicious attacks or other compromises th
	systems.
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	DOT’s operations rely on 463 IT systems, 324 (70 percent) of which belong to the Federal Aviation Administration (FAA). These systems represent an annual investment of approximately $3.5 billion – one of the largest IT investments among Federal civilian agencies. 
	38


	FISMA Legislation 
	FISMA Legislation 
	FISMA provides a comprehensive framework for ensuring effective security controls over information resources supporting Federal operations and assets. FISMA requires Federal agencies to develop, document, and implement an Agency-wide information security program to protect their information and IT systems, including those provided or managed by another Agency, contractor, or other source. 
	FISMA also provides a mechanism for improved oversight of Federal Agency information security programs. FISMA requires Agency heads to ensure that (1) employees are sufficiently trained in their security responsibilities, (2) a security incident response capability is established, and (3) information security management processes are integrated with the Agency’s strategic and 
	36 
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	https://www.transportation.gov/sites/dot.gov/files/docs/mission/budget/357706/2019‐agency‐financial‐report‐current1211‐508‐final.pdf 
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	DOT’s population of systems includes 463 systems as of February 3, 2020. For the purposes of this audit and our sample system selection, we excluded all systems that have an operational status of “Implementation” as these systems are still in development. Additionally, we excluded all systems included in the population that had the “FISMA Reportable” field marked as false or had a response in the “Type” field other than “Major Application” or “General Support System.” This resulted in a population of 430 sy
	37 
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	operational planning processes. All agencies must also report annually to OMB and to Congressional committees on the effectiveness of their information security program. 
	Federal agencies are to provide information security protections commensurate with the risk and magnitude of the harm resulting from unauthorized access, use, disclosure, disruption, modification, or destruction of information collected or maintained by the Agency. As specified in FISMA, the Agency CIO or senior official is responsible for overseeing the development and maintenance of security operations that continuously monitor and evaluate risks and threats. 
	FISMA also requires Agency IGs to assess the effectiveness of Agency information security programs and practices. Guidance has been issued by OMB and by NIST (in its 800 series of Special Publications) supporting FISMA implementation. In addition, NIST issued the FIPS to establish Agency baseline security requirements.  

	FY 2020 IG FISMA Reporting Metrics 
	FY 2020 IG FISMA Reporting Metrics 
	OMB and Department of Homeland Security (DHS) annually provide instructions to Federal agencies and IGs for preparing FISMA reports. On November 19, 2019, OMB issued Memorandum M-20-04, Fiscal Year 2019-2020 Guidance on Federal Information Security and Privacy Management Requirements. This memorandum describes the processes for Federal agencies to report to OMB and, where applicable, DHS. Accordingly, the FY 2020 Inspector General Federal Information Security Modernization Act of 2014 Reporting Metrics prov
	agencies’ information security programs.
	39 

	The FY 2020 metrics are based on a maturity model approach begun in prior years and align to the five functional areas in the NIST Framework for Improving Critical Infrastructure Cybersecurity (Cybersecurity Framework), version 1.1: Identify, Protect, Detect, Respond, and Recover. The Cybersecurity Framework provides agencies with a common structure for identifying and managing cybersecurity risks across the enterprise and provides IGs with a method for assessing the maturity of controls to address those ri
	Table 3: Aligning the Cybersecurity Framework Security Functions to the FY 2020 IG FISMA Metric Domains 
	CybersecurityFramework SecurityFunctions 
	CybersecurityFramework SecurityFunctions 
	CybersecurityFramework SecurityFunctions 
	FY 2020 IG FISMA Metric Domains 

	Identify  
	Identify  
	Risk Management  

	Protect  
	Protect  
	Configuration Management, Identity and Access Management, Data Protection and Privacy, and Security Training  

	Detect  
	Detect  
	Information Security Continuous Monitoring 

	Respond  
	Respond  
	Incident Response 

	Recover  
	Recover  
	Contingency Planning 


	. 
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	The foundational levels of the maturity model focus on the development of sound, risk-based policies and procedures, while the advanced levels capture the institutionalization and effectiveness of those policies and procedures. Table 4 explains the five maturity model levels. A functional information security area is not considered effective unless it achieves a rating of Level 4, Managed and Measurable.  
	Table 4: IG Evaluation Maturity Levels 
	Maturity Level 
	Maturity Level 
	Maturity Level 
	Maturity Level Description 

	Level 1: Ad hoc 
	Level 1: Ad hoc 
	Policies, procedures, and strategy are not formalized; activities are performed in an ad-hoc, reactive manner. 

	Level 2: Defined 
	Level 2: Defined 
	Policies, procedures, and strategy are formalized and documented but not consistently implemented. 

	Level 3: Consistently Implemented 
	Level 3: Consistently Implemented 
	Policies, procedures, and strategy are consistently implemented, but quantitative and qualitative effectiveness measures are lacking. 

	Level 4: Managed and Measurable 
	Level 4: Managed and Measurable 
	Quantitative and qualitative measures on the effectiveness of policies, procedures, and strategies are collected across the organization and used to assess them and make necessary changes. 

	Level 5: Optimized 
	Level 5: Optimized 
	Policies, procedures, and strategy are fully institutionalized, repeatable, self-generating, consistently implemented, and regularly updated based on a changing threat and technology landscape and business/mission needs. 
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	Appendix B: Scope and Methodology 
	Appendix B: Scope and Methodology 
	Scope 
	We conducted this audit in accordance with Generally Accepted Government Auditing Standards (GAGAS). Those standards require that we plan and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit objective. We believe that the evidence obtained provides a reasonable basis for our findings and conclusions based on our audit objective.  
	GAGAS also require us to disclose impairments of independence or any appearance thereof. OMB requires that the FISMA template include information from all OAs, including OIG. OIG contracted with us to conduct the review of the DOT information security program and practices subject to OIG’s oversight. Although the OIG is a small component of the Department, based on number of systems, any testing pertaining to OIG or its systems does not impair our ability to conduct this mandated audit. 
	For this year’s review, OMB required IGs to assess 67 metrics in five security function areas — Identify, Protect, Detect, Respond, and Recover — to determine the effectiveness of their agencies’ information security programs and the maturity level of each function area. As documented in Table 4 of Appendix A, the maturity levels range from lowest to highest — Ad Hoc, Defined, Consistently Implemented, Managed and Measurable, and Optimized.  
	Consistent with FISMA and OMB requirements, our audit objective was to determine the effectiveness of DOT’s information security program, including its performance in five function areas – Identify, Protect, Detect, Respond and Recover – for the 12-month period ending on June 30, 2020.  
	Our scope was to determine whether DOT implemented an effective information security program and practices for the 12-month period between July 1, 2019 and June 30, 2020, with a data collection cut-off date of June 30, 2020. The effectiveness of the information security program is defined as achieving a certain maturity level for each function area and domain based on the unique challenges of the organization. 
	For this audit, we reviewed select controls for a sample of 63 systems from a total population of 430 DOT FISMA reportable systems in  The sampled systems are broken down by the following number of systems by OA: FAA (40), PHMSA (2), OST (6), FHWA (3), FMCSA (2), FRA (2), FTA (2), MARAD (2), NHTSA (2) and OIG (2). One system was substituted for FAA, since it was determined the system initially selected was retired and subsumed into another system. Further, two systems for FMCSA were substituted, as they wer
	operation.
	40

	We performed an external penetration test covering FAA’s Automatic Dependent Surveillance – Broadcast Service Availability Prediction Tool (ADS-B/SAPT), Web-based Operations Safety System (WebOPSS) and Federal Aviation Administration Directory Services (FAA DS). 
	We selected a stratified random sample from DOT’s population of 430 FISMA Reportable Major Applications/General Support Systems noted as being in operation to assess the Agency’s compliance with FISMA. 
	40 
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	In addition, the audit included an assessment of effectiveness for each of the eight FY 2020 IG FISMA Metric Domains and the maturity level of the five Cybersecurity Framework Security Functions. The audit also included a follow up on prior audit recommendations to determine if DOT made progress in implementing the recommended improvements concerning its information security program and practices. 
	Audit fieldwork was performed during the period of February 2020 through August 2020. 
	Methodology 
	Methodology 
	To accomplish the audit objective, we: 
	 Interviewed key personnel and reviewed legal and regulatory requirements stipulated by FISMA. 
	 Reviewed documentation related to DOT’s information security program, such as security policies and procedures, system security plans, security control assessments, risk assessments, security assessment authorizations, plan of action and milestones, incident response plan, configuration management plan, and continuous monitoring plan. 
	 Tested system processes to determine the adequacy and effectiveness of selected controls. Testing procedures included penetration testing. 
	 Reviewed the status of recommendations in the prior year FISMA report, including supporting documentation to ascertain whether the actions taken addressed the noted weaknesses.  
	DOT’s population of systems includes 463 systems as of February 7, 2020. For the purposes of our sample, we excluded all systems that have an operational status of “Implementation” as these systems are still in development. Additionally, we excluded all systems included in the population that had the “FISMA Reportable” field marked as false or had a response in the “Type” field other than “Major Application” or “General Support System.” This resulted in a population of 430 systems. We selected a stratified 
	For sample selection purposes, we divided the 430 systems into 15 strata based on the OA to which the system belonged and the FIPS 199 risk categorization. The sample size was determined to address the following two requirements: 
	1. 
	1. 
	1. 
	In order to ensure adequate coverage of the different OAs, each OA must have at least two systems selected. 

	2. 
	2. 
	The confidence level used will be 90 percent and the expected margin of error will be 10 percent. 


	To determine the sample size based on the above requirements, we performed extensive simulations assuming various scenarios of non-compliance rates and sample sizes and determining their effect on the resulting margin of error. The simulations carried out represented a random draw of a sample of a given size and a random subsample of non-compliant systems in that sample. The non-compliance rate determined from each simulated sample was 
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	 The simulations were repeated 100 times, and the average estimates were obtained in this manner. We chose a sample size of 63 systems, which we estimated would result, on average, about a 10 percent margin of error. 
	extrapolated to the overall population based on well-established survey sampling theory.
	41

	In addition, we assessed DOT’s technical controls by performing an external penetration test on a sample of three FAA systems as part of the FISMA audit. The external penetration test was conducted to determine the effectiveness of controls that prevent and detect unauthorized access, disclosure, modification, or deletion of sensitive information. The results of the external penetration test were incorporated into our FISMA audit results. 
	To perform our audit of DOT’s information security program and practices, we followed a work plan based on the following guidance: 
	 OMB and DHS, FY 2020 Inspector General Federal Information Security Modernization Act of 2014 Reporting Metrics. 
	 NIST Special Publication (SP) 800-53, Revision 4, Security and Privacy Controls for Federal Information Systems and Organizations, for specification of security controls.  NIST SP 800-37, Revision 2, Guide for Applying the Risk Management Framework to 
	Federal Information Systems, for the risk management framework controls. 
	 NIST SP 800-53A, Revision 4, Assessing Security and Privacy Controls in Federal Information Systems and Organizations, for the assessment of security control effectiveness. 
	 NIST Framework for Improving Critical Infrastructure Cybersecurity (Cybersecurity Framework). 
	Cochran WG (1977) Sampling Techniques, 3 Edition. John Wiley and Sons. 
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	Appendix C: Current Year Status of Prior FISMA Report Recommendations 
	Appendix C: Current Year Status of Prior FISMA Report Recommendations 
	The following is the status of open recommendations from prior FISMA reports. The current status of prior year FISMA open recommendations was determined through a review of the Department’s overall status of prior recommendations and testing the effectiveness of DOT’s information security program and practices covering the period July 1, 2019 through June 30. 2020.  
	In addition, we reviewed seven closure packages prepared by DOT CIO related to seven prior recommendations. Based on our work, we determined that documentation provided was sufficient to close two of the seven recommendations. In addition, three prior year recommendations were closed during the audit period. Thus, of 56 open recommendations from prior FISMA reports, 51 recommendations would remain open as of June 30, 2020. 
	Prior Years’ FISMA Recommendations that Were Closed 
	Fiscal Year 2014, OIG Report Number FI-2015-009 FISMA 2014: DOT Has Made Progress but Significant Weaknesses in Its Information Security Remain 
	Fiscal Year 2014, OIG Report Number FI-2015-009 FISMA 2014: DOT Has Made Progress but Significant Weaknesses in Its Information Security Remain 
	Fiscal Year 2014, OIG Report Number FI-2015-009 FISMA 2014: DOT Has Made Progress but Significant Weaknesses in Its Information Security Remain 

	Number 
	Number 
	Recommendation 

	16 
	16 
	Work with the Director of DOT Security to develop or revise their plans to effectively transition the remaining facilities to required PIV cards. 


	Table
	TR
	Fiscal Year 2017, OIG Report Number FI-2018-017 FISMA 2017: DOT’s Information Security Posture is Still Not Effective 

	Number 
	Number 
	Recommendation 

	1 
	1 
	Require MARAD, NHTSA, OST, and SLSDC to develop and disseminate policies and procedures for their risk management programs that include the appropriate elements such as criteria for making risk based decisions. 

	2 
	2 
	Implement controls to verify that information on threat activity has been communicated to senior agency officials and require retention of supporting documentation. 


	Table
	TR
	Fiscal Year 2019, OIG Report Number QC2020002 FISMA 2019: DOT’s Information Security Program and Practices 

	Number 
	Number 
	Recommendation 

	8 
	8 
	Work with Component Privacy Officers (POs) to develop and implement procedures then verify the completion, review, tracking and approval through review of updated PTAs, PIAs and SORNs. 

	13 
	13 
	Work with the OST's Office of Intelligence, Security and Emergency Response (S-60) to ensure the DOT COOP is reviewed and updated (noting evidence of the review within a history/revision log). 
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	Prior Years’ FISMA Recommendations that Remain Open 
	Note: These remaining open recommendations do not represent and are not intended to represent all recommendations which were closed within the respective years or reports identified. 
	Table
	TR
	Fiscal Year 2010, OIG Report Number FI-2011-022 Timely Actions Needed to Improve DOT’s Cybersecurity 

	Number 
	Number 
	Recommendation 

	14 
	14 
	Identify and implement automated tools to better track contractors and training requirements. 


	Fiscal Year 2011, OIG Report Number FI-2012-007 FISMA 2011: Persistent Weaknesses in DOT’s Controls Challenge the Protection and Security of its Information System 
	Fiscal Year 2011, OIG Report Number FI-2012-007 FISMA 2011: Persistent Weaknesses in DOT’s Controls Challenge the Protection and Security of its Information System 
	Fiscal Year 2011, OIG Report Number FI-2012-007 FISMA 2011: Persistent Weaknesses in DOT’s Controls Challenge the Protection and Security of its Information System 

	Number 
	Number 
	Recommendation 

	1 
	1 
	Enhance existing policy to address security awareness training for non-computer users, address security costs as part of capital planning, correct the definition of "government system," and address the identification, monitoring, tracking and validation of users and equipment that remotely access DOT networks and applications. 

	3 
	3 
	In conjunction with OA CIOs, create, complete or test contingency plans for deficient systems. 


	Fiscal Year 2013, OIG Report Number FI-2014-006 FISMA 2013: DOT Has Made Progress, But Its Systems Remain Vulnerable to Significant Security Threats 
	Fiscal Year 2013, OIG Report Number FI-2014-006 FISMA 2013: DOT Has Made Progress, But Its Systems Remain Vulnerable to Significant Security Threats 
	Fiscal Year 2013, OIG Report Number FI-2014-006 FISMA 2013: DOT Has Made Progress, But Its Systems Remain Vulnerable to Significant Security Threats 

	Number 
	Number 
	Recommendation 

	1 
	1 
	Obtain and review specialized training statistics and verify, as part of the compliance review process, that all employees with significant security responsibilities have completed the number of training hours required by policy. Report results to management and obtain evidence of corrective actions. 

	4 
	4 
	Obtain and review plans from FMCSA, MARAD, OST, and RITA to authorize systems with expired accreditations. Perform security reviews of unauthorized systems to determine if the enterprise is exposed to unacceptable risk. 

	7 
	7 
	Obtain a schedule and action plan for OAs to develop procedures for comprehensive cloud computing agreements to include security controls roles and responsibilities. Report to OA management any delays in completing the procedures. 

	8 
	8 
	Obtain and review existing cloud computing agreements to assess compliance with agency policy, including security requirements. Report exceptions to OA management. 
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	Fiscal Year 2014, OIG Report Number FI-2015-009 FISMA 2014: DOT Has Made Progress but Significant Weaknesses in Its Information Security Remain 
	Fiscal Year 2014, OIG Report Number FI-2015-009 FISMA 2014: DOT Has Made Progress but Significant Weaknesses in Its Information Security Remain 
	Fiscal Year 2014, OIG Report Number FI-2015-009 FISMA 2014: DOT Has Made Progress but Significant Weaknesses in Its Information Security Remain 

	Number 
	Number 
	Recommendation 

	8 
	8 
	Work with the components to develop a plan to complete annual Security Awareness Training (SAT) training within plan milestones and improve tracking. Assess training periodically to determine if the component will meet SAT training plan. 

	15 
	15 
	Work with components to develop or revise their plans to effectively transition the remaining information systems to required PIV login. Create a POA&M with planned completion dates to monitor and track progress. 


	Fiscal Year 2015, OIG Report Number FI-2016-001 FISMA 2015: DOT has Major Success in PIV Implementation, But Problems Persist In Other Cybersecurity Areas 
	Fiscal Year 2015, OIG Report Number FI-2016-001 FISMA 2015: DOT has Major Success in PIV Implementation, But Problems Persist In Other Cybersecurity Areas 
	Fiscal Year 2015, OIG Report Number FI-2016-001 FISMA 2015: DOT has Major Success in PIV Implementation, But Problems Persist In Other Cybersecurity Areas 

	Number 
	Number 
	Recommendation 

	1  
	1  
	The Deputy Secretary, or his designees, take action to ensure that the OCIO revises the Department’s Cybersecurity policy to document exclusions for PIV required use for network and system access. 

	2  
	2  
	The Deputy Secretary, or his designees, takes action to work with the OAs to develop a formal transition plan to the proposed ISCM target architecture that includes but is not limited to: (1) continuously assessing security controls; (2) reviewing system configuration settings; and (3) assessing timely remediation of security weaknesses. During the transition period, establish processes and practices for effectively collecting, validating, and reporting ISCM data. 

	8  
	8  
	The Deputy Secretary, or his designees, takes action to work with FAA to improve their assessment process to meet DOT Cybersecurity Compendium and Security Authorization & Continuous Monitoring Performance Guide. DOT CIO in conjunction with the FAA CIO review the FAA quality assurance process to ensure all security documents are reviewed and updated to reflect the system controls, vulnerabilities, and that the current risks are clearly presented to the Approving Officials. 

	9  
	9  
	The Deputy Secretary, or his designees, takes action to work with the OAs to ensure they update open POA&Ms with the required data fields.  


	Fiscal Year 2016, OIG Report Number FI-2017-008 FISMA 2016: DOT Continues to make progress, but the Department's information security posture is still not effective 
	Fiscal Year 2016, OIG Report Number FI-2017-008 FISMA 2016: DOT Continues to make progress, but the Department's information security posture is still not effective 
	Fiscal Year 2016, OIG Report Number FI-2017-008 FISMA 2016: DOT Continues to make progress, but the Department's information security posture is still not effective 

	Number 
	Number 
	Recommendation 

	1 
	1 
	Work with all OAs to complete expired authorizations and reinforce or strengthen policy requiring systems be reauthorized prior to their expiration dates. 


	Fiscal Year 2016, OIG Report Number FI-2017-008 FISMA 2016: DOT Continues to make progress, but the Department's information security posture is still not effective 
	Fiscal Year 2016, OIG Report Number FI-2017-008 FISMA 2016: DOT Continues to make progress, but the Department's information security posture is still not effective 
	Fiscal Year 2016, OIG Report Number FI-2017-008 FISMA 2016: DOT Continues to make progress, but the Department's information security posture is still not effective 

	2 
	2 
	Work with all OAs to perform a thorough CSAM quality review to ensure system documentation matches what is entered into CSAM. At a minimum, the review should verify that: (1) system authorization dates in CSAM match what is approved by the authorizing official; (2) POAMs are created and reported once a security weakness is found; and (3) authorizing officials are provided accurate documentation on all risks accepted. 

	3 
	3 
	Work with FAA, FHWA, FMCSA, FTA, MARAD, NHTSA, and OST to develop risk acceptance memos for the expired systems identified in this report. 

	4 
	4 
	Work with OST COE, FTA, and FAA, the common control providers, to report and update risk acceptance for shared controls that are not implemented in DOT’s Repository (e.g., CSAM) per FISMA, OMB, and DOT requirements. 

	5 
	5 
	Work with FAA and require them to review CSAM POA&M entries, and identify and correct cases where multiple weaknesses were entered as one. 

	6 
	6 
	Perform a review of CSAM POA&Ms and assess if the entries are compliant with DOT policy. For deficient data, require OAs to provide a corrective action plan. 

	7 
	7 
	Identify and document OST COE compensating controls when used to address security weaknesses in CSAM and system authorizations. 

	8 
	8 
	Report/update OST COE security weaknesses found during vulnerability assessments in DOT’s Repository (e.g., CSAM) per FISMA, OMB, and DOT requirements. 


	Table
	TR
	Fiscal Year 2017, OIG Report Number FI-2018-017 FISMA 2017: DOT’s Information Security Posture is Still Not Effective 

	Number 
	Number 
	Recommendation 

	3 
	3 
	For the COE and FAA, update procedures and practices for monitoring and authorizing common security controls to (a) require supporting documentation for controls continual assessments, (b) complete reauthorization assessments for the controls, (c) finalize guidance for customers’ use of controls, and (d) establish communication protocols between authorizing officials and common control providers regarding control status and risks. 

	4 
	4 
	Verify that FAA’s criteria regarding designation and definition of contractor systems conforms to DOT guidance, and that systems are correctly classified. 

	5 
	5 
	Implement controls to continuously monitor and work with components to ensure network administrators are informed and action is taken to disable system accounts when users no longer require access or have been inactive beyond established thresholds. 

	6 
	6 
	Complete PIV enablement and requirements for remaining information systems, except those that are subject to exclusions that are documented and approved. 

	7 
	7 
	Take action to fully implement mandatory use of PIV cards for VDI access. 

	8 
	8 
	Implement processes verifying that personnel performing certain security related roles receive specialized training needed to meet OCIO guidance. 


	Table
	TR
	Fiscal Year 2018, OIG Report Number FI-2019-023 DOT’s Information Security Program and Practices 

	Number 
	Number 
	Recommendation 

	1 
	1 
	Develop policy and procedures to verify and validate the accuracy and completeness of the Department's key FISMA information repository and tool, currently the Cyber Security Assessment and Management tool (CSAM). 

	2 
	2 
	Direct OCIO to follow policy and conduct annual cybersecurity performance analysis reviews of OAs' cybersecurity programs, and submit reports to OAs with recommendations to address cybersecurity weaknesses. 

	3 
	3 
	Develop a process and policy where applicable to ensure the Department develops and maintain a comprehensive and accurate inventory of cloud systems, contractor systems, and websites that the public can access. 

	4 
	4 
	Direct OST to prioritize and resolve COE security weaknesses identified by assessor, and develop POA&Ms that realistically reflect resources and timeframes for completions of these actions. 

	5 
	5 
	Direct OST to establish MOUs that delineate the responsibilities for COE common controls with each of the following OAs: FHWA, FMCSA, FRA, FTA, OIG, MARAD, SLSDC, and NHTSA. 

	6 
	6 
	Direct OAs (FAA, FHWA, FMCSA, FRA, FTA, OST, PHMSA, MARAD, and NHTSA) with weaknesses in data protection and privacy to update the status and develop POA&Ms to address the weaknesses. 

	7 
	7 
	Update specialized training guidance in DOT Cybersecurity Action Memos policy and DOT Cybersecurity Compendium policy to clearly define requirements. 

	8 
	8 
	Enhance security awareness training policy to define processes to tailor this training to DOT's unique environment and use feedback to enhance its program. 

	9 
	9 
	Develop and define a taxonomy that describes the content of the hardware and software inventory and the process to assemble, verify and maintain adequate support for the inventory data as well as the related information reported to OMB and other external parties. 

	10 
	10 
	Develop a process to define its performance measures that consider DOT's business environment to assess the effectiveness of DOT's information security program, including its ISCM program. 

	11 
	11 
	Using NIST guidance, test and authorize CDM applications (such as BigFix) that have been placed into operation on DOT's networks without proper security control assessments. 

	12 
	12 
	Provide enterprise wide specialized training on contingency planning and testing on a periodic basis to appropriate security officials and stakeholders. Training should reinforce crucial role contingency planning and testing plays in an effective information security program. 


	Table
	TR
	Fiscal Year 2019, OIG Report Number QC2020002 FISMA 2019: DOT’s Information Security Program and Practices 

	Number 
	Number 
	Recommendation 

	1 
	1 
	Perform a review of all POA&M items closed during the audit period to include supporting documentation and re-approve their closure. 

	2 
	2 
	Revise current security weakness management policies and procedures (documenting within a revision history table) to require documented evidence such as calendar appointments, meeting minutes, etc. in support of POA&M closure decisions to be uploaded into CSAM. 

	3 
	3 
	Work with the OA CIOs to review current assessment and authorization processes and implement a validation process to ensure updated security plans, ATOs and risk assessments are reviewed and updated to reflect all system (including privacy) controls, vulnerabilities, and that current risks are clearly presented to the authorizing officials 

	4 
	4 
	Work with the OA CIOs to develop mechanisms to ensure updated system security plans and assessments of security controls (that were previously assessed as not satisfied or partially satisfied) reflect current operational environments, including an accurate status of the implementation of system security controls, and all applicable security controls are properly evaluated. 

	5 
	5 
	Document OA subnets and OA responsibilities for devices and systems operating on the Common Operating Environment. 

	6 
	6 
	Document and implement network segmentation to reduce the attack surface or susceptibility of vulnerable and sensitive OA assets in the Common Operating Environment. 

	7 
	7 
	Work with OAs to remediate outstanding identity and access management weaknesses through implementation and closure of POA&Ms and control assessments to determine whether these risks were addressed. 

	9 
	9 
	Document and implement a process to ensure incident response procedures related to the timely notification, reporting, updating, and resolution of security incidents are followed in accordance with policy. 

	10 
	10 
	Review and update the OCIO Cyber Security Incident Response Plan, documenting evidence of review and revisions within a history log. 

	11 
	11 
	Resolve any inconsistencies with respect to Departmental policies and procedures, which prescribe conflicting directions on whether DOT components are required to provide, develop and update incident response plans, documenting evidence of review and revisions within a history log. 

	12 
	12 
	Implement a process to ensure incident response plans are developed for all OAs and updated on at least an annual basis. 

	14 
	14 
	Work with the OA CIOs to remediate identified weaknesses in contingency plans and BIAs, such as missing information, lack of timely review, and inadequate approvals, demonstrated by updated contingency plans and BIAs. 
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	Appendix E: Representative Subset of Sampled Systems FAA 
	Appendix E: Representative Subset of Sampled Systems FAA 
	Appendix E: Representative Subset of Sampled Systems FAA 

	TR
	System Name 
	Impact Level 
	Contractor System 

	1 
	1 
	Airport Movement Area Safety System 
	High 
	No 

	2 
	2 
	Airport Surveillance Radar 8 with Common Terminal Digitizer 
	High 
	No 

	3 
	3 
	Enforcement Information System 
	High
	 No 

	4 
	4 
	Integrated Airman Certification and Rating Application 
	High 
	No 

	5 
	5 
	Web-based Operations Safety System 
	High 
	No 

	6 
	6 
	Access/AML 
	Moderate 
	No 

	7 
	7 
	Aeronautical Data Exchange 
	Moderate 
	No 

	8 
	8 
	Aeronautical Mobile Communications System 
	Moderate 
	Yes 

	9 
	9 
	ATLAS Aviation 
	Moderate 
	Yes 

	10 
	10 
	Data Loss Prevention System 
	Moderate 
	No 

	11 
	11 
	Designee Information Network 
	Moderate 
	No 

	12 
	12 
	Display System Replacement 
	Moderate 
	No 

	13 
	13 
	Documentum Shared Service 
	Moderate 
	No 

	14 
	14 
	Emergency Notification System 
	Moderate 
	Yes 

	15 
	15 
	Enhanced Radar Intelligent Tool 
	Moderate 
	No 

	16 
	16 
	Enterprise Services Center-Enterprise Data Center 
	Moderate 
	No 

	17 
	17 
	Federal Aviation Administration Directory Services 
	Moderate 
	No 

	18 
	18 
	Flight Activity and Crew Tracking System 
	Moderate 
	No 

	19 
	19 
	Integrated Control and Monitoring System 
	Moderate 
	No 

	20 
	20 
	Light Detection and Ranging System 
	Moderate 
	Yes 

	21 
	21 
	Matter Tracking Information System 
	Moderate 
	No 

	22 
	22 
	National Defense Program 
	Moderate 
	No 

	23 
	23 
	Oracle Business Intelligence Data Warehouse 
	Moderate 
	No 

	24 
	24 
	Quality Assurance Reporting 
	Moderate 
	No 

	25 
	25 
	Rapid Deployment Voice Switch 
	Moderate 
	No 

	26 
	26 
	Real Estate Management System 
	Moderate 
	No 

	27 
	27 
	Traffic Flow Management Infrastructure 
	Moderate 
	No 

	28 
	28 
	Utilization, Screening, & Disposition Web 
	Moderate 
	No 

	29 
	29 
	Wisdom Insider Threat Identification 
	Moderate 
	No 

	30 
	30 
	Airport Management Tool 
	Low 
	No 

	31 
	31 
	Automated Contract Execution System 
	Low 
	No 

	32 
	32 
	Automatic Dependent Surveillance – Broadcast Service Availability Prediction Tool 
	Low 
	No 

	33 
	33 
	AJI Safety Applications System42
	 Low 
	No 

	34 
	34 
	Environment and Occupational Safety and Health Training Needs Assessment Tool 
	Low 
	No 

	35 
	35 
	Facility Power Panel System 
	Low 
	No 

	36 
	36 
	Flight Data Input/Output 
	Low 
	No 

	37 
	37 
	Information Technology Asset Management System 
	Low 
	No 

	38 
	38 
	Media and Printing Solutions 
	Low 
	No 

	39
	39
	 Metasys 
	Low 
	No 

	40 
	40 
	Office of Spectrum Management Local Area Network 
	Low 
	Yes 


	AJI Safety Application System was selected to replace the Aviation System Performance Metrics (ASPM) during the audit, since ASPM, the original sample, was subsumed into another system. 
	42 

	OST 
	Table
	TR
	System Name 
	Impact Level 
	Contractor System 

	1 
	1 
	Common Operating Environment 
	High 
	Yes 

	2 
	2 
	Cyber Security Assessment and Management 
	High
	 Yes 

	3 
	3 
	Aviation Decisions Data System 
	Moderate 
	Yes 

	4 
	4 
	Parking and Transit Benefit System 
	Moderate 
	Yes 

	5 
	5 
	Volpe Center GSS/LAN 
	Moderate 
	Yes 

	6 
	6 
	Volpe Physical Access Control System 
	Moderate 
	Yes 


	PHMSA 
	Table
	TR
	System Name 
	Impact Level 
	Contractor System 

	1 
	1 
	PHMSA Portal System 
	Moderate 
	Yes 

	2 
	2 
	National Pipeline Mapping System 
	Moderate 
	Yes 


	FHWA 
	Table
	TR
	System Name 
	Impact Level 
	Contractor System 

	1 
	1 
	Engineer's Estimate Bidding Award Construction System 
	Moderate 
	Yes 

	2 
	2 
	Central Federal Lands General Support System 
	Moderate 
	Yes 

	3 
	3 
	Long Term Bridge Performance InfoBridge LTBP InfoBridge 
	Low 
	Yes 


	FMCSA 
	Table
	TR
	System Name 
	Impact Level 
	Contractor System 

	1 
	1 
	National Complaint Hotline Database43
	 Moderate 
	Yes 

	2 
	2 
	Pre-Employment Screening Program44
	 Moderate 
	Yes 


	FRA 
	Table
	TR
	System Name 
	Impact Level 
	Contractor System 

	1 
	1 
	Automated Track Inspection Program 
	Moderate 
	Yes 

	2 
	2 
	Web Information Services 
	Moderate 
	No 


	National Compliant Hotline Database (NCHDB) system was selected to replace the A&I-NCCDB-DataQs system during the audit, since A&I-NCCDB-DataQs system, the orginial sample, was included within another system’s (e.g. FMCSA CE (Cloud)) authorization boundary. 
	43 

	Pre-Employment Screening Program (PSP) system was selected to replace the FMCSA Portal (FMCSA P) system during the audit, since FMCSA P, the original sample, was included within another system’s (e.g. FMCSA CE (Cloud)) authorization boundary. 
	44 
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	FTA 
	Table
	TR
	System Name 
	Impact Level 
	Contractor System 

	1 
	1 
	Financial Management System 
	Moderate 
	Yes 

	2 
	2 
	FTA General Support System 
	Moderate 
	Yes 


	MARAD 
	Table
	TR
	System Name 
	Impact Level 
	Contractor System 

	1 
	1 
	Comprehensive Academic Management System 
	Moderate 
	Yes 

	2 
	2 
	United States Merchant Marine Academy Local Area Network 
	Moderate
	 Yes 


	NHTSA 
	Table
	TR
	System Name 
	Impact Level 
	Contractor System 

	1 
	1 
	NHTSA501: CAFÉ 
	Moderate 
	Yes 

	2 
	2 
	NHTSA119 Grants Management Solution Suite 
	Moderate 
	Yes 


	OIG 
	Table
	TR
	System Name 
	Impact Level 
	Contractor System 

	1 
	1 
	Computer Crimes Unit Network 
	Moderate 
	No 

	2 
	2 
	JA-20 Lab 
	Moderate 
	No 
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	ATO Authorization To Operate ATO Air Traffic Operations CDM Continuous Diagnostics Management CCB Change Control Board CIO Chief Information Officer CISO Chief Information Security Officer CLA Clifton Larson Allen LLP COE Common Operating Environment CSAM Cybersecurity Assessment and Management System CSIRC Computer Security Incident Response Center CSMC Cybersecurity Management Center DOT Department of Transportation DHS Department of Homeland Security FAA Federal Aviation Administration FHWA Federal Highw
	U.S. DEPARTMENT OF TRANSPORTATION 2020 FISMA AUDIT
	PHMSA Pipeline and Hazardous Materials Safety Administration PIA Privacy Impact Assessment PII Personally Identifiable Information PIV Personal Identity Verification POA&M Plans of Actions and Milestones PTA Privacy Threshold Assessment RMF Risk Management Framework SAR Security Assessment Report SAT Security Awareness Training SCA Security Control Assessment SCD System Characterization Document SOC Security Operations Center SORN System of Records Notices SSP System Security Plans TIC Trusted Internet Conn
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	1200 New Jersey Avenue, SE Washington, DC 20590 
	Figure

	U.S.Department of Transportation 
	Office of the Secretary of Transportation 
	: Management Response to OIG Draft Report - Federal Information Security Modernization Act (FISMA) for Fiscal Year 2020 
	ACTION

	Kevin Dorsey Assistant Inspector General for Information Technology Audits 
	As in prior years, Cybersecurity remains a top priority for the Department of Transportation (Department or DOT).  The Department maintained an overall rating of “Managing Risk” from the Department of Homeland Security (DHS) under the framework and risk management assessment methodology established under Executive Order 13800, “Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure” in Fiscal Year 2020. The Department continued its DestinationsDIGITAL information technology (IT) tra
	 Award of enterprise contracts for cybersecurity enterprise IT shared services and software engineering and development to achieve efficiencies and risk reduction in commodity and common IT activities across DOT; 
	 Procurement of services that supported DOT improvement from 42 percent compliance with DHS Trustworthy E-mail requirements to greater than 96 percent compliance; 
	 Acquisition of cloud access security broker capabilities to secure DOT’s use of cloud services and obtain actionable intelligence to respond to and mitigate unauthorized use of services and the compromise of DOT information in the cloud; and 
	 Modernization and enhancement of the DOT annual security awareness training to support both Federal and contract personnel in the DOT enterprise learning management system. 
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	The Department has identified the following key points of disagreement with the draft report from the Office of the Inspector General (OIG): 
	 The draft report says that as a result of inconsistent reporting from DOT components, the Department may not be aware of all assets residing in its environment.  This is incorrect. The Department identified 77,090 desktops, laptops, and servers, and 21,931 mobile devices in its FY 2020 Q1 FISMA metrics, for a total of 99,021 desktop, laptop, server, and mobile devices, not 95,709 as stated in the draft report. Of those, the Department reported 95,709 with operating systems matching those provided to DHS. 
	The Department also reported that all 21,931 mobile devices are under management of a mobile device management platform as a condition of operation. DOT also provided evidence that its non-mobile assets are monitored and/or managed by automatic hardware asset inventory systems, operated by FAA and OCIO as shared enterprise services, and that the agency relies on those systems to support reporting to DHS. These systems ensure that DOT has an accurate count of all assets, regardless of deficiencies in asset r
	 The draft report assesses DOT at maturity Level 2, “Defined,” but does not reflect the automated and other capabilities reflective of maturity Level 3, “Consistently Implemented.” Nor does it assess the presence and use of those capabilities and data from DHS to measure and manage posture and progress in key areas of asset inventory and management, configuration management, and vulnerability management in support of maturity Level 4, “Managed and Measurable,” as evidenced through interactive dashboards an
	Upon review of the OIG draft report, we concur with recommendations 1, 3-15, and 17-18 as written, and will complete planned actions by October 1, 2022. 
	We partially concur with recommendation 2 and propose an alternative action. We propose to work with the Operating Administrations (OAs) to update privacy risk management procedures to ensure the completion, tracking, review, and approval of privacy plans and compliance documentation prior to system authorization or reauthorization. We plan to complete the alternative action by October 1, 2021. 
	Due to the elimination of the OST IT Director position, we partially concur with recommendation 16 and propose an alternative action. The OCIO will work with the respective Secretarial Offices to ensure an alternate processing site (including necessary agreements) is more clearly described within contingency plans to permit the transfer and resumption of information system operations for essential missions/business functions consistent with recovery time objectives when the primary processing capabilities a
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	Compendium and NIST guidance. We plan to complete the alternate action by October 1, 2022. 
	The OCIO will continue its efforts to cost-effectively reduce risks across the enterprise by leveraging modernization and realignment of commodity and enterprise functions and resources to achieve these gains where and when practicable. We appreciate the opportunity to comment on OIG’s draft report. If you have any questions, please contact Andrew R. Orndorff, Chief Information Security Officer (CISO), at 202-366- 7111. 






