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What We Looked At 
This report presents the results of our quality control review (QCR) of Allmond & Company, LLC’s 
management letter regarding the audit it conducted, under contract with us, of the National 
Transportation Safety Board’s (NTSB) financial statements for fiscal years 2022 and 2021. In addition 
to its audit report on NTSB’s financial statements, Allmond issued a management letter that discusses 
internal control matters that it was not required to include in its audit report.  

What We Found 
Our QCR of the management letter disclosed no instances in which Allmond did not comply, in all 
material respects, with generally accepted Government auditing standards.  

Our Recommendations 
Allmond made three recommendations in its management letter. NTSB concurred with all three 
recommendations. 
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February 8, 2023 
The Honorable Jennifer Homendy 
Chair, National Transportation Safety Board  
490 L’Enfant Plaza, SW  
Washington, DC 20594  

Dear Chair Homendy:  

I am pleased to transmit the enclosed management letter related to the audit of the 
National Transportation Safety Board’s (NTSB) financial statements for fiscal years 2022 
and 2021. Allmond & Company, LLC, of Lanham, MD, completed the audit under 
contract with us. The contract required Allmond to perform the audit in accordance with 
generally accepted Government auditing standards and Office of Management and 
Budget’s Bulletin 22-01, Audit Requirements for Federal Financial Statements. Allmond 
issued an auditors’ report1 that included a clean (unmodified) opinion on NTSB’s 
financial statements.  

Allmond also issued, and is responsible for, a management letter, dated November 6, 
2022 (see enclosure), identifying one internal control matter, but three 
recommendations, that require NTSB management’s attention. Allmond was not required 
to include these matters or the related recommendations in its auditors’ report.  

We performed a Quality Control Review of the letter and related audit documentation.  

Allmond’s Management Letter 
In its management letter, Allmond reported the following matters involving 
NTSB’s internal control and operations that require management’s attention. 

Federal Personnel Payroll System (FPPS) 
User Terminations Not Initiated Timely  

Allmond identified two users that separated from the Agency whose user access 
forms were not initiated in a timely manner to terminate their access to FPPS. 

                                             
1 See Quality Control Review of the Independent Auditor’s Report on the National Transportation Safety Board’s Audited 
Financial Statements for Fiscal Years 2022 and 2021 (OIG Report Number QC2023004), November 8, 2022. 
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Termination of users’ access to FPPS was not processed concurrently with the 
users’ separation from the Agency and the removal of access to other NTSB 
systems. NTSB relies on its service provider to terminate an employee’s user 
access to FPPS when NTSB initiates a personnel action related to separation from 
the Agency, such as retirement, transfer, or termination. The service 
organization’s automated process, which should have terminated the user 
accounts on the effective dates of the employee separation personnel actions, 
did not terminate the users’ FPPS accounts timely. Further, NTSB’s monitoring 
control (i.e., the periodic review of user accounts) is not performed frequently 
enough, or is not performed at an appropriate level of precision, to identify user 
accounts that should have been terminated. 

Recommendations 
Allmond made three recommendations to enhance NTSB’s policies and 
procedures over financial, accounting, and system controls: 

1. Enforce the agency’s FPPS user termination process to require the 
completion and submission of an FPPS User Access Form to the service 
provider immediately upon separation of all FPPS users from the agency. 

2. Work with the service organization to determine why the termination date 
for the user accounts did not agree with the effective date of the 
personnel actions for the employee separations. 

3. At least quarterly, perform a review of all FPPS users. If any separated 
employees, or any other system users who no longer need access, are 
identified in the listing, then work with the service organization to 
determine why this occurred and what actions are necessary to resolve 
the issue. 

NTSB officials concurred with these three recommendations and committed to 
implementing corrective actions.  

Quality Control Review 
We performed a quality control review (QCR) of Allmond’s management 
letter and related documentation. Our QCR disclosed no instances in 
which Allmond did not comply, in all material respects, with generally 
accepted Government auditing standards. 
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We appreciate the cooperation and assistance of NTSB’s representatives and 
Allmond. If you have any questions about this report, please contact me or Ingrid 
Harris, Program Director. 

Sincerely, 

 

Dormayne “Dory” Dillard-Christian 
Assistant Inspector General for Financial Audits 
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Chair, National Transportation Safety Board 
Inspector General, U.S. Department of Transportation 

We audited the National Transportation Safety Board (NTSB) financial statements as of 
09/30/2022 and for the year then ended and issued our report dated November 6, 2022 under separate 
cover. 

In planning and performing our audit, we considered NTSB’s internal controls to determine 
auditing procedures for the purpose of expressing an opinion on the financial statements and not to 
provide assurance on the internal controls. Though not considered to be material weaknesses or 
significant deficiencies, we noted additional matters involving internal control that are presented in this 
letter for NTSB management’s attention and consideration. Exhibit I presents the status of prior year 
findings and recommendations. 

The purpose of this report is solely for the information and use of NTSB management. We 
appreciate your assistance and cooperation during the audit and look forward to serving you in the near 
future. 

Sincerely, 

Allmond & Company, LLC
Lanham, MD 
November 6, 2022 
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 Allmond & Company audited the accompanying balance sheet of the National Transportation 
Safety Board(NTSB) as of September 30, 2022, and the related statements of net cost, changes in net 
position, and budgetary resources for the year then ended (the financial statements).We noted one matter 
involving NTSB’s internal controls and/or operations that we believe warrant management’s attention; 
however, this issue was not considered to be a significant deficiency or a material weakness. 
 
 Under standards issued by the American Institute of Certified Public Accountants, a deficiency in 
internal control exists when the design or operation of a control does not allow management or employees, 
in the normal course of performing their assigned functions, to prevent or to detect and correct 
misstatements on a timely basis. A material weakness is a deficiency, or combination of deficiencies, such 
that there is a reasonable possibility that a material misstatement of the entity’s financial statements will 
not be prevented, or detected and corrected, on a timely basis. A significant deficiency is a deficiency or a 
combination of deficiencies, in internal control that is less severe than a material weakness yet important 
enough to merit the attention by those charged with governance. There were no significant deficiencies or 
material weaknesses noted during our audit of NTSB’s FY 2022 financial statements. 
 

We noted the following control deficiency during our audit: 
 

1. Federal Personnel Payroll System (FPPS) User Terminations Were Not Initiated Timely 

 
This condition is discussed in detail in the finding outlined below: 
 

 
FINDING 1:  Federal Personnel Payroll System (FPPS) User Terminations Not Initiated Timely 
 
CONDITION 
 
During our review of National Transportation Safety Board (NTSB) fiscal year (FY) 2022 user access 
permissions for the Federal Personnel Payroll System (FPPS), we noted the following conditions: 
 

• For two of  ten FPPS users tested, a user access termination form was not initiated timely to 
terminate the user’s access to FPPS. 

• The service organization’s automated process, which should have terminated the user accounts on 
the effective dates of the employee separation personnel actions, did not terminate the users’ FPPS 
accounts timely. 

• The number of days between the date of separation and the termination of the FPPS user accounts 
was 110 days for an employee who separated from the agency during FY 2022 and 229 days for an 
employee who separated from the agency during FY 2021. 

 
CRITERIA 

National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53, Revision 4, 
Security and Privacy Controls for Federal Information Systems and Organizations, Section AC-2, Account 
Management, states: 
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 “The organization: 

Creates, enables, modifies, disables, and removes information system accounts in accordance with 
NTSB’s Information Technology Identification and Authentication Policy and the security 
requirements of the hosting entity/shared service provider, the U.S. Department of the Interior 
(DOI) Interior Business Center (IBC).” 

 
The U.S. Department of the Interior (DOI) Interior Business Center (IBC) Standardized Service Level 
Agreement (SLA) for Fiscal Year 2022, Section 14. Appendix C, Section B.2, Customer Responsibilities 
for Personnel Security/Credential Services Support, states that NTSB must: 
 

“Provide agency documentation necessary to allow IBC to execute its responsibilities under this 
agreement, e.g. Personnel Security policies and regulations, credential policies and regulations, 
etc.” 

 
NTSB FPPS Standard Operating Procedure, implemented April 1, 2018, states, “The FPPS account/User 
ID must be deleted if an employee no longer needs access to FPPS. The Senior SPOC will obtain the 
approval of the Data Custodian and remove the user’s access in FPPS. An account deletion request will be 
sent to the IBC to remove the employee from the security module.” 
 

CAUSE 

• Termination of user access to the FPPS system is not processed concurrently with the users’ 
separation from the agency and the removal of access to other NTSB systems. 

• NTSB relies on the service provider’s automated process to terminate an employee user’s access 
to FPPS when a personnel action relating to separation from the agency (e.g., retirement, transfer, 
or other termination action) is initiated by NTSB. If the triggering event does not occur or an issue 
with the automated process occurs, the user account will not be terminated. 

• NTSB’s monitoring control (i.e., the periodic review of user accounts) is not performed frequently 
enough, or is not performed at an appropriate level of precision, to identify user accounts that should 
have been terminated. 

 
EFFECT 

The following effects could negatively impact the accuracy and integrity of the FPPS system and data: 

• Termination of separated employees’ and contractors’ access to the NTSB system without also 
terminating the FPPS user account could result in unauthorized use of the account by third-parties 
who have access to the NTSB FPPS access point using the separated employee or contractor’s 
FPPS account during the period between the individual’s separation and the date that the FPPS user 
account was terminated. 

• Permission settings in FPPS allow a user to either initiate or approve transactions, but not both. 
This segregation of duties control could be circumvented if a separated user’s account is used by a 
third party with complementary permissions. 

• Certain control objectives of the service organization can be achieved only if complementary client 
controls are suitably designed and operating effectively. 
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RECOMMENDATION 

We recommend that NTSB: 
 

• Enforce the agency’s FPPS user termination process to require the completion and submission of 
an FPPS User Access Form to the service provider immediately upon separation of all FPPS users 
from the agency. 

• Work with the service organization to determine why the termination date for the user accounts did 
not agree with the effective date of the personnel actions for the employee separations. 

• At least quarterly, perform a review of all FPPS users. If any separated employees, or any other 
system users who no longer need access, are identified in the listing, then work with the service 
organization to determine why this occurred and what actions are necessary to resolve the issue. 

 
MANAGEMENT RESPONSE 
 
NTSB Management concurred with the condition and will consider the recommendations provided when 
determining if a corrective action plan should be developed once the audit concludes. 
 
General Comments 

NTSB agrees timely termination of user access is an important control that did not work in the two cited 
instances. FPPS requires use of a PIV card which is an effective compensating control protecting the 
agency. Nonetheless, we concur with the auditor’s recommendations and will take steps to implement them. 
 

AUDITORS’ RESPONSE 

We will conduct follow-up procedures in FY 2023 to determine whether corrective actions have been 
developed and implemented.
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The following table provides the fiscal year (FY) 2022 status of all recommendations included in the 
Management Letter Report on NTSB’s FY 2020 Financial Statements (November 6, 2020). 
 

FY 2020 
Finding 

FY 2020 Recommendation FY 2022 
Status 

   

 

Federal Personnel 
Payroll System 
(FPPS) User 
Terminations 
Were Not Initiated 
Timely 

(2020-01) 

Recommendations:  

We recommended that: 

1. Management should redesign the agency’s personnel 
actions process to ensure that the submission of a Request 
for Personnel Actions form is processed promptly upon the 
notification of an employee’s separation or termination. 
 

2. Management should redesign the agency’s FPPS user 
termination process to require the completion and 
submission of an FPPS User Access Form to the service 
provider immediately upon the separation of an FPPS user 
from the agency. 

 

 

Closed 

 

Open 

 

Improvements 
Needed Over the 
Tracking and 
Collection of 
Reimbursable 
Agreements 

(2020-02) 

We recommended that: 

1. Management should perform a review of its Reimbursable 
Agreements Summary report to verify that the open balance 
amount for each agreement is correct. 

2. Management should perform a review of agreements for 
which goods or services have been provided to ensure that 
billing and collection procedures have been completed or 
initiated. 

3. Management should record an accrual for earned revenue 
that has not been collected as of the end of the reporting 
period. 

 

Closed 

 
 
Closed 

 

 

Closed 

Oracle Federal 
Financials (OFF) 
System New User 
Account 
Authorizations 
Were Not 
Accurate 

(2020-03) 

We recommended that: 

1. Management should perform a review of each user’s access 
permissions immediately after each OFF User Access Form 
is processed by DOI IBC to ensure that only the 
permissions that were requested were granted. 

2. Management should redesign the quarterly review process 
to include a review of each employee’s system permissions 
to verify that all users’ access permissions do not exceed 
the permissions requested and least privilege guidelines. 

 

Closed 

 

 

Closed 
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Computation and 
Review of 
Imputed Costs and 
Financing Sources  

(2020-04) 

We recommended that: 

1. The Office of the Chief Financial Officer (OCFO) should
enhance its existing internal control procedures over the 
review and approval of journal vouchers to ensure that the 
basic pay data used to compute imputed cost and financing 
sources is complete and accurate and all cost factors are 
included in the calculation. 

Closed 
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