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What We Looked At  
Unmanned Aircraft Systems (UAS) serve diverse sectors of the economy and are rapidly growing in 
number across the Nation. As UAS technology and physical and operational characteristics evolve, 
opportunities for some systems to evade detection and create challenges for the National Airspace 
System (NAS) arise. Many UAS are used for legitimate operations; however, the systems can also be 
used for malicious or disruptive activities by terrorists, criminal organizations, or other lone actors. To 
respond to these threats, private industry has developed countermeasure or mitigation technologies 
referred to as counter-UAS (C-UAS). Given the increasing safety and security concerns related to UAS, 
the Ranking Members of the House Committee on Transportation and Infrastructure and its 
Subcommittee on Aviation requested that we assess the Federal Aviation Administration’s (FAA)  
C-UAS coordination efforts. Accordingly, our objectives were to assess (1) FAA’s process for 
coordinating with other Federal agencies authorized to issue guidance and implement the use of  
C-UAS technologies and (2) strategies undertaken by FAA to ensure that the use of C-UAS 
technologies by other authorized agencies do not adversely affect aviation and aerospace safety.  

What We Found 
FAA is coordinating with Federal agencies that use UAS detection and C-UAS technologies to ensure 
there is no impact to the NAS by such use. However, FAA has not conducted a strategic assessment of 
the UAS detection and C-UAS program to ensure it has the resources needed and agile coordination 
processes in place to keep pace with increasing demand. Further, because FAA has not yet completed 
the necessary testing of UAS detection and C-UAS technologies, the Agency cannot fully assess their 
impact to aviation safety and security, and may not understand those impacts for several years. 

Our Recommendations  
FAA concurred with all three recommendations to improve the effectiveness of its C-UAS coordination 
and testing programs and provided appropriate actions and completion dates. We consider these 
recommendations resolved but open, pending completion of planned actions. 
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U. S. Department of Transportation 
Office of Inspector General 

Memorandum 
Date:  March 30, 2022  

Subject:  ACTION: While FAA Is Coordinating With Other Agencies on Counter-UAS, Delays 
in Testing Detection and Mitigation Systems Could Impact Aviation Safety | 
Report No. AV2022026 

From:  Nelda Z. Smith 
Acting Assistant Inspector General for Aviation Audits 

To:  Federal Aviation Administrator  

Unmanned Aircraft Systems (UAS), often referred to as drones, serve diverse 
sectors of the economy such as entertainment and recreation; agriculture; real 
estate; and Federal, State, and local governments. UAS’ rapidly evolving 
technology and physical and operational characteristics allow some systems to 
evade detection, which creates challenges for the National Airspace System 
(NAS). According to the Federal Aviation Administration (FAA), there are currently 
over 865,000 registered drones,1 including both recreational and commercial 
UAS, while FAA’s own aerospace forecast indicates those numbers could grow to 
over 2 million aircraft by the end of 2022.2 Despite the use of UAS for legitimate 
operations, the systems can be used for malicious or disruptive activities by 
terrorists, criminal organizations, or other lone actors. To respond to these 
threats, private industry has developed countermeasure or mitigation 
technologies referred to as counter-UAS (C-UAS). 

1 FAA data as of November 2021. 
2 FAA, Aerospace Forecast Fiscal Years 2021–2041, for both recreational and commercial UAS. 

C-UAS technologies serve to detect; identify; monitor; track; and, in some cases, 
mitigate UAS. Four Federal departments (Department of Defense [DOD], 
Department of Homeland Security [DHS], Department of Justice [DOJ] and 
Department of Energy [DOE]) have been given statutory relief from certain 
criminal laws that might otherwise prevent those Departments from taking 
mitigation actions presented by UAS threats. These Departments3 are responsible 
for coordinating with FAA to ensure that C-UAS technology and its operating 
guidance and implementation will not adversely affect aviation safety, civilian 

                                             

3 DOD, DHS, DOJ, DOE, and these Departments’ subordinate agencies authorized to use C-UAS systems. 
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aviation and aerospace operations, aircraft airworthiness, or the use of domestic 
airspace.4 Further, the FAA Reauthorization Act of 2018 required FAA to develop 
a plan for authorizing C-UAS systems in the NAS and to conduct C-UAS testing, 
including evaluating UAS detection and mitigation capabilities.5  

4 10 U.S. Code (U.S.C.) § 130i; 6 U.S.C. § 124n; 50 U.S.C. § 2661. 
5 49 U.S.C. § 44810. 

Given the increasing safety and security concerns related to UAS, the Ranking 
Members of the House Committee on Transportation and Infrastructure and its 
Subcommittee on Aviation requested that we assess FAA’s C-UAS coordination 
efforts. Accordingly, our objectives were to assess (1) FAA’s process for 
coordinating with other Federal agencies authorized to issue guidance and 
implement the use of C-UAS technologies and (2) strategies undertaken by FAA 
to ensure that the use of C-UAS technologies by other authorized agencies do 
not adversely affect aviation and aerospace safety. 

We conducted this audit in accordance with generally accepted Government 
auditing standards. Exhibit A details our scope and methodology. Exhibit B lists 
the organizations we visited or contacted, and exhibit C lists the acronyms used 
in this report. 

We appreciate the courtesies and cooperation of Department of Transportation 
(DOT) representatives during this audit. If you have any questions concerning this 
report, please call me at (202)-366-2140 or Tina Nysted, Program Director at 
(404) 562-3770.  

cc: The Secretary 
DOT Audit Liaison, M-1  
FAA Audit Liaison, AAE-100  
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Results in Brief 
FAA is coordinating with Federal agencies regarding UAS 
detection and C-UAS use, but has not assessed its resources 
or organizational structure for future program growth. 

As required by law, FAA is coordinating with the four Federal agencies (DOD, 
DHS, DOJ, and DOE) granted relief from Federal criminal laws to use UAS 
detection and C-UAS technologies6 to ensure the NAS is not negatively impacted. 
While the exact method of coordination is not specified in law, each Department 
is required to coordinate7 with FAA on specific actions/technologies that might 
affect aviation safety, civilian aviation and aerospace operations, aircraft 
airworthiness, or the use of the airspace. FAA participates with these Departments 
in biweekly coordination meetings focusing on plans for future UAS detection 
and C-UAS use and on other related UAS security matters. However, FAA is not 
strategically positioned for projected future growth, as the Agency experienced a 
340 percent increase in UAS detection and C-UAS coordination requests from 
2019 to 2020. In particular, FAA has not assessed its internal program resources 
to ensure it can meet anticipated future growth or implemented improvements 
to address program inefficiencies. For example, FAA has not conducted a 
resource assessment to determine the necessary structure and staffing needed to 
meet the increasing demands of the program. Many of the staff involved in C-
UAS coordination efforts do so as an ancillary duty as their primary 
responsibilities involve other UAS-related functions. As a result, FAA may not be 
prepared to efficiently respond to future growth in UAS detection and C-UAS 
coordination requests.  

Delays in the testing of UAS detection and mitigation systems 
could impact aviation safety. 

While FAA has completed evaluations of certain detection technology to meet 
requirements of the 2016 FAA Extension, Safety and Security Act, the Agency has 
not yet completed testing plans required in the 2018 FAA Reauthorization Act. 
Phase One of FAA’s Airport UAS Detection and Mitigation Research Program will 
test and evaluate the safety of integrating systems capable of detecting and 
mitigating unmanned aircraft in the airport environment. However, FAA faces 
significant challenges to achieving its original Phase One milestones due to 
COVID-19 related impacts on FAA, host airports, and the contractors participating 
in this testing. For example, although FAA was originally scheduled to begin 
testing in early 2021, FAA has not yet selected all of the UAS detection and 

                                             
6 6 U.S.C. § 124n(b)(4). 
7 The requirement for and procedures necessary to obtain FAA concurrence prior to C-UAS use are contained in the 
guidance documents published by each agency. 
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C-UAS technologies or systems to be tested. This is because some technology 
vendors are experiencing supply chain delays for obtaining system components, 
and FAA researchers have had their on-site time reduced at the FAA Technical 
Center due to COVID restrictions. As a result of these delays, FAA will not have 
Phase One testing results until at least 2024—which could result in delays to 
subsequent phases and thus delay the potential safety benefits of C-UAS 
systems. Ultimately, while FAA continues to work with security partners to deploy 
C-UAS technology for national security interests, FAA may not know the full 
impacts of UAS detection and C-UAS technology to aviation safety, specifically in 
an airport environment, until 2024 at the earliest.  

We are making recommendations to help FAA improve its UAS detection and 
C-UAS program strategic planning and mandated testing. 

Background 
In the last decade, the number of UAS in use throughout the United States has 
seen remarkable growth. In its most recent aerospace forecast, FAA anticipates 
that commercial and recreational UAS use could surpass 2 million aircraft by the 
end of 2022. While UAS dimensions can range from a wingspan as large as a jet 
airliner or as small as an insect, all UAS weighing over 0.55 pounds must be 
registered8 with FAA before flight. UAS’ rapidly evolving technology and physical 
and operational characteristics allow some systems to evade detection, which 
creates challenges to protecting the NAS.  

8 All UAS weighing less than 0.55 pounds unless operating exclusively under the Exception for Recreational Flyers. 

As the number of these systems has steadily increased, so too have security and 
safety concerns. These include safety concerns about drones operating near 
airports, as well as security concerns related to malicious use of drones near 
sensitive sites and events. For example, the U.S. Forest Service reported that 
drones encroached firefighting airspace 34 times in 2021, and 12 of these 
incursions caused planes to be grounded because drones were flying too close to 
wildfires. Reports from pilots, citizens, and law enforcement of drones operating 
outside of authorized airspace have also increased over the past 2 years, and 
since November 2014, FAA has recorded over 12,000 of these sightings. FAA now 
receives more than 100 such reports each month and is working closely with the 
law enforcement community to identify and investigate unauthorized unmanned 
aircraft operations.  

                                             



 

AV2022026   5 

UAS Detection and C-UAS Technologies 

Four Federal agencies—DOD, DOJ, DOE, and DHS—have been given statutory 
authority9, notwithstanding other specified provisions of Federal law, to detect 
and mitigate UAS threats. These Departments and their subordinate agencies 
authorized to use C-UAS systems are responsible for coordinating with FAA to 
ensure that UAS detection and C-UAS technology, use, and operating guidance 
will not adversely impact or interfere with safe airport operations, navigation, air 
traffic services, or the safe and efficient operation of the NAS. These Departments 
are also required to coordinate with FAA when issuing guidance on the use of 
C-UAS to protect certain facilities and assets, such as military storage of high-
yield explosive munitions.10 

9 Congress provided DOD and DOE with relief from Federal criminal laws that might otherwise prevent those 
departments from authority to responding to UAS that pose a threat to designated facilities and assets in the Fiscal 
Year 2017 and 2018 National Defense Authorization Acts. Similar relief was granted to DOJ and DHS in the Preventing 
Emerging Threats Act of 2018.  
10 10 U.S.C. § 130i defines requirements for DOD regarding protection of certain facilities and assets from unmanned 
aircraft. 

Technologies that detect, identify, monitor, track—and, if needed, mitigate—
UAS-based threats and safety hazards are broken into two primary categories: 
detection and mitigation. Detection can occur through radar and radio frequency 
(which are the most common), electro-optics, or acoustic sensors as shown in 
figure 1. There are no nationally recognized standards for detection or classifying 
UAS at this time, and detection systems may not have the ability to determine 
intent or a level of threat posed by a UAS.11 

                                             

11 Trained C-UAS operators can use information provided by a detection system to assist in their threat 
determinations. 
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Figure 1. C-UAS System Capabilities 

 

Source: OIG analysis of industry and FAA data 

C-UAS systems equipped to mitigate UAS generally fall into two broad categories 
of techniques: non-kinetic and kinetic. Non-kinetic/electronic techniques involve 
disrupting, disabling, or taking control of the UAS through electronic means. 
Kinetic techniques involve disabling or destroying the UAS through physical 
means. To date, a sampling of the commercial C-UAS mitigation technology 
market disclosed that non-kinetic techniques are more prevalent than kinetic 
capabilities, as shown in figure 2. 
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Figure 2. Technology Used for UAS Mitigation 

 

Source: OIG analysis of research on mitigation systems currently available worldwide12

12 Lykou, Georgia; Moustakas, Dimitrios; and Gritzalis Dimitris, “Defending Airports from UAS: A Survey on Cyber-
Attacks and Counter-Drone Sensing Technologies,” Sensors, June 22, 2020. 

 

Because acquisition and use of certain UAS detection and mitigation systems and 
technologies may implicate certain Federal criminal laws, FAA, DOJ, DHS, and the 
Federal Communications Commission (FCC) issued a legal advisory to non-
Federal entities interested in the use of such systems in August 2020.13 

13 The Advisory (Counter UAS [C-UAS] Advisory on the Application of Federal Laws to the Acquisition and Use of 
Technology to Detect and Mitigate Unmanned Aircraft Systems, Aug. 17, 2020) provides an overview of various 
provisions of the U.S. criminal code, as well as Federal laws and regulations related to aviation safety and efficiency, 
transportation and airport security, and the radio frequency spectrum administered by FAA, DHS, and FCC, 
respectively. 

FAA UAS Detection and C-UAS Testing Strategy 

The 2016 FAA Extension, Safety and Security Act (Section 2206) required FAA to 
establish a pilot program for airspace hazard mitigation at airports and other 
critical infrastructure using unmanned aircraft detection systems.14 FAA selected 
four airports to determine how the systems would perform under varying 
geographical conditions and terrestrial challenges such as large bodies of water. 
FAA and partnered Federal agencies assessed the five UAS detection technologies 
shown in figure 3 below from February 2016 through December 2017.  

                                             

14 The C-UAS technology assessment required by Section 2206 took place from 3 days to 1 week at each of the 
following airports: Atlantic City International Airport (Atlantic City, NJ); John F. Kennedy International Airport (Queens, 
NY); Denver International Airport (Denver, CO); and Dallas-Fort Worth International Airport (DFW Airport, TX). 
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Figure 3. 2016 UAS Detection Technologies Tested 

 
Source: FAA data and industry photographs  

To assess these detection technologies, FAA sponsored UAS operations of 
different styles, colors, and shapes (such as fixed wing and rotary wing) in the 
airspace around each airport to determine if the tested system’s detection 
sensors were effective without adversely impacting or interfering with safe airport 
operations, navigation, air traffic services, or the safe and efficient operation of 
the NAS. C-UAS mitigation capabilities were not tested initially due to the 
potential adverse effects to safety, operational impacts, and legal constraints. 

Later, the FAA Reauthorization Act of 2018 prescribed additional requirements for 
C-UAS detection and mitigation testing for FAA15 to include: 

• developing a plan, in conjunction with the Secretary of Defense, the 
Secretary of Homeland Security, and the heads of other relevant Federal 
departments and agencies, for the certification, permitting, authorizing, or 
allowing of C-UAS systems or technologies in the NAS and chartering an 
aviation rulemaking committee to make recommendations for the plan; 

• developing policies, procedures, or protocols that will allow appropriate 
FAA officials to utilize C-UAS systems or technologies; 

• testing and evaluating C-UAS detection or mitigation technologies at five 
airports; and  

                                             
15 49 U.S.C.  § 44810. 
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• using C-UAS systems and technologies to detect and mitigate the 
unauthorized operation of an UAS that poses a risk to aviation safety in 
the course of the required test and evaluation.  

A comparison between the two testing programs (the UAS Detection Pilot Project 
and the Airport UAS Detection and Mitigation Research Program) can be found in 
exhibit D.  

FAA Is Coordinating With Federal Agencies 
Regarding UAS Detection and C-UAS Use but Has 
Not Assessed Its Ability To Meet the Demands of 
Future Program Growth 

FAA has implemented a process to assess the UAS detection and C-UAS 
coordination requests it receives from authorized Departments to ensure the 
safety of the NAS.  However, FAA has not conducted a strategic assessment to 
determine the future needs of the program, including staffing, organizational 
structure, and the processing workflow for UAS detection and C-UAS concurrence 
that could enhance program effectiveness. As a result, FAA may not be well 
positioned to meet increasing C-UAS coordination requirements and use 
requests.  

FAA Is Coordinating With Federal 
Agencies That Request To Use UAS 
Detection and C-UAS Technologies 

FAA is coordinating with DOD, DHS, DOJ, and DOE to ensure the NAS is not 
negatively impacted. Specifically, FAA’s role in coordinating the use of UAS 
detection and C-UAS at certain events is to ensure that the technology, use, and 
operating guidance will not adversely affect aviation safety and the use of civil 
airspace. Because the method of coordination is not specified in law, the process 
varies by Department depending on the need, such as the event or location to be 
protected or the duration of the requirement. Many UAS detection and C-UAS 
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deployments are conducted for high-risk events16 (e.g., Presidential Inauguration, 
political conventions, Super Bowl, Daytona 500 NASCAR race), and at other 
authorized locations such as Federal prisons. As part of this process, FAA 
participates in biweekly coordination meetings with the four Federal Departments 
to discuss future use, evolving Departmental policy changes, and other UAS 
security matters. FAA is also involved in additional working groups established to 
address UAS security issues.  

16 Special Event Assessment Rating (SEAR) events are voluntarily submitted special events, which are sent to DHS by 
state, local, and Federal officials for a risk assessment. DHS applies a risk-based methodology to all submitted events 
and assigns them a SEAR rating. This methodology considers the threat, vulnerability, and consequences for each 
event. 

FAA does not authorize or approve the use of UAS detection and C-UAS systems. 
Rather, the Agency is required to assess whether the use of the technology will 
negatively impact the NAS. To accomplish this, FAA assesses the UAS detection 
or C-UAS system radio spectrum impacts to aviation systems and facilities and 
provides fair warning to UAS operators (in the form of temporary flight 
restrictions/Notices to Air Missions [NOTAMs]). FAA also notifies air traffic control 
facilities when C-UAS technology could be used and potentially affect traditional 
aircraft. In addition, FAA publishes press releases and social media broadcasts 
that notify pilots of no-drone zones around restricted airspace and events, as 
shown in figure 4. 

Figure 4. FAA Twitter Post for 2022 Super Bowl 

 

Source: FAA (posted on January 26, 2022) 
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FAA Is Not Strategically Positioned for 
Future UAS Detection and C-UAS 
Program Growth 

As required by law, authorized Departments must coordinate with FAA regarding 
proposed uses of C-UAS technology before the systems are used, unless FAA has 
determined that the C-UAS technology does not impact the NAS and does not 
implicate the necessity for relief from the specified criminal laws. The number of 
coordination requests has grown substantially over the last 4 years, as shown in 
table 1. For example, the number of requests that FAA received in calendar year 
2020 represents more than a 340 percent increase from the prior year and the 
increase from 2020 to 2021 doubled. 

Table 1. C-UAS Requests Received by FAA, 2018–2021  

2018 2019 2020 2021 

5 34 150 302 

Source: FAA 

Given this growth in requests, FAA has not reassessed its personnel resources and 
organizational structure to ensure it can keep pace with potential program 
growth. Under FAA’s current structure, FAA does not have staff dedicated solely 
to processing and evaluating coordination requests from Federal agencies 
seeking to use UAS detection and C-UAS equipment. Rather, these staff members 
are subject matter experts that assume these responsibilities in addition to their 
other duties.17 Moreover, they come from different program offices within FAA. 
For example, the UAS Security Office within FAA’s Office of Security and 
Hazardous Materials Safety, serves as the interagency point of contact for 
coordination, while the System Operations Security Office within FAA’s Air Traffic 
Organization (ATO), conducts an airspace risk assessment, which includes a 
spectrum impact assessment from the ATO’s Spectrum Office, and signs off on 
final concurrence. This creates a potentially complex coordination process within 
FAA, as illustrated in figure 5. The lack of staff dedicated solely to processing UAS 
detection and C-UAS coordination requests may create challenges for FAA if the 
number of coordination requests continue to grow. 

                                             
17 In contrast, FAA has Federal employees and contract staff dedicated full-time to the Section 383 airport testing 
program. 
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Figure 5. FAA Offices Involved in UAS Detection and C-UAS 
Coordination 

 

C-UAS 
Function

Air Traffic 
Organization 

(ATO)
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(ATO)

Systems 
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Services 
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Security and 
Hazardous 
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Office of 
NextGen 

(ANG)
Office of 

Airports (ARP)

Office of the 
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(AGC)

Office of 
Aviation Safety 

(AVS)

Source: OIG analysis of FAA data  

In addition, many of the UAS detection and C-UAS requests are submitted to FAA 
on a very short turnaround and often require work outside of normal duty hours 
in order to meet rapidly changing law enforcement or security events. This type 
of “on-call” duty places a tremendous burden on employees over time, 
particularly if only a few people are assigned to the task, further exacerbating 
staffing uncertainties.  

FAA staff assigned to review UAS detection and C-UAS requests have only 
recently begun assessing areas that may improve the turnaround time for these 
requests. Yet, as workload increases and staffing needs remain unclear, the 
Agency may need to accelerate these review efforts. For example, FAA currently 
processes 16 different UAS detection and C-UAS request templates used by  
20 different agencies across the four Departments. DOJ representatives stated 
that template standardization is difficult to achieve, given that UAS detection and 
C-UAS use cases, as well as operational authorities and concepts, differ not only 
between Departments, but also between components within Departments (e.g., 
mobile system versus fixed facility, military versus law enforcement/public safety 
mission, etc.). FAA officials did state that multiple formats result in additional 
work for FAA staff to ensure requests contain all of the required information. 
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Ultimately, improvements in the request cycle process could be important to 
ensuring timely future coordination. 

Further, FAA has not finalized its own internal UAS detection and C-UAS 
processing guidance to ensure its offices complete each coordination step and 
the appropriate office retains the documents because coordination documents 
are maintained by different FAA offices. FAA’s Counter UAS Coordination 
Workflow document that outlines the Agency’s internal coordination process is 
still a pre-decisional draft document issued in December 2018. According to FAA, 
the Agency is re-evaluating the current coordination process and working 
towards the development of a performance based oversight methodology versus 
an individual C-UAS use evaluation process. However, documenting the process 
flow of UAS detection and C-UAS requests would also be helpful to newcomers 
to the program in the event of employee turnover.   

As a result of these issues, FAA may be missing an opportunity to enhance its 
ability to respond to requests from Federal agencies promptly and with minimal 
resources if the program continues to grow. 

Delays in the Testing of UAS Detection and 
Mitigation Systems Could Impact Aviation Safety  

FAA has developed UAS detection and C-UAS mitigation testing plans to meet 
the requirements of the 2018 FAA Reauthorization Act under the Airport UAS 
Detection and Mitigation Research Program. Detection and mitigation testing is 
only the first phase of a five-phased plan to safely introduce C-UAS technologies 
that do not adversely affect the airport environment. As of December 2021, FAA 
had not yet started testing. This is due to COVID-19-related circumstances that 
delayed FAA in selecting C-UAS technologies and beginning the testing process. 
As Phase One testing was not originally planned to conclude until the end of 
2023, ongoing delays could impact aviation safety by delaying the 
implementation and potential safety benefits of these systems. FAA will likely not 
be able to assess the full impacts of UAS detection and C-UAS deployments on 
aviation safety in the airport environment until 2024 at the earliest. 

As required by Section 2206 of the 2016 FAA Extension, Safety and Security Act, 
FAA completed a pilot project to assess certain UAS detection technologies. To 
accomplish this, FAA collaborated with other Federal agencies to assess five UAS 
detection technologies from February 2016 through December 2017. During this 
testing, FAA found that airport environments with high radio spectrum 
congestion made UAS detection difficult or impossible. FAA also found several 
drawbacks with the assessed detection technologies, such as lack of radio 
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frequency accuracy to vendor specifications, technology readiness, the need for 
human intervention to determine false positives and actually operate the systems, 
and several other factors. These findings revealed that the technology was not 
ready or appropriate for use in airport environments. As a result, FAA chose to 
work with its security partners to communicate these challenges and identify 
opportunities to advance UAS integration (such as remote identification of UAS 
operators). 

Subsequently, the 2018 FAA Reauthorization Act required FAA to conduct 
additional testing on both UAS detection and mitigation capabilities. The 
development of the Airport UAS Detection and Mitigation Research Program is 
the first step in FAA’s five-phased plan (see figure 6) to meet its congressional 
requirements. 

Figure 6. FAA Phased UAS Detection and C-UAS Program Plan  

 
Source: FAA 

FAA’s Airport UAS Detection and Mitigation Research Program will test and 
evaluate at least 10 detection and C-UAS technologies or systems18 that can 
detect and mitigate potential aviation threats or safety risks posed by UAS at 
5 U.S. airports.19 Information gained from this program will assist FAA in 
developing a plan for certifying, permitting, authorizing, or allowing deployment 
of UAS detection and mitigation technologies in the future. This testing and 
evaluation effort is scheduled to be completed in 2023. As this testing is just now 
getting started, completing all five phases of this program could take years.  

                                             
18 FAA will count systems that may incorporate several different types of technologies as one technology/system. 
19 FAA selected the following five airports: Atlantic City International Airport (Atlantic City, NJ); Syracuse Hancock 
International Airport (Syracuse, NY); Rickenbacker International Airport (Columbus, OH); Huntsville International 
Airport (Huntsville, AL); and Seattle-Tacoma International Airport (Seattle, WA). The Seattle-Tacoma International 
Airport was selected as one of the top 10 ranking airports for most recent Passenger Boarding Data.   
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FAA is in the first phase of this effort and has selected the airports to host the 
testing, as shown in figure 7. To select these airports, FAA used a research team 
and considered several factors such as geography, ambient noise, proximity to 
metropolitan areas, and airport infrastructure for testing UAS detection and 
C-UAS technologies. 

Figure 7. Airports Selected for the UAS Detection and Mitigation 
Research Testing Program 

 

Source: OIG analysis of FAA data 
FAA has awarded a contract for the first UAS detection technology (a radio 
frequency-passive detection system) on which FAA plans to begin testing in 
February 2022. FAA will evaluate technologies or systems with radio frequency, 
radar, optical, or acoustic sensors that can detect UAS, as well as technologies or 
systems that can mitigate UAS using physical intervention. However, FAA has not 
yet selected all of the UAS detection and C-UAS technologies or systems to be 
tested in this first testing round. According to FAA, vendors that have been 
selected or are being considered for participation in the testing may have COVID-
related supply chain issues. For example, FAA contracted with its first vendor in 
early July 2021, but the vendor’s system was not installed until December 2021. 
Ultimately, FAA will use UAS of various designs, sizes, colors, and operational 
speeds, etc. to test the selected UAS detection and C-UAS systems under 
different scenarios. FAA will only include in the second round of testing those 
technologies or systems that performed successfully during the first round. 
However, not having all technology vendors selected and contracted for at the 
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beginning of testing may impact the duration of testing due to supply chain, 
installation, and FAA operator training requirements.  

FAA selected the Atlantic City International Airport (Atlantic City, NJ) as the first of 
the five airports to conduct a preliminary evaluation of all selected technologies 
or systems. To establish baseline performance data, FAA will perform testing at 
this airport for 3 to 4 months. This testing was supposed to begin in early 2021, 
but FAA now anticipates testing to begin in February 2022. The Agency will also 
conduct follow-on testing simultaneously over 14 months at the remaining four 
airports. FAA just also recently completed a site survey at the Syracuse 
International Airport to prepare for installation of test equipment and to identify 
suitable off airport locations to launch and recover target UAS. This second round 
of testing is planned to continue evaluating how different airport variables affect 
the performance of each UAS detection and C-UAS technology or system. 

It is important to note that other Federal agencies are conducting similar testing 
and share information with FAA. For example, DHS is conducting its Air Domain 
Awareness Program on the U.S. northern border and must obtain concurrence for 
each UAS detection and C-UAS deployment with FAA. Table 2 below shows 
several important tasks required under Section 383 of the 2018 FAA 
Reauthorization Act that FAA has already completed and those still needing to be 
completed.  

Table 2. Section 383 Completed and Pending Testing Tasks   

Work Completed 

• Announced Detection/Mitigation Technology solicitation 
• Selected/contracted with UAS flight services provider 
• Selected five airports to support testing 
• Completed site work at first testing airport (Atlantic City International Airport - ACY) 
• Identified, received approval, and completed coordination for 20 ACY UAS launch sites 
• Received approval for all UAS practice flights 
• Selected/contracted with first detection vendor 
• Completed site survey at second airport 
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Work Remaining 
• Select remaining mitigation systems to be tested 
• Contract with remaining selected detection/mitigation vendors 

• Completion of Mitigation Testing Plan and Test Cards 

• Approval of Mitigation Test Plan and Test Cards at each airport through FAA Safety Risk 
Management Process 

• Assess FAA employee training and assignment needs to support concurrent testing 
operations 

• Obtain required National Telecommunications and Information Administration/FCC Special 
Temporary Authority and Licensures 

• Complete site surveys at remaining follow-on airports 

• Complete testing at airports (data collection and analysis) 

Source: OIG analysis of FAA data 

While FAA has made progress in the planning process, the Agency has been 
delayed in beginning the actual testing. FAA officials attribute some of the delays 
to COVID-19, which affected the testing program in a number of ways. This 
included:   

• A 3-month delay in receiving five trailers to set up the vendor’s 
technology at the Atlantic City International Airport. This was due to 
vendor material delays to complete the construction of the trailers. 

• COVID-19 restrictions in place at the FAA Technical Center (co-located 
with the Atlantic City International Airport) reduced the amount of time 
that employees have been able to be on site. 

• Extended lead times for detection and mitigation system components due 
to COVID-19 related supply-chain issues. 

• Employee travel restrictions and limited amount of employees than can 
travel. 

These testing delays could have cascading effects on future phases of the 
program, including delaying the implementation of detection and C-UAS 
technologies and their potential to make airports safer. Thus, it will take longer 
for FAA to understand the full impacts of UAS detection and C-UAS on aviation 
safety in the airport environment and beyond. According to DOJ, these delays 
could also adversely impact public safety and national security based on the risk 
that malicious UAS present. This could also limit options for responding to errant 
or malicious UAS operations, which could have follow-on effects for the aviation 
system. To use UAS detection and/or C-UAS in these situations, FAA needs to 
know how the technology or systems impact the airport environment and ensure 
that this technology will not cause risk to aviation safety. As a result of the 
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delayed testing, FAA will not be able to assess safety risks and benefits until 2024 
at the earliest, which will delay the Agency’s use of that data to inform industry 
standards and its plan to authorize C-UAS in the airport environment.  

Conclusion 
As recreational and commercial UAS use in the United States increases, the 
potential for malicious threats to sensitive locations, events, and airspace has also 
increased. Industry has addressed this risk by developing UAS detection and 
C-UAS technologies that can detect and respond to rogue UAS, and FAA is 
coordinating with Federal agencies that use UAS detection and C-UAS to ensure 
there is no impact to the NAS by such use. However, FAA has not conducted a 
strategic assessment of the UAS detection and C-UAS program to ensure it has 
the resources needed and agile coordination processes in place to keep pace 
with increasing demand. Further, because FAA has not yet completed the 
necessary testing of UAS detection and C-UAS technologies, the Agency cannot 
fully assess their impact to aviation safety overall—and may not understand those 
impacts for several years. 

Recommendations 
To improve its UAS detection and C-UAS program strategic planning and 
mandated testing, we recommend that the Federal Aviation Administrator:  

1. Conduct a UAS detection and C-UAS program assessment that includes a 
determination of future resource needs and organizational structure 
based on how to best align those resources. 

2. Evaluate the UAS detection and C-UAS coordination request process to 
identify and correct inefficiencies to improve timeliness in anticipation of 
future program growth. 

3. Finalize internal UAS detection and C-UAS request processing and 
document retention guidance. 
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Agency Comments and OIG Response 
We provided FAA with our draft report on February 16, 2022, and received its 
formal response on March 11, 2022. FAA’s response is included in its entirety as 
an appendix to this report. FAA concurred with all three of our recommendations 
and proposed appropriate planned actions and completion dates. Accordingly, 
we consider all recommendations as resolved but open pending completion of 
the planned actions. 

Actions Required 
We consider recommendations 1 through 3 resolved but open pending 
completion of planned actions.  
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Exhibit A. Scope and Methodology 
This performance audit was conducted between November 2020 and February 
2022. We conducted this audit in accordance with generally accepted 
Government auditing standards. Those standards require that we plan and 
perform the audit to obtain sufficient, appropriate evidence to provide a 
reasonable basis for our findings and conclusions based on our audit objectives. 
We believe that the evidence obtained provides a reasonable basis for our 
findings and conclusions based on our audit objectives. 

To assess FAA’s process and coordination with other Federal agencies authorized 
to issue guidance and implement the use of C-UAS, we conducted multiple 
interviews with other Federal agency program officials responsible for the C-UAS 
program coordination. We conducted research on their coordination practices 
and held interviews with DHS and DOJ officials. We did not interview officials 
from DOD or DOE and did not analyze those Departments’ C-UAS documents 
due to the security clearance required as it would not materially change the 
outcome of our analysis. We reviewed the interagency Advisory on the 
Application of Federal Laws to the Acquisition and Use of Technology to Detect 
and Mitigate Unmanned Aircraft Systems by FAA, DOJ, DHS, and FCC. We also 
interviewed FAA officials to understand how the Agency is coordinating with DHS 
on the Department’s Air Domain Awareness program.  

We reviewed applicable laws, regulations, and FAA policy/guidance. We reviewed 
articles, publications, and papers on past UAS incidents, accidents, sightings, and 
testing. We obtained and reviewed general background information on the types 
of C-UAS that are currently available from manufacturers. We also reviewed FAA’s 
UAS sightings and incident reports. We obtained and reviewed C-UAS briefings 
to Congress, temporary flight restrictions/NOTAMs, and an FAA memo issued to 
airport sponsors.  

We analyzed FAA’s coordination workflow for UAS detection and C-UAS 
technologies and interviewed FAA officials to gain an understanding of the 
coordination requests process. We analyzed 15 examples of major events during 
calendar year 2019 to 2021 where C-UAS were deployed to assess this process 
and documents generated. These events were coordinated between FAA and 
DHS and/or DOJ. We also interviewed personnel from FAA's Spectrum 
Engineering to determine their role in the C-UAS coordination process and to 
learn about FAA’s abbreviated C-UAS coordination process for systems previously 
analyzed for NAS impact. We interviewed FAA officials to determine the Agency’s 
record keeping process for C-UAS coordination records, its strategic plan for 
C-UAS, and if FAA has developed personnel plans to meet future growth. We 
interviewed airport officials from the American Association of Airport Executives 
regarding C-UAS use and prospects. We conducted research in industry journals 
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and publications regarding C-UAS and industry uses. We attended two virtual  
C-UAS conferences to learn about the industry. 

We obtained information on the numbers of C-UAS requests by calendar year 
from 2018 to 2021. We relied on FAA to provide this information from DOD, DOE, 
DHS, and DOJ. We were only able to rely on FAA to confirm these numbers due 
to the classified nature of the information.  

To assess strategies undertaken by FAA to ensure that the use of counter-UAS 
technologies by other authorized agencies do not adversely affect aviation and 
aerospace safety, we reviewed FAA’s 2016 UAS Detection Pilot Project under the 
2016 FAA Extension, Safety and Security Act (Section 2206) and FAA’s Airport 
UAS Detection and Mitigation Research Program under the 2018 FAA 
Reauthorization Act (Section 383). We interviewed FAA officials to gain an 
understanding of each of these efforts. We reviewed FAA’s Solicitation for Airport 
Operators Interest in Hosting FAA’s Airport UAS Detection and Mitigation 
Research Program. We also reviewed FAA’s broad agency announcement White 
Paper Call 004 to identify eligible manufacturers, vendors, and integrators of UAS 
detection and/or mitigation technologies/ systems to support the program. We 
compared FAA’s actions for the 2016 UAS Detection Pilot Project to the actions 
for FAA’s Airport UAS Detection and Mitigation Research Program. We gathered 
responses on FAA’s progress to complete the Agency’s Airport UAS Detection 
and Mitigation Research Program and rationale for the testing delays. We also 
reviewed FAA’s engagement efforts with Congress on its UAS detection and 
C-UAS system coordination and testing activities. 

We conducted our audit work virtually due to the global pandemic and inability 
to travel. We were unable to observe testing of C-UAS because of testing delays 
partially attributed to the COVID-19 pandemic.  
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Exhibit B. Organizations Visited or Contacted 

Department of Transportation 
FAA Air Traffic Organization 

FAA Office of Airport Safety and Standards 

FAA Office of Aviation Safety 

FAA Office of Chief Counsel 

FAA Office of NextGen 

FAA Office of Security and Hazardous Materials Safety 

FAA Spectrum Engineering 

FAA Systems Operations Services 

Other Departments 
Department of Homeland Security 

Department of Justice 

Other Organizations 
American Association of Airport Executives 
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Exhibit C. List of Acronyms 
ATO Air Traffic Organization 

C-UAS Counter Unmanned Aircraft Systems 

DHS Department of Homeland Security 

DOD Department of Defense 

DOE Department of Energy 

DOJ Department of Justice 

DOT Department of Transportation 

FAA Federal Aviation Administration 

FCC Federal Communications Commission 

NAS National Airspace System 

NOTAM Notices to Air Missions 

OIG Office of Inspector General  

SEAR Special Event Assessment Rating 

UAS Unmanned Aircraft Systems 
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Exhibit D. Comparison of the 2016 UAS Detection 
Pilot Project and the FAA Airport UAS Detection 
and Mitigation Research Program 

Program 
FAA Extension, Safety and Security Act of 
2016 (Section 2206) Pilot Program 

FAA's Airport UAS Detection and 
Mitigation Research Program 

Public Law Section 2206 of the FAA Extension, Safety 
and Security Act of 2016 

Section 383 of the FAA Reauthorization 
Act of 2018 

Requirements To evaluate airspace hazard mitigation at 
airports and other critical infrastructure 
using detection technologies and to 
collaborate with Federal partners to ensure 
technologies to mitigate threats posed by 
unmanned aircraft do not adversely impact 
the NAS. 

To ensure that technologies/systems 
that are developed, tested, or deployed 
by Federal departments and agencies to 
detect and/or mitigate potential risks 
posed by errant or hostile UAS 
operations do not adversely impact or 
interfere with safe airport operations, 
navigation, air traffic services, or the safe 
and efficient operation of the NAS. 

Actions Performed/ 
Planned 

To evaluate the detection technologies, 
FAA sponsored UAS operations of different 
styles/colors/shapes (such as fixed wing 
and rotary wing) in the airspace around 
each airport to determine if the detection 
system's sensors were effective.   

To evaluate the detection/mitigation 
technologies/systems against UAS in an 
operational setting, FAA plans to 
execute a series of UAS operational test 
scenarios/situations, often referred to as 
“test cards." FAA will use UAS of various 
designs, size, color, operational speed, 
etc. to support these test cards.  

Locations Selected  Atlantic City International Airport (Atlantic 
City, New Jersey); 
John F. Kennedy International Airport 
(Queens, New York); 
Denver International Airport (Denver, 
Colorado); and 
Dallas - Fort Worth International Airport 
(Dallas, Texas) 

Atlantic City International Airport 
(Atlantic City, New Jersey); 
Syracuse Hancock International Airport 
(Syracuse, New York); 
Rickenbacker International Airport 
(Columbus, Ohio); 
Huntsville International Airport 
(Huntsville, Alabama); and 
Seattle-Tacoma International Airport 
(Seattle, Washington) 

Length of testing at each 
airport 

3 days to 1 week 3 to 4 months at the Atlantic City 
International Airport; and 
14 months at the remaining airports 

Types of Systems 
Evaluated 

Detection Detection and Mitigation 
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Program 
FAA Extension, Safety and Security Act of 
2016 (Section 2206) Pilot Program 

FAA's Airport UAS Detection and 
Mitigation Research Program 

Number of Technologies/ 
Systems Evaluated 

5 At least 10 planned 

Challenges with Airport 
Environments 

High radio spectrum congestion in airport 
environments made detection more 
difficult and, in some instances, not 
possible. 

TBD 

Challenges with 
Technologies/Systems 
Evaluated 

High level of manpower to operate 
equipment and to discern false positives; 
Coverage distance of sensors limits the 
efficacy in identifying UAS locations; 
Cost of deployment and operation; 
Low technical readiness;  
Rapidly changing UAS technology. 

TBD 

Source: OIG analysis of FAA data 
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Exhibit E. Major Contributors to This Report 
TINA NYSTED  PROGRAM DIRECTOR 

WILLIAM LEARY  PROJECT MANAGER 

ANNE LONGTIN SENIOR ANALYST  

DERRICKA BROADEN SENIOR AUDITOR 

MANUEL RAMOS AUDITOR 

AUDRE AZUOLAS  SENIOR TECHNICAL WRITER 

ALLISON DUKAVAS WRITER-EDITOR 

SETH KAUFMAN  DEPUTY CHIEF COUNSEL
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Appendix. Agency Comments 
 

Federal Aviation 
Administration 

 

 

Memorandum 
Date: March 11, 2022 

To: Barry J. DeWeese, Principal Assistant Inspector General for Auditing and Evaluation 

 From: H. Clayton Foushee, Director, Office of Audit and Evaluation, AAE-1 

Subject: Federal Aviation Administration’s (FAA) Response to Office of Inspector General 
(OIG) Draft Report: While FAA Is Coordinating with Other Agencies on Counter- 
 UAS, Delays in Testing Detection and Mitigation Systems Could Impact Aviation  
Safety 

 

 
The Federal Aviation Administration (FAA) has made significant progress in improving 
Unmanned Aircraft Systems (UAS) detection and counter-UAS (C-UAS) program strategic 
planning and mandated testing. The Agency has added dedicated resources to the testing and 
evaluation of C-UAS technologies at airports. However, the FAA also acknowledges there is    
more work to be accomplished as we address the balance of safely integrating UAS into the 
National Airspace System while addressing security and operational concerns. 

 
The FAA provides the following comment to the OIG’s draft report: 

• The FAA disagrees with the statement that “FAA has not assessed its internal program 
resources to ensure it can meet anticipated future growth.” FAA’s Office of Airports  
has identified the need for additional staff and created a new division to specifically  
manage new and emerging entrant issues, including UAS and UAS detection activities 
 on airports. 

 
Upon review of OIG’s draft report, FAA concurs with the recommendations to improve its UAS 
detection and C-UAS program strategic planning and mandated testing, as written. For 
recommendations 1 and 3, the FAA will implement both recommendations by December 31,  
2022. The FAA plans to implement recommendation 2 by February 28, 2023. 

 
We appreciate this opportunity to offer additional perspective on the OIG draft report. Please 
contact H. Clayton Foushee at Clay.Foushee@faa.gov if you have any questions or require 
additional information about these comments. 

mailto:Clay.Foushee@faa.gov
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