( U.S. DEPARTMENT OF TRANSPORTATION
@’ OFFICE OF INSPECTOR GENERAL

FAA Has Made Progress in Implementing
ASIAS, but Work Remains To Better
Predict, Prioritize, and Communicate

Safety Risks

Report No. AV2021022
March 10, 2021




U.S. DEPARTMENT OF TRANSPORTATION
OFFICE OF INSPECTOR GENERAL

o’/

FAA Has Made Progress in Implementing ASIAS, but Work
Remains To Better Predict, Prioritize, and Communicate Safety
Risks

Mandated by the FAA Reauthorization Act of 2018
Federal Aviation Administration | AV2021022 | March 10, 2021

What We Looked At

To enhance safety, the Federal Aviation Administration (FAA) and the aviation industry use data to
proactively detect risks and implement mitigation strategies before accidents and incidents occur.
Since 2007, FAA's Aviation Safety Information Analysis and Sharing (ASIAS) program has drawn
together a wide variety of safety data and information across Government and industry to identify
emerging, systemic safety issues. In 2013, we reported that FAA had made progress implementing
ASIAS, but the system lacked advanced capabilities, and aviation safety inspectors’ access to ASIAS
confidential data remained limited. The FAA Reauthorization Act of 2018 directed our office to
perform a follow-up review to assess FAA's progress in improving ASIAS. Our objectives were to
assess FAA's (1) progress with implementing ASIAS and plans to improve the system, including its
predictive capabilities, and (2) efforts to more widely disseminate results of ASIAS data analyses.

What We Found

FAA has made progress in implementing ASIAS since our 2013 review, but work remains to improve
the program. For example, by September 2020, ASIAS grew to include data from 41 airlines, which
according to FAA represents 99 percent of air carrier operations. However, FAA has not yet
established a robust process for prioritizing analysis requests. Also, the Agency plans to make
incremental enhancements to ASIAS, but the Agency does not expect to fully integrate predictive
capabilities until 2025. In addition, while FAA provides some ASIAS information to aviation safety
inspectors, the Agency does not provide access to national trend information that could improve their
safety oversight. Further, inspectors do not widely use non-confidential ASIAS data for air carrier
oversight due to the lack of guidance and the existing availability of similar data through other FAA
databases.

Our Recommendations

We made three recommendations to improve FAA's ability to better prioritize ASIAS efforts, provide
improved data to aviation inspectors, and communicate the intended use and benefits of non-
confidential ASIAS data. FAA concurred with all three recommendations and provided appropriate
actions and completion dates.

All OIG audit reports are available on our website at www.oig.dot.gov.

For inquiries about this report, please contact our Office of Government and Public Affairs at (202) 366-8751.
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‘ U.S. DEPARTMENT OF TRANSPORTATION
OFFICE OF INSPECTOR GENERAL

Memorandum
Date: March 10, 2021
Subject: ACTION: FAA Has Made Progress in Implementing ASIAS, but Work Remains To

Better Predict, Prioritize, and Communicate Safety Risks | Report No~AVvV2021022

From: Matthew E. Hampton
Assistant Inspector General for Aviation Audits%.

To: Federal Aviation Administrator

The Federal Aviation Administration (FAA) is charged with overseeing the busiest
and most complex air transportation system in the world. To enhance safety, FAA
and the aviation industry use data to proactively detect risks and implement
mitigation strategies before accidents and incidents occur.

In 2007, FAA contracted with the MITRE Corporation (MITRE)" to develop the
Aviation Safety Information Analysis and Sharing (ASIAS) program to advance
safety by sharing safety data and other information. For the past 13 years, ASIAS
has evolved and drawn together a wide variety of safety data and information
across Government and industry to identify emerging, systemic safety issues.
ASIAS serves as the central repository of both public sector and internal FAA
databases, as well as proprietary (i.e., confidential or “protected”) data, such as
information from voluntary safety programs, including Flight Operational Quality
Assurance (FOQA),? the Aviation Safety Action Program (ASAP),® and the Air
Traffic Safety Action program (ATSAP).*

In 2013, we reported that FAA had made progress implementing ASIAS but the
system lacked advanced capabilities, and aviation safety inspectors’ access to

T MITRE Corporation manages a research and development center for FAA, the Center for Advanced Aviation System
Development. MITRE has continued to have a role in maintaining and integrating ASIAS data.

2 FOQA is a voluntary safety program for the routine collection and analysis of digital flight data generated during
aircraft operations.

3 ASAP is a voluntary safety program for air carrier and repair station employees to self-report safety violations to air
carriers and FAA without fear of reprisal through legal or disciplinary actions.

4 ATSAP is a voluntary safety program that fosters a non-punitive environment for FAA air traffic employees to openly
report safety concerns.
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ASIAS confidential data remained limited.’ The FAA Reauthorization Act of 2018°
directed our office to perform a follow-up review of FAA's ASIAS program to
assess the Agency’s efforts and plans to improve the system, including predictive
capabilities, and provide better data access. Accordingly, our objectives were to
assess FAA's (1) progress with implementing ASIAS and plans to improve the
system, including its predictive capabilities, and (2) efforts to more widely
disseminate results of ASIAS data analyses.

We conducted this audit in accordance with generally accepted Government
auditing standards. Exhibit A details our scope and methodology. Exhibit B lists
the organizations we visited or contacted, and exhibit C lists the acronyms used
in this report.

We appreciate the courtesies and cooperation of FAA representatives during this
audit. If you have any questions concerning this report, please call me at
(202) 366-0500, or Robin Koch, Program Director, at 404-562-3770.

cc The Secretary
DOT Audit Liaison, M-1
FAA Audit Liaison, AAE-100

> FAA’s Safety Data Analysis and Sharing System Shows Progress, but More Advanced Capabilities and Inspector Access
Remain Limited (OIG Report No. AV2014017), December 18, 2013. OIG reports are available on our website at
http://www.oig.dot.gov/.

6 Pub. L. No. 115-254, October 5, 2018.
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Background
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In 2007, FAA and industry launched the ASIAS program, a collaborative safety
analysis and information sharing initiative that aids in the monitoring and
identification of potential safety issues. The ASIAS program includes 104 data
sources from both public (non-confidential) and protected proprietary
(confidential) data systems:

¢ Non-confidential data sources include publicly available data, such as
the National Transportation Safety Board Accident and Incident Data
System and Bureau of Transportation Statistics database.

¢ Confidential sources include data from aircraft operators extracted from
aircraft recorders (FOQA) and textual voluntary safety reports (ASAP)
submitted by flight crews.

Obtaining and analyzing FOQA and ASAP data is important because it can
provide insights into actual flight operations and highlight potential safety risks
and precursors to accidents. Using these data, FAA and airlines can then improve
safety by enhancing training effectiveness, operational procedures, maintenance
and engineering procedures, and air traffic control procedures.

In addition, other types of data from FAA are included, such as surveillance and
weather. See table 1 for examples of the current ASIAS data sources.



Table 1. Examples of Current ASIAS Data Sources

FOQA* Airlines Flight Data Vendor, | Digital Flight Data
Cloud
ASAP* Airlines Flight Data Vendor, Pilot Text Narrative
Cloud
ATSAP* Air Traffic FAA Controller Text Narrative
Mandatory | Air Traffic FAA Controller Text Narrative
Occurrence
Reports
Digital Aircraft Flight Data Vendor, Flight Data Monitoring, General
Flight Data* | Operators National General Aviation Airborne Recording
Aviation Flight Device
Information
Database
Air Traffic Air Traffic FAA Controller/Pilot Communications
Control
Voice Data
Surveillance | Air Traffic FAA Digital Flight Data
Weather Air Traffic, FAA Meteorological Aerodome
National Reports
Oceanic and
Atmospheric
Administration
National Air Traffic FAA National Airspace Aeronautical
Flight Data Information.
Center

* Voluntary (confidential) safety data.

Source: OIG analysis of ASIAS Program Plan (2021-2025)

MITRE assists in combining confidential data with FAA, industry, and other
Government data sources to allow analysts to further understand the context of
safety reports.” Air carriers remove aircrew and company identifying information

7 ASIAS participants sign a Memorandum of Understanding with MITRE outlining the responsibilities between parties
for the collection, storage, use, and dissemination of shared data
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before submitting data to ensure that data contributors cannot be uniquely
identified.

The ASIAS Executive Board (AEB) oversees the ASIAS program. The Board
includes representatives from various FAA offices, the National Aeronautics and
Space Administration (NASA), commercial airlines, manufacturers, and labor
organizations. The Office of Accident Investigation and Prevention, Safety
Analytical Services Division is the primary office within FAA responsible for
managing and implementing the ASIAS program.

Results in Brief

AV2021022

FAA has made progress in implementing ASIAS, but challenges remain in
prioritizing its efforts and advancing predictive capabilities.

Since 2007, the number of participants and the amount of data available through
the ASIAS program have increased. For example, by September 2020, ASIAS grew
to include data from 41 airlines, which according to FAA represents 99 percent of
air carrier operations. FAA has also significantly increased general aviation
participation to include 125 corporate and business operators. In addition, FAA
now provides more options for requesting safety information through various
studies and analyses. However, FAA has faced challenges managing these
requests because the Agency has not yet established a robust process for
prioritizing them. FAA identified this issue as a high program risk and is
developing a prioritization approach, but has not yet completed this effort. As a
result, FAA cannot ensure the increased number and types of ASIAS analyses it
conducts are focused on the highest-risk safety issues. Additionally, while air
carrier representatives told us that ASIAS provides valuable analysis, including
nationwide trends not available elsewhere, they highlighted some shortcomings,
such as the lack of timely data. Although FAA plans to continue making
incremental enhancements to ASIAS, the Agency does not expect to fully
integrate more advanced technology, such as predictive capabilities, until 2025.
As a result, ASIAS data has contributed to safety enhancements, but FAA cannot
fully rely on ASIAS as a timely predictor of emerging safety risks.

FAA disseminates some ASIAS safety information to inspectors, but
access to confidential information remains limited.

While FAA improved the flow of ASIAS-related safety information to inspectors in
response to our 2013 recommendations, the inspector workforce continues to
believe that receiving national ASIAS trends would benefit their air carrier



oversight. For example, 94 percent of the 33 managers, inspectors, and analysts®
we interviewed stated that national trends would be beneficial. FAA stated that
the Agency has not provided inspectors with access to confidential ASIAS data
because it would be impractical to keep the inspector workforce current in the
skills needed to interact with complex data files. Further, FAA officials told us that
ASIAS was never intended to be an oversight tool. As such, the Agency has been
cautious in disseminating ASIAS data to inspectors because the use of ASIAS
information beyond its agreed-upon use could inhibit air carriers from submitting
voluntary safety information. While we agree that direct access by inspectors to
the raw data may not be necessary, other ASIAS information could be of use to
principal inspectors, such as aggregated trends from confidential data related to
known risks that are developed and reported through ASIAS analysis. According
to inspectors, accessing trends from confidential programs would allow them to
gain awareness of safety issues for other air carriers and help them assess the
potential for related risks at their own carriers. While FAA has provided inspectors
access to the non-confidential side of ASIAS, the inspectors and anaIysts9 we
interviewed stated that they rarely if ever use it, in part because they do not have
experience or knowledge about the system. In addition, inspectors can obtain
similar non-confidential safety data through other FAA databases. As a result,
FAA may be missing opportunities to use ASIAS data to improve air carrier risk
identification and mitigation, even within the confidential confines of the
program.

We are making recommendations to improve FAA's procedures and processes for
prioritizing requests as well as accessing and using ASIAS information.

FAA Has Made Progress in Implementing ASIAS,
but Challenges Remain in Prioritizing Its Efforts and
Advancing Predictive Capabilities

Since 2007, FAA has expanded ASIAS, increasing stakeholder participation and
the amount of data available for analysis. However, this increase has led to
challenges with prioritizing requests for safety information to address the most
critical safety issues. Additionally, while air carrier representatives think ASIAS
provides valuable analysis, they highlighted some shortcomings, such as the lack
of timely data. Further, although FAA plans to release new capabilities on an

8 We interviewed 33 out of 149 managers, inspectors, and analysts that were responsible for overseeing four
randomly selected carriers. These individuals included all managers, principal inspectors, and analysts as well as other
inspectors available at the time of our audit.

9 Analysts support safety inspectors by analyzing air carrier and inspection data to identify risk areas and trends.
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incremental basis as tools mature, the Agency does not expect to fully implement
the more advanced predictive technology until 2025.

FAA Has Increased Stakeholder
Participation and Data in ASIAS

AV2021022

The ASIAS program continues to evolve and includes data from most commercial
air carriers and an increased number of general aviation operators. However,
other key segments, such as rotorcraft (i.e., helicopters) are providing limited
data, and Unmanned Aircraft Systems (UAS) are not yet providing data.
According to FAA program officials, they are conducting outreach efforts to
encourage further participation. In addition, FAA has increased the amount of
data available for analysis through the program.

FAA Has Increased ASIAS Participation and Is Continuing
Its Outreach Efforts

When MITRE began managing ASIAS for FAA in 2007, there were 7 original
member air carriers, and by September 2020 the number had grown significantly
to 41. According to FAA, ASIAS now captures data from 99 percent of all Part 121
air carrier operations in the National Airspace System (NAS).

Participation has also expanded to other segments of the aviation community,
such as general aviation operators, academia, manufacturers, and maintenance
organizations. For example, we previously reported in 2013 that the safety
reporting for other segments of the aviation industry, such as general aviation
operations, was still evolving, with only two corporate and business operators
and two general aviation business flight schools participating in ASIAS. Seven
years later, participation from general aviation operators has increased
significantly, with 125 corporate and business operators participating as of
September 2020. Other aviation members such as labor associations, flight
training entities, Government agencies, and manufacturers participate in the
ASIAS program. See exhibit D for ASIAS participants as of September 2020.

In 2015, FAA also began outreach initiatives with the UAS and rotorcraft
communities with the goal of incorporating their unique data and operations into
ASIAS. According to FAA, some rotorcraft operators are providing data; however,
the ASIAS community is working on a policy for governing the data’s use. In
addition, FAA is collaborating with international operators to share safety
information through ASIAS. While FAA plans to expand the program to other
segments, such as UAS, FAA has yet to determine how the aggregate data will be
included in ASIAS. Further, although two maintenance providers participate in a
limited manner, FAA has not established a process for obtaining and analyzing
comprehensive data (required and voluntary) from this industry segment, as the
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program has been focused primarily on airlines, according to the Executive
Director of the Aeronautical Repair Station Association.

Additionally, according to FAA, there are 23 air carriers that are not participating
in ASIAS. Of the 23, 14 are eligible to join ASIAS because they have FAA-
approved FOQA or ASAP programs. An FAA representative stated that the
Agency is actively recruiting these carriers to join the ASIAS program. The
remaining nine carriers do not have FOQA or ASAP programs.

FAA Has Increased the Amount of Data Available for
Analysis and Is Working To Improve Data Quality

Currently, all 41 ASIAS carriers (100 percent) submit ASAP reports from airline
pilots, an increase from the approximately 89 percent (39 of 44 carriers) we
reported in our prior review. In addition to the increase in airlines submitting pilot
ASAP reports, the number of airlines submitting ASAP reports from other groups,
such as maintenance, dispatch, and flight attendants, has also grown. The vast
majority of data received originates from the pilot, maintenance, and dispatch
groups, which account for approximately 86 percent of available ASAP
information that is used to support ASIAS studies and data queries. Figure 1
details the number of airlines providing ASAP data by program category in 2020
as compared to 2013.

Figure 1. ASIAS ASAP Participants by Program Type—2020 vs. 2013
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Source: OIG analysis of FAA data

ASIAS also currently contains FOQA data for 32 out of 41 ASIAS carriers

(78 percent), an increase from 55 percent (24 of 44 carriers) in 2013. As of August
2020, according to FAA data, ASIAS had access to over 382,000 ASAP reports and
over 32 million FOQA records.



In addition to increasing the amount of data in the program, ensuring data
quality is a vital part of FAA's ASIAS efforts. In 2013, we reported that since the
program’s inception, FAA and MITRE have made progress in assisting carriers
with improving data quality and standardization processes. However, the wide
variety of data types and information coming into ASIAS via multiple data
sources has presented challenges that both FAA and MITRE are working to
resolve. MITRE officials stated that challenges stem from the rapid growth of
ASIAS. Currently, according to MITRE, there are 300 data feeds and tens of
millions of records. To improve data standardization and ensure ASIAS data are
meaningful and useful, according to FAA, the Agency is planning to make the
ASIAS data management program more robust through the application of
automated routines to improve the usability of the data.

FAA Lacks a Process for Prioritizing
Safety Analyses Across ASIAS
Communities

AV2021022

Since our 2013 report, FAA has also increased the number and types of ASIAS
analyses it conducts. However, this creates challenges for FAA in prioritizing its
ASIAS analysis efforts due to a lack of agreed-upon prioritization criteria. Under
the direction of the AEB, the ASIAS program conducts a variety of studies and
safety analyses to evaluate the frequency and severity of safety risks and
develops metrics for monitoring known safety issues. Depending on the nature
and the complexity of a request, stakeholders can request ASIAS information
ranging from “quick look” studies, which allow the ASIAS program to conduct a
short-term investigation of a perceived safety issue, to an in-depth, long-term
assessment of special topics of interest to ASIAS participants, such as directed
studies. In addition, people outside of the ASIAS program can request data using
summary information requests. (See exhibit E for the types of ASIAS analyses
conducted.)

To date, FAA has completed 82 summary information requests, 18 medium
fidelity studies, and 73 quick look studies and has 20 ongoing studies. For
example, FAA conducted a quick look study related to runway changes at six
airports. As another example, in December 2018, FAA began a directed study
related to a near miss of an Air Canada flight at the San Francisco International
Airport where the aircraft nearly landed on a taxiway that had four aircraft lined
up (see figure 2). Given the high fatality risk associated with such events, the
study aimed to identify causal factors and mitigation strategies. FAA planned to
complete the directed study in April 2020, but Agency officials told us that they



will not complete it until the first quarter of calendar year 2021.° (See exhibit F
for details on ongoing ASIAS analyses.)

Figure 2. Close Call That Prompted an ASIAS Directed Study
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According to an FAA official, some processes exist with ASIAS to prioritize risk
detection and monitoring. For example, issue analysis teams'! within ASIAS that
have subject matter experts from Government and industry help guide the work
activities. In addition, the safety teams for commercial and general aviation
provide prioritized systemic risk portfolios to help guide ASIAS resources. Further,
while summary information requests are processed in the order they are received,
FAA can reprioritize them due to emerging issues. However, FAA acknowledged
that as ASIAS has expanded across communities, the Agency faces new
challenges to ensure its resources are focused on the right priorities. In addition,
the Agency will continue to face challenges in developing a sophisticated
prioritization process as the system becomes increasingly automated. As a result
of the lack of a robust prioritization process, FAA may have difficulties

10 According to FAA officials, the study's completion has been delayed as a result of resource limitations due to the
ongoing COVID-19 pandemic.

" The issues analysis teams are composed of members of ASIAS stakeholder organizations that represent the
commercial and general aviation communities. These teams execute activities directed by the AEB and develops
proposals, priorities, and process changes for AEB consideration.

AV2021022
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determining whether the Agency is focusing on the most critical safety problems
in the NAS.

Prioritizing ASIAS analyses is important in part because of the amount of
resources and time required to conduct certain analyses. For example, directed
studies are major program efforts requiring significant resources and may take a
year or longer to produce a final report. In comparison, medium fidelity studies
may take 6 months or longer, while quick look studies may take 2 weeks to
several months to complete. According to FAA and MITRE, a summary
information request may lead to a quick look study or a directed study,
depending on the complexity of the information and analysis required.

In several ASIAS program management reviews, FAA’s Office of Accident
Investigation and Prevention identified requesting, prioritizing, and scoping work
for ASIAS analysis as a high program risk. According to the latest program
management review, dated March 2020, FAA continued to identify these work
processes as unclear. To address these challenges, FAA tasked MITRE to identify
opportunities for improvements in this area while more sophisticated
methodologies are developed to better identify and prioritize emerging risks. The
report noted that the analysis work requested is not always clearly prioritized by
the community/stakeholders who request it. Additionally, the report stated that
without clear upfront scoping, there can be challenges ensuring that the right
resources are available and assigned or that the work received the appropriate
priority compared to other analysis topics.

FAA has identified potential strategies that the Agency plans to implement for
addressing its vulnerability discovery work, such as prioritizing work based on the
severity and likelihood of safety issues, assessing the outcome impacts of all
requests, requiring a panel of subject matter experts to review and prioritize all
requests, and bringing in the issues analysis team earlier in the process to help
with the prioritization of analysis. According to FAA, the Agency is also working
towards developing more sophisticated risk prioritization methodologies as the
system becomes more automated. However, until these prioritization issues are
resolved, FAA will continue to have challenges with balancing priorities.

Stakeholders Support ASIAS but
Highlighted Some System Limitations

Airline representatives we interviewed agreed that ASIAS is a highly valuable tool
in assisting them in risk identification and mitigation. However, they mentioned
shortcomings, such as delays in receiving updated ASIAS information and lack of

AV2021022 11



integration between ASIAS and their own carriers’ Safety Management System
(SMS)."?

Representatives at three of the four carriers we contacted stated that they value
certain aspects of ASIAS due to the ability to compare their carrier’s individual
performance against aggregated industry performance. ASIAS enables individual
carriers to benchmark their performance relative to the national aggregate and to
use this information to prioritize their internal safety initiatives.

However, one representative from a major airline stated that the data are not
updated frequently in a timely manner with the most current ASAP and FOQA
data. Instead, the data within ASIAS are only updated a few times throughout the
year. As a result, the airline created its own supplemental ASIAS system, which
can provide up-to-date FOQA and ASAP data for the carrier. According to the
airline representative, the carrier does not rely on FAA's ASIAS system for its own
data because the airline’s internal system is updated more frequently. FAA
officials stated that they previously updated ASIAS national FOQA metrics every
other month and ASAP data quarterly, but they are now updating both of them
monthly.

FAA ASIAS program officials we interviewed acknowledged that the system is not
agile and faces some limitations. For example, the ASIAS process related to the
Boeing 737 MAX accidents to determine if there was a problem here in the
United States took about 3 months after the issues analysis team initiated the
study, which FAA admitted was too long. In response to an October 2018 crash of
a Boeing 737 MAX aircraft, FAA reviewed ASIAS data to determine if any of the
Boeing 737 MAX flights in ASIAS exhibited evidence of runaway stabilizer
events'® induced by the Maneuvering Characteristics Augmentation System
(MCAS).™ This type of analysis allowed FAA to focus on factors reported to have
potentially contributed to the first Boeing 737 MAX accident. According to FAA
officials, although they periodically shared interim results, they did not present
the final analysis to the issues analysis team until March 27, 2019—more than

2 weeks after a second crash of a Boeing 737 MAX aircraft occurred on March 10,
2019.

As part of its ASIAS analysis, FAA searched approximately 500,000 ASAP, ATSAP,
and Aviation Safety Reporting System reports and then conducted a manual
review of 600 known Boeing 737 MAX reports and a key word search of

12 Under SMS, multiple data sources are used to identify safety hazards (those circumstances or conditions which, if
not corrected, may result in an accident or incident). Data analysis is continually used to assess risk, contributing
factors are determined, and corrective actions are developed.

13 A technical fault resulting in continuous unintended movement of the horizontal stabilizer.

14 MCAS was a function added to the flight control software on the Boeing 737 MAX 8 to modify aircraft handling
characteristics.
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5,700 potential 737 MAX reports. Based on the assessment of these data, FAA did
not find evidence of MCAS-related safety risks. However, pilots did reference
issues related to the Boeing 737 MAX, such as training and inexperience, cockpit
design/unfamiliarity, and use of autopilot to minimize potential MCAS
complications after the accident. On March 13, 2019, FAA ordered the temporary
grounding of the Boeing 737 MAX aircraft operated by U.S. airlines or in U.S.
territory, but this order was not based on the ASIAS analysis, which had not
identified a problem in the United States. One observation from the vulnerability
study was that the low flight count (66,500 flights) makes rare event detection
difficult.

Another airline representative we spoke with stated that in conjunction with
reviewing ASIAS data to determine what safety issues are pertinent to their
particular carrier, the carrier also does a deep dive of these issues by performing
an in-house analysis of its own data and statistics. The representative stated that
the carrier does not get much out of ASIAS's ASAP data, as the text mining within
the program has not been beneficial to its organization. Further, the
representative stated that it would be beneficial if ASIAS was set up in a manner
that had uniform codes and text to allow for better searches and queries.

In addition, three of the four air carrier representatives we interviewed
commented that they would like to integrate ASIAS into their carrier's SMS™ to
have a more robust system of assessing safety risks. According to an FAA official,
carriers can incorporate risks identified by ASIAS into their SMS program to
assess the severity of the risk and take appropriate action. To help improve air
carriers’ SMS programs, the ASIAS program has prototype efforts underway to
improve ASIAS data. Additionally, FAA reported that it is collaborating with NASA
to develop proactive, in-time safety monitoring techniques that will support the
establishment of more effective SMS.

Representatives from an industry group stated that the airlines they represent are
strong supporters of ASIAS and are getting what they want from the program,
such as obtaining national trend data. However, they also told us that the airlines
are looking forward to the evolution of the ASIAS system to include predictive
capabilities and artificial intelligence.

15 Required for Part 121 air carriers, the SMS model provides a coordinated approach to proactively identify and
mitigate operational risk.
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FAA Plans To Upgrade ASIAS but Does
Not Expect To Fully Deploy Predictive
Capabilities Until 2025

ASIAS continues to evolve into a tool that can help FAA identify and analyze
safety risks. However, more work remains before ASIAS can become the
predictive tool that FAA has envisioned that can proactively identify safety risks
before accidents occur. Notably, a recent report in January 2020 by a Special
Committee on FAA's Aircraft Certification Process'® made a similar observation.
The report concluded that the current analytical capabilities of ASIAS are limited
to queries that are fed into the system. In other words, while the system is highly
capable of analyzing data on request by an analyst, it lacks the ability to
proactively monitor itself and provide automated insight into emerging issues, as
intended.

Although FAA has a number of incremental upgrades planned for ASIAS, the
Agency does not expect to fully implement the more advanced capabilities of the
system until 2025 (see table 2).

Table 2. Examples of FAA Actions Planned To Enhance ASIAS'
Capabilities (2021 to 2025)

Year Planned Actions

2021 e  Conduct fusion-based analysis

e Leverage machine learning tools over text data

e Collaborate with international participants

e Incorporate controller-pilot voice transcription functionality in

analysis

Conduct rotorcraft community analysis

Adapt vulnerability discovery process over fused data sets

Apply time-series forecasting capabilities to assess data latencies
Leverage enhanced ASAP topic modeling methodologies

Apply human-machine teaming methods to detect hazards
Expand engagement with international operators and authorities

2022

6 1n April 2019, the U.S. Secretary of Transportation, Elaine L. Chao, created the Special Committee, an independent
panel of aviation and safety experts, to review the FAA’s aircraft certification process in response to the crashes of two
Boeing 737 MAX 8 aircraft. The Special Committee was formed within the structure of the Safety Oversight and
Certification Advisory Committee, a 6-year Federal advisory committee created by Section 202 of the FAA
Reauthorization Act of 2018 (Pub. L. No. 115-254). This report fulfilled the Special Committee's tasking.
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Year Planned Actions
2023 e Enhance predictive capabilities using Bayesian network
analysis
e Deploy aggregated general aviation metrics
e Evaluate planned system changes using fusiondata
e  Conduct wake encounter analysis using safety event
detection tools
e Collaborate with NASA on anomaly detection tools
2024 e  Provide upgraded visualization capabilities
e Deliver expanded data-sharing capabilities
e Apply enhanced model to prioritize hazards
2025 e Deploy additional applications of advanced methodologies and
predictive capabilities

Source: OIG analysis of FAA information

Specifically, while FAA is maintaining the existing system, the Agency has been
working toward transitioning to ASIAS 2.0 architecture. According to FAA, ASIAS
2.0 and beyond will rely heavily on collaboration with entities specializing in
artificial intelligence analytical tools and providing broader access to the ASIAS
community. This will require third parties outside of MITRE to access the ASIAS
system in a secured environment. Eventually, FAA will shift to ASIAS 3.0. See

figure 3 for a description of each ASIAS phase.

Figure 3. ASIAS Evolution Strategy
ASIAS 1.0 ASIAS 2.0

Charcteristics of the Program: Key Changes:
Data silos Integrated production system to
Distributed architecture support analytic processing

. requirements
Manual data-fusion process q

Higher volumes of data and

Sharing of aggregated, processing speeds

de-identified results via web
portal Automated capabilities to fuse

. disparate data sources
Baseline governance, roles and

responsibilities Expanded fusion

. -~ overnance model
Commercial and general aviation 9

communities

Source: OIG analysis of the FAA Concepts of Operation ASIAS 3.0

ASIAS 3.0

Key Changes:

Predictive analytics and advanced
tools to identify emerging risks

Expansion — new communities,
additional data, improved
operating processes

Transformed collaboration — more
agile, innovative interactions

Enhanced access to data by
partners, to conduct specific
analysis in controlled environments

Application of fused data to
improve quality of analysis

The ASIAS 2.0 architecture is now in advanced planning stages. FAA is focused on
program planning efforts in order to accelerate ASIAS capabilities, including

AV2021022
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data-fusion analytics (the merging of multiple data sources for more granular
analysis), the implementation of the new ASIAS architecture platform (designed
to process increased volumes and varieties of data), and other advancements.
These advancements are intended to enhance the ability for ASIAS to identify
new safety vulnerabilities and concerns and enable broader access to data for
ASIAS stakeholders. Although FAA originally expected ASIAS 2.0 to be
operational in 2020, the program has been delayed by 2 years. ASIAS 2.0 is now
under development through 2021, with implementation starting in calendar year
2022.

FAA is aligning ASIAS with the Agency's Acquisition Management System (AMS)"’
processes and is leveraging a tailoring process to accommodate the program, as
ASIAS does not fit into the traditional constructs of the AMS protocols. According
to FAA, the Agency decided to revise its investment strategy and pursue an
integrated acquisition strategy for ASIAS 2.0 and 3.0 bundled together. The
integrated strategy is intended to ensure that the program can achieve strategic
objectives, including predictive capabilities, within specific cost parameters. The
final investment decision for this effort is set for March 2022. FAA estimates it will
complete ASIAS 3.0 by 2025, but individual analytical capabilities will be
incrementally released prior to 2025. According to FAA, ASIAS 3.0 will build on
the foundation of ASIAS 2.0 to advance predictive analytics using artificial
intelligence capabilities, enhance collaboration, and improve program
responsiveness.

FAA Disseminates Some ASIAS Safety Information
to Inspectors, but Access to Confidential Data
Remains Limited

While FAA disseminates some ASIAS information, the Agency does not provide
inspectors access to confidential data analysis and national trends that could
improve safety oversight. In addition, FAA allows inspectors to access the non-
confidential part of ASIAS, but most of the inspectors we interviewed do not use
this system.

7 FAA developed AMS in response to section 348 of Pub L. No. 104-50. AMS serves as FAA's Capital Planning and
Investment Control process.
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FAA Disseminates ASIAS Information to
the Inspector Workforce but Does Not
Provide National ASIAS Trend Data

In response to our 2013 report, FAA established a process to disseminate ASIAS
information from the Commercial Aviation Safety Team (CAST)® to the inspector
workforce. While FAA improved the flow of ASIAS-related safety information to
inspectors, access to ASIAS confidential data and trends remains limited. Our
work during the current audit indicates that the inspector workforce continues to
believe that receiving national trends would benefit their air carrier oversight.

FAA Disseminates ASIAS Information to the Inspector
Workforce Through CAST Safety Enhancements

In 2013, we recommended that FAA establish a mechanism for providing access
to aggregated ASIAS trends to each level of Flight Standards, which manages
inspections. FAA formed a joint working group with representatives from FAA's
Office of Accident Investigation and Prevention and Flight Standards to develop a
process for providing ASIAS information to inspectors. This group determined
that disseminating information related to mitigation strategies developed from
ASIAS data analyses was the selected method to share ASIAS data with the
inspector workforce. The information disseminated to inspectors consists of a
portfolio of voluntary safety enhancements (i.e., best practices for operators to
consider), as recommended by CAST.

As of April 2020, CAST has adopted more than 100 safety enhancements, with

22 based on information derived from ASIAS data. For example, using ASIAS
data, CAST recommended mitigation strategies for air carriers to reduce the risk
of taking off with aircraft flaps that were not properly configured. Air carrier flight
operation data in ASIAS showed that air carriers that delay takeoff configuration
until after initiating taxi have about four times greater likelihood of an attempted
flaps-up takeoff.

In addition, we recommended that FAA issue guidance on how inspectors are to
use the ASIAS information provided, including how ASIAS will integrate with
FAA's new inspection system, the Safety Assurance System (SAS).” In March

18 Founded in 1998, CAST is a Government-industry partnership that has developed an integrated, data-driven
strategy to reduce the Nation's commercial fatality rate by analyzing causes of past accidents, identifying areas where
changes have prevented them, implementing safety enhancements, and measuring their results.

19 The Safety Assurance System (SAS) is FAA's oversight tool to perform certification, surveillance, and continued
operational safety. SAS includes policies, processes, and associated software that Flight Standards Service uses to
capture data when conducting oversight. SAS is not a separate safety standard and does not impose additional
requirements on certificate holders.
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2018, FAA implemented guidance that requires principal aviation safety
inspectors responsible for oversight of air carriers to review CAST safety
enhancements during their quarterly inspection planning to become familiar with
new and existing enhancements and determine whether a potential risk exists for
their air carrier. FAA's Safety Analysis and Promotion Division is responsible for
integrating the safety enhancements into SAS. Principal inspectors have access to
enhancements through the SAS Resource Guide and are notified by FAA through
broadcast notification when a new portfolio is posted. According to FAA,
although the enhancements are voluntary, if an air carrier is not implementing
the recommended safety enhancements, it may be an indicator of risk in the
associated program area.

Further, FAA added related questions to be used during inspections to determine
if the air carrier has reviewed and implemented applicable safety enhancements.
These additional questions are in SAS as part of regular oversight. Inspectors use
Data Collection Tools (DCT)? to assess a certificate holder’s performance and
design. The questions associated with CAST are part of inspecting an air carrier’s
safety program. For example, one question is, “Does the certificate holder have
procedures to include the review and implementation of proposed CAST safety
enhancements?”?' Inspectors answer these questions with a positive or negative
response.

Most of the principal inspectors we interviewed stated they had reviewed the
CAST safety portfolio. They stated that the CAST safety enhancements from
ASIAS provide useful data because the work of extracting and trending has been
done. However, they noted that safety enhancements are not real-time and are
the results of months of analysis. Additionally, these enhancements are not the
only source of data the inspectors use to identify safety issues and mitigate risks.
All of the inspectors we interviewed stated they review other data sources to
obtain safety-related information.

In December 2019, FAA provided additional access to CAST information by rolling
out the CAST Portal to approximately 70 to 80 aviation safety inspectors, which
provides access to recent CAST portfolios and studies, open CAST safety
enhancements, and supplemental information. As of July 2020, 173 of the
approximately 3,300 aviation safety inspectors (5 percent) had access to the CAST
Portal. FAA acknowledged that this number is only a fraction of the total
inspector workforce and that the Agency's intention was to ensure, at a
minimum, all principal inspectors have access to the portal. However, during our
site visits, we found that FAA had provided access to only 1 of 12 principal

20 The inspectors use the SAS DCT to determine highly important safety areas within each safety enhancement and
decide if they should be included in inspector surveillance. Inspectors would then be assigned steps to look at while
visiting air carriers.

21 Element DCT 1.1.6 airworthiness.
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inspectors we interviewed. The portal also provides the ability for these
inspectors to submit comments and questions regarding the studies and safety
enhancements. While the CAST Portal provides useful information such as
highlighting safety issues for inspectors, it does not provide national-level trends
that are available on the confidential ASIAS Portal.

FAA Does Not Provide Principal Inspectors With National
Trend Data Available in ASIAS

While FAA's actions in response to our recommendations improved the flow of
some ASIAS-related information to inspectors, access to confidential ASIAS data
and trends remains limited. While most of the inspectors we interviewed stated
that they get some access to their carrier's ASAP and FOQA data, 94 percent of
the 33 managers, inspectors, and analysts that we interviewed stated that
receiving national trends would be beneficial. This is similar to our 2013 report, in
which we found that 74 percent of inspectors we surveyed stated that national
trends would be useful.??

One key benefit of nationwide trends is the ability to benchmark an air carrier’s
performance against aggregate nationwide trends, which includes other carriers.
Benchmarking can be used to support operational safety assessments as part of
an SMS and a proactive safety culture but are only accessible by the carriers
based on the governance of the ASIAS program. Without the benefit of national
trend information, many inspectors we spoke with stated that when a problem is
identified at a carrier, an inspector has to call other operators to see if they are
having the same problem.

While the inspectors do not have access to national trend data, some of the
inspectors in the field stated that they receive ASAP trending information from
FAA's Air Carrier Training System and Voluntary Safety Programs Branch.
However, the information only provides data on what the top ASAP issues are.
Additionally, although FAA's national Flight Standards office responsible for data
analyses does provide some national safety trend data to the inspectors, this
office does not have access to the key confidential data in ASIAS.

Similar to our previous findings, we determined that if inspectors participate on
an ASIAS team analyzing data related to a specific issue, there is more access to
ASIAS data. However, it is limited to data on the issue the team is working on. For
example, the principal operations inspector from one of the certificate

22|n 2013, OIG conducted a survey of FAA Part 121 air carrier inspectors and analysts. The survey was distributed to
all (893) inspectors and analysts responsible for Part 121 operations at 26 randomly selected, statistically
representative FAA field offices. The 2013 audit team received 475 responses for a response rate of 53.2 percent. Of
the 475 responses, 292 indicated they had some knowledge of ASIAS, and 216 of those 292 (74 percent) indicated
safety oversight could be improved by access to national-level FOQA and ASAP trends.
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management offices we visited is part of the team reviewing two issues—wrong
airport surface landings and unstable approaches—as a result of the near miss of
an Air Canada flight at the San Francisco International airport in July 2017. Also,
inspectors can obtain ASIAS information at semiannual Government/industry
safety meetings known as InfoShare. However, not all inspectors attend these
meetings.

In a January 2020 report, the Special Committee on FAA's Aircraft Certification
Process made a similar observation related to data access. The report concluded
that ASIAS does an excellent job of integrating confidential industry data and
public data sources to address potential safety issues, but the raw data are not
readily available to the flight standards workforce. Rather, safety outcomes are
shared after months of data analysis. The Special Committee recommended that
FAA find a way to integrate de-identified and confidential data sources so that
the aircraft certification workforce, Flight Standards inspectors, and other safety
organizations can focus on near-time risk factors as part of their continued
operational safety activities.

According to FAA, the Agency has placed emphasis on sharing information with
its workforce, versus direct interaction with these data systems, because they
require specialized skillsets and tools. ASIAS representatives stated that it would
be impractical for the inspector workforce to keep current in skills needed to
interact with complex data files. Additionally, according to FAA, ASIAS work
groups review these files and provide the assessments, which can then be
converted to usable information provided to inspectors. Further, FAA told us that
ASIAS was never intended to be an oversight tool as the information provided by
stakeholders is from voluntary safety programs. For that reason, the Agency has
been cautious in disseminating it to the oversight workforce.

We agree that direct access by inspectors to the raw data may not be necessary
since there is a well-established process within ASIAS to make sure the data are
accurate and analyzed properly. However, other ASIAS information could be of
use to principal inspectors, such as aggregated trends from confidential data
related to known risks that are developed and reported through ASIAS analysis.
For example, our review of the protected ASIAS Portal showed several known
risks that FAA and industry are continually monitoring. These include FOQA CAST
metrics related to unstable approaches, terrain awareness warning systems, loss
of control, and ASAP CAST metrics on trends identified. There is also other key
summary data of problems by airport that are all being reported after ASIAS
analysis is complete. However, inspectors currently do not have access to this
ASIAS information on national trends that could further inform their oversight.
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FAA Inspectors Do Not Widely Use Non-
Confidential ASIAS Data for Air Carrier
Oversight

While inspectors are limited from accessing confidential portions of ASIAS,
inspectors and analysts may access the non-confidential part of ASIAS, which
contains publicly available information, including aviation safety and performance
data. However, the inspectors and analysts we interviewed stated that they were
not regularly accessing the non-confidential part of ASIAS or have never used it,
due to their lack of familiarity with the system, lack of training, or lack of outreach
on FAA's part. Additionally, inspectors were using other data sources on a more
regular basis.

This is similar to our prior report’s findings that inspectors do not use the non-
confidential ASIAS data because they can obtain the same data from other FAA
databases. For example, FAA's guidance recommends that inspectors use FAA's
Safety Performance Analysis System, an automated decision-support system used
to aid in targeting inspection and certification resources on those areas that pose
the greatest aviation safety risks.

According to an FAA ASIAS official, inspectors have had the ability to access the
ASIAS extranet portal since the inception of the non-confidential part of the
ASIAS program in early 2001. All they have to do is request the user ID and
password via the registration page. However, neither the ASIAS program office
nor FAA Flight Standards has developed guidance to direct inspectors to use
ASIAS, describe the system’s benefits, and explain how to obtain access. As a
result, inspectors have not incorporated the use of ASIAS into their oversight, and
it is not clear whether ASIAS and Flight Standards officials intend for inspectors to
use the system to better target their safety inspections.

Conclusion

AV2021022

The ASIAS program continues to be a critical component for sharing safety data,
identifying potential safety challenges, analyzing those potential vulnerabilities,
and facilitating industry collaboration to advance safety efforts and Agency
objectives. Given the ASIAS program’s pivotal role in aviation safety, it will be
important for FAA to address programmatic and operational challenges to keep
up with the evolving air transportation system. As ASIAS transitions to a
predictive safety analysis, these efforts will require FAA to expand the breadth,
depth, and agility of the program. Additionally, given the growth in aviation
communities within ASIAS, such as general aviation, developing models to help
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prioritize ASIAS resources will be vital to help FAA identify and address the most
critical safety issues. Finally, FAA can do more to disseminate the results of ASIAS
analysis and provide guidance to inspectors on how to use the system. These
steps will better position FAA to harness the ASIAS system'’s future advanced
capabilities and more effectively predict, prioritize, communicate, and mitigate
safety risks to the traveling public.

Recommendations

To improve FAA's ability to better prioritize ASIAS efforts, provide improved data
to aviation inspectors, and communicate the intended use and benefits of non-
confidential ASIAS data, we recommend that the Federal Aviation Administrator:

1. Develop and implement models based on criteria to prioritize requests for
ASIAS safety information across the ASIAS communities.

2. Disseminate ASIAS aggregated, confidential national-level metrics, such as
known risk monitoring, on a regular basis to the Safety Analysis and
Promotion Division and principal aviation safety inspectors.

3. Determine if the ASIAS non-confidential information is beneficial to Flight
Standards inspectors, and if so, implement guidance to field-level
personnel so that inspectors have an understanding of how, when, and
why they should use the system.

Agency Comments and OIG Response

We provided FAA with our draft report on January 5, 2021, and received its
response on February 17, 2021, which is included as an appendix to this report.
FAA concurred with all three of our recommendations and proposed appropriate
actions and completion dates. Accordingly, we consider all recommendations as
resolved but open pending completion of the planned actions.

Actions Required

We consider recommendations 1 through 3 resolved but open pending
completion of planned actions.
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Exhibit A. Scope and Methodology

We conducted this performance audit between November 2019 and January
2021 in accordance with generally accepted Government auditing standards as
prescribed by the Comptroller General of the United States. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions based on
our audit objectives. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions based on our audit objectives.

The Federal Reauthorization Act of 2018 directed our office to perform a follow-
up review of FAA’s ASIAS program to assess the Agency’s efforts and plans to
improve the system, including its predictive capabilities, and provide better data
access. Accordingly, our objectives were to assess FAA's (1) progress with
implementing ASIAS and plans to improve the system, including its predictive
capabilities, and (2) efforts to more widely disseminate results of ASIAS data
analyses.

To assess FAA's progress in implementing its ASIAS program, we reviewed the
2013 OIG audit report and obtained and analyzed policies and guidance related
to FAA's voluntary safety reporting programs. We also reviewed various ASIAS
program documents, including program management reviews, project level
agreements, multi-year plans, and procedures and operations plans. Additionally,
to determine the Agency's plans to expand ASIAS capabilities (e.g., predictive
capabilities), we reviewed FAA's concept of operations plans for ASIAS 2.0 and
ASIAS 3.0. We also met several times with FAA's Office of Accident Investigation
and Prevention, Safety Analytical Services Division—the primary office
responsible for the management of the ASIAS program—to obtain a program
status update, identify actions FAA has taken to address our past ASIAS-related
recommendations, and obtain a further understanding of planned capabilities for
ASIAS. In addition, we obtained and analyzed various products generated with
ASIAS data (e.g., CAST safety enhancements, directed and vulnerability studies).

Further, we conducted interviews with other FAA Headquarters offices and the
MITRE Corporation to discuss their role in the program. We also obtained
information from MITRE on the process it uses for validating ASIAS data
contained in the ASIAS database and its quality assurance process performed on
data entered into ASIAS. We determined that the data used in this report was
sufficiently reliable by reviewing source documentation to verify information
obtained from testimonial evidence, data management plans, program plans, and
conducting interviews with knowledgeable Agency officials. Further, we reviewed
information on FAA's confidential and non-confidential ASIAS portals.
Additionally, we conducted interviews with representatives from Airlines for
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America and the Aeronautical Repair Station Association to obtain their
perspectives on the ASIAS program.

To assess FAA's efforts to more widely disseminate results of ASIAS data analyses,
we conducted interviews with 4 out of 27 randomly selected Part 121 passenger
air carriers—Delta Air Lines, JetBlue Airways, Mesa Airlines, and Silver Airways—
and 33 of 149 managers, aviation safety inspectors, and analysts at the 4 FAA
certificate management field offices that are responsible for overseeing these
carriers. These individuals included all managers, principal inspectors, and
analysts as well as other inspectors available at the time of our audit. To select
our sample, we reviewed an ASIAS Stakeholder listing as of October 25, 2019,
from FAA's Safety Analytical Services Division, which included 45 commercial air
carriers. We classified these 45 carriers by type such as mainline (11), regional
(16), cargo (14), charter (3), and foreign (1). We included the 11 mainline and

16 regional carriers into our universe from which we selected a stratified simple
random sample of 4 out of 27 carriers with 2 from each Stratum where Stratum 1
was a simple random sample of 2 out of 11 mainline carriers, and Stratum 2 was a
simple random sample of 2 out of 16 regional carriers. While our sample is
unbiased it is not large enough to be projected. We concentrated on the mainline
and regional carriers to get feedback on ASIAS access, use, and concerns from
large and mid- to small size carriers.

We determined to what extent inspectors are able to access and use ASIAS data
or obtain safety information as well as obtain similar information from the CAST
Portal. Additionally, we conducted interviews with FAA officials from the Safety
Analysis and Promotion Division to obtain information on their processes and
procedures for disseminating results of ASIAS information to the inspector
workforce. We also obtained data query reports from applicable databases to
identify FAA Certificate Management Offices that have completed Data Collection
Tools related to CAST safety enhancements.
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Exhibit B. Organizations Visited or Contacted

Federal Aviation Administration

FAA Headquarters, Washington, DC

Office of Accident Investigation and Prevention, Safety Analytical Services

Division
Office of Safety Standards
Office of Safety Standards, Safety Analysis and Promotion Division

Office of Safety Standards, Air Transportation Division, Air Carriers
Training Systems and Voluntary Safety Programs

FAA Field Offices
Delta Air Lines Certificate Management Office, Atlanta, GA
JetBlue Airways Certificate Management Office, New York, NY
Mesa Airlines Certificate Management Office, Phoenix, AZ

South Florida Certificate Management Office, Miramar, FL

Other Organizations

Aeronautical Repair Station Association, Washington, DC
Airlines For America, Washington, DC

Delta Air Lines, Atlanta, GA

JetBlue Airways, New York, NY

Mesa Airlines, Phoenix, AZ

MITRE Corporation, McLean, VA

Silver Airways, Hollywood, FL

Exhibit B. Organizations Visited or Contacted
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Exhibit C. List of Acronyms

AEB
AMS
ASAP
ATSAP
ASIAS
CAST
DCT
DOT
FAA
FOQA
MCAS
MITRE
NAS
NASA
OIG
SAS
SMS
UAS

Exhibit C. List of Acronyms

ASIAS Executive Board

Acquisition Management System

Aviation Safety Action Program

Air Traffic Safety Action Program

Aviation Safety Information Analysis and Sharing
Commercial Aviation Safety Team

Data Collection Tools

Department of Transportation

Federal Aviation Administration

Flight Operational Quality Assurance
Maneuvering Characteristics Augmentation System
MITRE Corporation

National Airspace System

National Aeronautics and Space Administration
Office of Inspector General

Safety Assurance System

Safety Management System

Unmanned Aircraft System
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Exhibit D. ASIAS Participants as of September 2020

ASIAS Stakeholders asor1 september 2020

Commercial Air Carriers (41)

ABX Air

AirCanada
AirTransport International
AirWisconsin Airlines
Alaska Airlines
Allegiant Air
Aloha Air Cargo
American Airlines

Atlas Air/Polar Air Cargo
CommutAir

Delta AirLines

Empire Airlines
Endeavor Air

Envay Air

AdA—Airlines for America

AlA—Aerospace Industries Association

Airbus
ALPA—Air Line Pilots Association

Expresslet

FedEx Express
Frontier Airlines
Golet Airlines
Hawaiian Airlines
Horizon Air
letBlue Airways
Kalitta Air

Mesa Airlines
Mountain AirCargo
National Airlines
Northern AirCargo
Omni Air International
Piedmant Airlines

Industry

PSAAirlines
RepublicAirline
Silver Airways
SkyLease Cargo
SkyWest Airlines
Southern Air
Southwest Airlines
Spirit Airlines

Sun Country Airlines
Swift Air

United Airlines
United Parcel Service
USA Jet Airlines

IPA—Independent Pilats Association

NACA—National Air Carrier Association

NAFA—National Aircraft Finance Association

NATCA—National Air Traffic Controllers Association

*Newest Stakeholder

General Aviation Operators (125)

Abbott Laboratories
ACl let

Aero Charter

Airshare

Albertsons

Ameriflight

BCH, LLC

Best Jets International
Blue Ridge Jet
Bombardier Flight Operations
Boston Scientific

Cape Air

The Coca-Cola Company
Cook Canyon Ranch Aviation
Costco Wholesale

Crew Aviation LLC

CTP Aviation

Eli Lilly

Embraer Executive Jets
Enterprise Holdings
Executive Fliteways

Exhibit D. ASIAS Participants as of September 2020

Flight Options

Gama Aviation Signature

Gulfstream Aerospace Flight
Operations

Hanover Foods Flight Ops

Jet Aviation

Jet Edge International

Jet Linx

JetSuite

Johnson & Johnson

15X

Kroger Aviation

LECO Corporation

Luck Companies

Mayo Aviation

Meridian Air Charter

N724DB, LLC

Netlets

Northeastern Aviation Corp.

Northern Jet

OnFlight, Inc.

Qualcomm, Inc.

Raytheon EAQ

REVA

RTFlight

Sanford Health

SC Aviation

SC Johnson

SevenBar Aviation

Smithfield Foods Flight
Department

Solairus Aviation

Stryker Carporation

Talon Air

Textron Aviation

Tradewind Aviation

Universal Flight Services

Valero Travel Services

Venture Jets

Vulcan, Inc.

Wing Aviation Charter Services

XOIET

APA-Allied Pilots Association NAV CANADA Fair Wind Air Charter Pacific Gas & Electric Co. 60 Additional Operators
Boeing RAA—Regional Airline Association Flexjet Priester Aviation
CAPA—Coalition of Airline Pilots Associations SAPA—SkyWest Airlines Pilot Association
|BT—International Brotherhood of Teamsters SWAPA—Southwest Airlines Pilots Association Industry
= £ ACSF—Air Charter Safety Foundation Gulfstream Aerospace
Fllght Tralmng Embraer NBAA—National Business Aviation Association
— el T S GAMA—General Aviation Manufacturers NJASAP—Netlets Association of Shared Aircraft Pilots
alifornia Aeronautical University marsity of North Dakota At Ay
L3Harris Southern Utah University
Liberty University 8 Additional Stakeholders
. . Government
Maintenance, Repair & Overhaul
AMC—Air Mohility Command NASA—National Aeronautics & Space  Naval Air Force Atlantic
AAR Aircraft Servicas HAECO Americas FAA—Federal Aviation Admin. Admin. USAF Safety Center
Source: FAA
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Exhibit E. Types of ASIAS Analyses

Summary
Information
Request*

Provide data, results, or information which is normally requested from
outside of the ASIAS program. SIRs may be submitted to access de-
identified data for analysis purposes.

Quick Look Studies*

Medium Fidelity Studies*

Commercial Aviation
Safety Team and
General Aviation Metrics
Analysis*

Working Group Analyses*

Requests from within the ASIAS program to conduct an initial, short-
term investigation of a perceived safety issue.

Follow-on studies when results of a quick look study suggest that a
more comprehensive study is warranted.

Assessments to monitor the effectiveness of Safety Enhancements.

Reports, metrics workbooks, or other products that are produced on an
as- needed basis to answer specific requests for information.

Vulnerability Discovery

Identification and validated assessments of previously unknown issues
or accident precursors.

Directed Studies

In-depth assessments of special topics of interest to ASIAS participants.

Known-Risk Monitoring

A set of continuously performed analyses to monitor known safety risks
of interest to ASIAS participants.

Safety
Enhancement
Assessments

Benchmarks

Development of metrics to identify and continuously monitor hazards and
mitigating actions by industry and government participants to address
known risks.

Development of industry metrics applied to national, aggregated data sets
to create a baseline for follow-on assessments of operations by ASIAS
participants.

*These types of safety analyses were added to FAA's process for identifying safety risks after our last

audit in 2013.

Source: OIG analysis of ASIAS Program Plan (2021-2025) and ASIAS Procedures and Operations Plan
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Exhibit F. Topics Addressed in FAA's Current Open
ASIAS Studies

Summary Information Medium Fidelity
Requests Directed Studies Studies Quick Look Studies
e Track-To-Fix Fly-by e Approach and e General e Runway changes at
Transition Overshoot for Landing Aviation specified locations
Simultaneous Operations Misalignment Incorrect
Surfaces ¢ Landing without
e Manual Flight e General Analysis clearance
Operations (Autopilot Aviation Traffic
and Auto throttle Modes) Alert and ¢ Circling Approaches
Phase 2 (2019/2020) Collision
Avoidance e Load Factor
e Uncommanded Pitch System Analysis
Down Analysis
e Approach e Low-Altitude Near
¢ En Route Automation Landing Go- Mid-Air Collision
Modernization Aircraft around
Trajectory Modeling e Offset Instrument
Landing System
e T-Notices To Airmen approaches with
Extension inclement weather
e Wake Vortex Safety ¢ Persistent and
System Analysis Repetitive System
Malfunctions Study
e Unstable Approach
Study e Update to Runway
Status Lights
Analysis
e Crossing
Restrictions
Analysis

Source: OIG analysis of FAA data
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Exhibit G. Major Contributors to This Report

ROBIN KOCH

COLETTA TREAKLE
GALEN STEELE

MARK GONZALES
AUDRE AZUOLAS

SETH KAUFMAN

PETRA SWARTZLANDER
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SENIOR AUDITOR
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Appendix. Agency Comments

Federal Aviation

Administration
Memorandum
Date: February 17, 2021 /) ( /
i
To: Matthew E. Hampton, Assistant Inspector General for Aviation Audits i J ¥, Yoy

;
From: H. Clayton Foushee, Director, Office of Audit and Evaluation, AAE-1 |

Subject:  Federal Aviation Administration’s (FAA) Response to Office of Inspector General
(OIG) Draft Report: FAA Has Made Progress in Implementing ASIAS

The Aviation Safety Information Analysis and Sharing (ASIAS) program is a critical data
sharing and analysis capability enabling the FAA and industry to monitor known risks, assess the
effectiveness of deployed mitigations, and identify emerging risks before they lead to accidents
or significant incidents. Established in 2007, ASIAS started working with the commercial
aviation community and played a significant role in enabling the safest period in U.S.
commercial aviation history. Currently, it is playing a critical role in monitoring operations in
the National Airspace System (NAS) during a time of unprecedented change in the aviation
industry due to the COVID-19 public health emergency.

The FAA is continuing to expand the ASIAS program into other segments of aviation to improve
safety in the NAS. Voluntarily provided safety data plays a pivotal role in enabling the transition
from a forensic approach to managing safety to a more prognostic and predictive approach. It is
critical to establish trust, protections, and protocols on the use of the data, which takes time to
develop and foster across the stakeholder communities.

The FAA has efforts underway to develop the next generation of ASIAS that will bringadvanced
analytics and risk assessment methodologies, and leverage artificial intelligence technologies to
advance ASIAS predictive capabilities. The FAA will deploy these capabilities over the next
few years as it implements the next generation of ASIAS.

The FAA continues to work in collaboration with industry to expand access for principal
inspectors to the Commercial Aviation Safety Team portal and to explore the best means to
disseminate information from ASIAS to improve awareness of observed safety trends. The
ASIAS program identifies potential safety issues and shares them openly so the FAA and
industry can address them within their Safety Management Systems.
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The FAA concurs with the three recommendations as written. The FAA plans to implement
recommendation 1 by June 30, 2022. For recommendations 2 and 3, we plan to complete actions
by August 31, 2021.

The FAA appreciates this opportunity to offer additional perspective on the OIG draft

report. Please contact H. Clayton Foushee at Clay.Foushee@faa.gov if you have any
questions or require additional information about these comments.
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