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What We Looked At
As required by law, we report annually on the Department of Transportation’s (DOT) most significant challenges to 
meeting its mission. We considered several criteria in identifying DOT’s top management challenges for fiscal year 
2023, including their impact on safety, documented vulnerabilities, large dollar implications, and the ability of the 
Department to effect change. Recognizing the unique challenges of a changing environment, our report also discusses 
DOT’s implementation of the Infrastructure Investment and Jobs Act (IIJA) as well as COVID-19 impacts within the 
management challenge areas we identified. 

What We Found
We identified the following top management challenge areas for fiscal year 2023:

• Aviation safety. Key challenges: improving oversight of aircraft certification, and maintaining confidence in FAA’s
ability to oversee air carrier operations and address long unresolved safety issues.

• Surface transportation safety. Key challenges: overcoming oversight challenges to help reduce surface
transportation fatalities, and improving monitoring and enforcement of surface transportation safety programs.

• Air traffic control and airspace modernization. Key challenges: meeting staffing needs at the Nation’s most
critical air traffic control facilities, ensuring air carriers provide fair and adequate service, and achieving NextGen
benefits for airspace users and deploying controller automation tools to improve efficiency.

• Surface transportation infrastructure. Key challenges: managing risks to achieve goals; enhancing award,
administration, and oversight processes over new and existing funded programs and projects; and executing
Federal priorities related to the impact of climate change, advancing equity, and promoting resilience in
infrastructure.

• Contract and grant fund stewardship. Key challenges: establishing sound pricing for contract and grant awards,
and verifying contract and grant expenditures are supported and proper, including compliance with Made in
America laws.

• Financial management. Key challenges: preventing and detecting increases in improper payments, and
enhancing policies and procedures to monitor and report grantee spending.

• Information security. Key challenges: strengthening enforcement and implementation of DOT’s enterprisewide
information security program to prevent cyberattacks, and addressing obstacles to moving towards a Zero Trust
Architecture.

• Fraud prevention and detection. Key challenges: identifying and assessing fraud, and proactively managing fraud
risks through oversight, outreach, and data analysis.

• Innovation and the future of transportation. Key challenges: implementing DOT’s innovation principles,
advancing the safe integration of vehicle automation and electric vehicles on our Nation’s roads, and safely
integrating new technologies into the National Airspace System.

• Evolving operations and workforce management. Key challenges: coordinating effectively to address DOT and
stakeholder capacity challenges to successfully deliver IIJA programs, and maximizing the benefits of workforce
flexibilities and the hybrid work environment to enhance efficiency, effectiveness, and engagement.
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Memorandum
Date: November 2, 2022

Subject: INFORMATION:  DOT’s Fiscal Year 2023 Top Management Challenges 
Report No. PT2023003

From: Eric J. Soskin 
Inspector General 

To: The Secretary  
Deputy Secretary 

The U.S. transportation system is at the heart of national prosperity, national security, and 
national identity and central to our daily lives. The Department of Transportation’s (DOT) 
mission is to deliver the world’s leading transportation system, serving the American people 
and economy through the safe, efficient, sustainable, and equitable movement of people and 
goods. 

The Office of Inspector General (OIG) supports the Department’s mission by conducting 
investigations and audits on behalf of the American public. Each year, as required by law, 
we report on DOT’s top management challenges to help the Department focus attention 
on effectively managing its programs and operations, while also advancing its strategic 
goals. These goals include improving safety, supporting economic strength and global 
competitiveness, promoting equity and sustainability, fostering transformation, and 
strengthening organizational excellence. 

Alongside DOT’s longstanding safety and policy responsibilities, the Department is now 
embarking on a significant effort to improve our Nation’s infrastructure through the 
Infrastructure Investment and Jobs Act (IIJA). IIJA authorizes $660 billion in transportation 
funding through fiscal year 2026. As the Department is aware, the volume of IIJA 
funds, coupled with the creation of new programs and priorities, presents significant 
implementation and oversight challenges. Simultaneously, DOT faces a shifting 
macroeconomic landscape with regard to inflation, labor, and supply chain issues. The 
impacts of the COVID-19 pandemic on the transportation industry and the Department’s 
workforce—including DOT’s oversight of more than $106 billion in COVID-19 relief funding—
present other challenges. Accordingly, our report discusses IIJA implementation and 
COVID-19 impacts within the management challenge areas we identified. 

Within this context, safety remains a top priority. Sustaining the Department’s attention on 
aviation safety challenges is paramount, including strengthening its oversight of aircraft 
certification processes and air carrier safety programs. In addition, as travelers return to 
the skies in record numbers, DOT will need to address challenges in managing the National 
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Airspace System (NAS), including ensuring sufficient air traffic controller staffing and 
protecting passengers from unfair ticketing practices. 

Moreover, a rise in fatalities on our Nation’s roads in recent years calls for effective 
implementation of safety programs created or augmented through IIJA funding, whether 
focused on roadways alone or on the interaction of transportation modes, such as railroad 
crossings. At the same time, DOT will need to improve its oversight of surface transportation 
safety programs.  

Without a doubt, the passage of IIJA offers an opportunity to supercharge the Department’s 
longstanding efforts to modernize, maintain, and repair our Nation’s transportation 
infrastructure, including roads, bridges, rail, airport runways, and more. However, DOT 
agencies will face significant challenges in effectively identifying and managing risks while 
enhancing project award and oversight processes. In addition, the Department must balance 
the need to complete IIJA infrastructure projects while meeting statutory priorities and 
other requirements set forth in Executive Orders, such as addressing the impact of climate 
change, advancing equity, and promoting resilience. DOT also faces challenges addressing 
high-risk cybersecurity vulnerabilities that attackers could exploit to access the Department’s 
information systems.  

The large influx of IIJA and COVID-19 relief funds further requires DOT to hone its contract 
and grant award and administration practices. In particular, it will be critical to establish 
sound pricing and verify the appropriateness of expenditures for DOT-funded contracts and 
grants—including ensuring that projects comply with laws and maintaining controls to detect 
and reduce improper payments. The Department must also take strong steps to bolster its 
outreach and oversight to detect and prevent fraud—such as bid rigging and disadvantaged 
business enterprise fraud—given the increased risk posed by IIJA and COVID-19 relief funding.  

As the Department addresses these and other challenges, it will also be focused on 
another critical goal: fostering transformation and innovation. DOT must proactively 
address legislative and technological changes in the transportation environment—such 
as those related to autonomous vehicles, commercial space operations and unmanned 
aircraft systems—that significantly affect our Nation’s future economic prosperity, industry 
competitiveness, and security. A fundamental challenge will be to carefully balance the 
Department’s dedication to safety with innovation principles. 

Ultimately, to meet these top management challenges—and others that arise—the 
Department must acquire and retain a sufficient workforce with the knowledge, skills, and 
abilities to execute its mission. As DOT works to achieve its IIJA hiring goals, a key component 
of retaining staff and managing the efficiency of its workforce will be maximizing the benefits 
of its increasingly hybrid work environment.

We considered several criteria to identify the Department’s top management challenges 
for fiscal year 2023, including safety impact, documented vulnerabilities, large dollar 
implications, and the Department’s ability to effect change. 
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In the enclosed report, we identify and discuss the following challenge areas: 

• Aviation Safety

• Surface Transportation Safety

• Air Traffic Control and Airspace Modernization

• Surface Transportation Infrastructure

• Contract and Grant Fund Stewardship

• Financial Management

• Information Security

• Fraud Detection and Prevention

• Innovation and the Future of Transportation

• Evolving Operations and Workforce Management

As always, we will continue to work closely with DOT officials to support the Department’s 
efforts to improve safety, enhance efficiency, and protect resources, including overseeing IIJA 
and COVID-19 relief funds. We appreciate the Department’s commitment to prompt action 
in response to the challenges we have identified. This report and the Department’s response 
will be included in DOT’s Annual Financial Report, as required by law. 

If you have any questions regarding this report, please contact me or Barry J. DeWeese, 
Principal Assistant Inspector General for Auditing and Evaluation.

#

cc:  DOT Audit Liaison, M-1
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Index of DOT Operating Administrations (OA) Discussed in Each Chapter

Operating Administrations Chapter

Federal Aviation Administration (FAA) Aviation Safety 
Air Traffic Control and Airspace Modernization 
Innovation and the Future of Transportation

Federal Highway Administration (FHWA) Surface Transportation Infrastructure 
Surface Transportation Safety 
Innovation and the Future of Transportation

Federal Motor Carrier Safety Administration 
(FMCSA)

Surface Transportation Safety

Federal Railroad Administration (FRA) Surface Transportation Safety 
Surface Transportation Infrastructure 

Federal Transit Administration (FTA) Surface Transportation Infrastructure

National Highway Traffic Safety 
Administration (NHTSA)

Surface Transportation Safety 
Innovation and the Future of Transportation

Maritime Administration (MARAD) Surface Transportation Infrastructure

Pipeline and Hazardous Materials Safety 
Administration (PHMSA) 

Surface Transportation Safety
Surface Transportation Infrastructure

Cross-modal/Departmentwide Contract and Grant Fund Stewardship 
Financial Management
Information Security 
Fraud Detection and Prevention
Innovation and the Future of Transportation 
Evolving Operations and Workforce Management
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Global Airline Use of Boeing Aircraft

Source: OIG analysis of Boeing data

Maintaining safety is FAA’s primary mission. This includes overseeing 
the certification and safety of all civilian aircraft manufactured and 
operated in the United States. While FAA has historically maintained 
an excellent safety record, multiple reviews following two crashes 
involving Boeing 737 MAX 8 aircraft highlighted significant issues 
related to FAA’s certification process and use of delegation authority 
to manufacturers that the Agency is working to resolve. In addition, 
FAA may be missing opportunities to leverage air carrier safety 
management systems to ensure regulatory compliance and mitigate 
safety risks.

Improving Oversight of Aircraft Certification 
• Federal law allows FAA to delegate certain certification functions to organizations like 
Boeing to determine whether new aircraft comply with safety regulations. For example, 
FAA delegated significant work to Boeing during the original 737 MAX certification, which, 
according to FAA managers, is typical as aircraft systems mature. During the recertification 
process to return the MAX to service, FAA retained responsibility for approving certification 
plans containing key flight control software. However, Agency managers have indicated that 
this level of effort is not possible for all certification projects given the resources involved. 

• Further, as we have reported, FAA’s certification guidance does not adequately address 
integrating new technologies into existing aircraft models. Moreover, FAA lacks a risk-based 
approach to delegation oversight, and FAA engineers continue to face challenges in balancing 
certification and oversight responsibilities. 

• FAA also has opportunities during the certification process to influence international pilot 
training requirements through its review and approval of aircraft manufacturers’ training 
documentation, such as Airplane Flight Manuals (AFMs), which many air carriers and civil 
aviation authorities use when developing training. This is notable given the widespread 
global use of Boeing aircraft (see figure). Our review, and other stakeholder reviews, 
identified weaknesses in FAA’s oversight of AFMs during certification. 

• Although FAA is working to address recommendations from multiple organizations, 
including those from multiple OIG reports, continued management attention will be critical 
to maintaining confidence in the aircraft certification process. 

External Impacts: 
COVID-19
• The COVID-19 pandemic
decimated the aviation 
industry worldwide due 
to idled aircraft, declining 
aircraft maintenance and 
repair activity, and employee 
lay-offs at many associated 
businesses. In response, the 
American Rescue Plan (ARP) 
Act of 2021 established the 
Aviation Manufacturing Jobs 
Protection (AMJP) program in 
March 2021 for eligible aviation 
manufacturing companies to 
continue paying employee 
wages, salaries, and benefits. 

• To support the program, the 
ARP Act allocated $3 billion in 
funding for eligible aviation 
manufacturing companies 
through 2023. We are currently 
evaluating DOT’s oversight 
of this important program 
and the processes used to 
validate AMJP applicant data, 
allocate Government funding, 
and ensure funding was used 
lawfully.

OAs Impacted
FAA 

Aviation Safety

Related DOT Strategic Goal
Safety
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Maintaining Confidence in FAA’s Ability To Oversee Air 
Carrier Operations and Address Long Unresolved Safety 
Issues
• While FAA has taken positive steps to work more closely with air carriers to improve 
safety, weaknesses in FAA’s oversight have led to long-unresolved safety issues. We 
reported that FAA did not ensure Allegiant Air, American Airlines, and Southwest 
Airlines identified and resolved root causes of non-compliances. As a result, FAA 
continues to face challenges in achieving its goals to secure rapid compliance, 
eliminate safety risks, and ensure positive and permanent changes. 

• FAA also oversees air carriers’ Safety Management Systems (SMS), including 
the carriers’ assessments of safety risk ratings and controls. However, a lack of 
comprehensive guidance, tools, and training for its inspectors limits FAA’s oversight. 
In particular, FAA may be missing opportunities to identify weaknesses related to 
assessing and mitigating safety risks and promoting an effective safety culture.

• FAA has addressed or begun to address many of the 27 recommendations from 
our 3 reports to improve its oversight of Allegiant, American, and Southwest Airlines’ 
safety programs. This includes taking actions related to Allegiant Air’s maintenance 
risks and Southwest Airlines’ operation of 88 previously owned aircraft that did not 
meet airworthiness standards. Resolving the 11 remaining open recommendations will 
be critical to enhancing FAA’s oversight in key areas (see figure). Further, these issues 
present an opportunity for FAA to assess its oversight of all air carrier safety programs 
and address any potential systemic issues.

• FAA will need to continue assessing the safety implications of proposals intended to 
reduce pilot staffing challenges.

Key Oversight Enhancements Yet To Be Implemented

Recent Progress Reported by 
the Department
• Boeing 737 MAX Certification and 
Delegation. FAA is taking steps to 
address recommendations from 
multiple internal and external reviews, 
including areas we identified in
our February 2021 report, such as 
completing the rulemaking project 
that proposes requiring manufacturers 
to implement Safety Management 
Systems.

• Boeing 737 MAX Return to
Service. FAA completed a 20-month 
recertification process and returned 
the MAX to service on November 18, 
2020.

Related OIG Work 
FAA Has Opportunities To Better 
Inform International Pilot Training for 
Boeing Aircraft Through Enhanced 
Transparency and Oversight  
(July 27, 2022)
>> 4 recommendations (3 open, 1 closed) 

Observations and Common Themes in 
OIG’s Recent Work on FAA’s Oversight 
of Air Carrier Maintenance Programs 
(January 5, 2022)
>> No new recommendations

Weaknesses in FAA’s Certification and 
Delegation Processes Hindered Its 
Oversight of the 737 MAX 8  
(February 23, 2021)
>> 14 recommendations (13 open, 1 closed) 

FAA Lacks Effective Oversight Controls 
To Determine Whether American 
Airlines Appropriately Identifies, 
Assesses, and Mitigates Aircraft 
Maintenance Risks (October 20, 2021)
>> 7 recommendations (7 open, 0 closed) For more information on the issues identified in this chapter, please contact: 

For the current status of all our 
recommendations, visit our 
Recommendation Dashboard online. 

Nelda Z. Smith
Assistant Inspector General for Aviation Audits 
(202) 366-2140 | Nelda.Z.Smith@oig.dot.gov

Inspector Training 
and Guidance 
on Root Cause 

Analysis

Inspector Training 
and Guidance on 
Air Carrier Risk 
Assessments

Inspector Guidance 
on Air Carrier Safety 

Culture

Source: OIG analysis

https://www.oig.dot.gov/library-item/39024
https://www.oig.dot.gov/library-item/38761
https://www.oig.dot.gov/library-item/38302
https://www.oig.dot.gov/library-item/38631
https://www.oig.dot.gov/recommendation-dashboard
mailto:Nelda.Z.Smith@oig.dot.gov
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Fundamental to DOT’s mission is its commitment to making the 
U.S. transportation system the safest in the world. Despite DOT’s 
efforts, the U.S. has experienced a surge in fatalities and injuries 
on the Nation’s roads over the past 2 years. Based on our recent 
audit work, the Department continues to face oversight challenges 
to help reduce these fatalities and injuries. DOT must also improve 
its monitoring and enforcement of surface transportation safety 
programs, including deploying oversight tools and enhancing 
reporting for rail safety programs and completing statutory 
mandates for pipeline safety programs.

Overcoming Oversight Challenges To Help Reduce Surface 
Transportation Fatalities
Vehicle and Highway Safety
• The major surface safety challenge for DOT is reducing highway fatalities and injuries. 
DOT’s comprehensive approach to addressing this challenge is outlined in its National 
Roadway Safety Strategy (NRSS), released in January 2022. In particular, DOT’s success will 
require identifying the root causes of the increased fatalities. This effort will require sustained 
research, data analysis, and careful coordination between the Department and its OAs, State 
and local governments, industry, and other stakeholders—as well as efficient stewardship of 
over $34 billion in IIJA program and grant funding aimed at improving transportation safety. 

• To identify vehicle safety defects and monitor recalls, NHTSA established an online portal 
for manufacturer recalls, enhanced requirements for notifying owners about defects, and 
adopted a risk-based approach to review recalls for adequate scope and remedy. While these 
are positive steps, safety defects—such as faulty Takata airbags—remain a risk.

• NHTSA can reduce the risk of unsafe vehicles operating on U.S. roads by updating 
procedures for setting and revising Federal Motor Vehicle Safety Standards and reviewing 
compliance test reports. The Agency also has opportunities to improve staff training to better 
identify and enforce noncompliance.

• Although DOT’s OAs are structured around individual transportation modes, overall 
transportation safety is influenced by the intersections of modes and the modal choices 
of passenger and freight users. Recognizing this, the Department should emphasize safety 
technologies that may benefit multiple modes, and assess safety effects where emerging and 
existing modes interact or when safety actions related to one mode may impact other modes.

Trends in Traffic Fatalities, 2016–2021

External Impacts: 
COVID-19 and IIJA
After years of steady decline in 
the number of highway-related 
fatalities, there has been a rise 
since the start of the COVID-19 
pandemic. NHTSA estimates 
that nearly 43,000 people died 
in crashes throughout 2021—a 
10 percent increase from 2020 
and the largest number since 
2005 (see figure). 

IIJA has significantly increased 
funds for safety-related 
programs and grants to over 
$34 billion over 5 years. For 
example, IIJA provides over 
$15 billion for the Highway 
Safety Improvement Program; 
$5 billion to fund regional, local, 
and tribal safety initiatives; 
$3 billion for eliminating or 
separating areas where railroads 
and motorists intersect; and 
over $2.4 billion for Motor 
Carrier Safety Assistance 
Program grants.

OAs Impacted
FHWA, FMCSA, 
FRA, NHTSA, 
PHMSA

Surface transportation 
safety

Source: OIG analysis of NHTSA data

Related DOT Strategic Goal
Safety
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Overcoming Oversight Challenges (Continued)

Motor Carrier Safety
• Along with continued root cause analysis, robust oversight of carrier safety 
performance and State compliance with Federal requirements is crucial to combating 
the estimated 10.6 percent increase in fatalities involving large trucks and buses 
since 2020. Our recent audits have identified challenges in improving the quality and 
transparency of motor carrier safety data, safety measures, and carrier safety ranking 
assessments; commercial driver medical certification oversight; and commercial 
driver license disqualification requirements. 

Improving Monitoring and Enforcement of Surface 
Transportation Safety Programs 
Rail Safety
• FRA’s Automated Track Inspection Program (ATIP) has provided accurate track 
geometry data to assess compliance with the Federal Track Safety Standards for over 
30 years. Over the last 5 years, track geometry-caused accidents have decreased by 
29 percent. Additionally, the rate of track-caused accidents per million train miles fell 
from 0.97 in 2011 to .67 in 2020 (see figure). 

• However, as we recently reported, FRA has opportunities to enhance its ATIP 
utilization goals and track inspection reporting to better assess compliance with 
safety requirements. FRA is challenged to implement updated ATIP fleet utilization 
performance metrics, document the survey prioritization process, and provide 
detailed inspection planning guidance to track inspectors.

Pipeline Safety
• Implementing requirements of the Protecting Our Infrastructure of Pipelines 
and Enhancing Safety Act of 2020 (PIPES Act) will require PHMSA to recruit, train, 
and retain pipeline inspection and enforcement personnel; evaluate innovative 
technologies; complete rulemaking; maintain stewardship of safety funds; and take 
other required actions.

Recent Progress Reported by  
the Department
• NHTSA worked with States to 
mitigate deficiencies identified during 
triennial management reviews of 
highway safety grant programs, 
updated monitoring procedures 
and risk assessments, and improved 
States’ timely grant fund expenditures. 

• NHTSA continued to publish 
behavioral safety research studies of 
the root causes of increased highway 
fatalities. Such studies are crucial 
to understanding dangerous driving 
behaviors and emerging problems and 
to developing countermeasures that 
could reduce fatalities. 

• PHMSA enhanced its hazardous 
materials fitness reviews by 
implementing a plan for tracking 
safety profile evaluations, updating 
software and user guides for 
processing approval and special 
permit applications and inspections, 
revising guidelines for inspection 
priorities, and updating the Agency’s 
website. 

Related OIG Work 
FRA Uses Automated Track Inspections 
To Aid Oversight but Could Improve 
Related Program Utilization Goals and 
Track Inspection Reporting  
(April 27, 2022) 
>>  6 recommendations (5 open, 1 closed)

Weaknesses in NHTSA’s Training and 
Guidance Limit Its Ability To Set and 
Enforce Federal Motor Vehicle Safety 
Standards (November 9, 2021)
>> 6 recommendations (2 open, 4 closed)

FMCSA Has Gaps and Challenges in 
Its Oversight of CDL Disqualification 
Regulations  
(July 14, 2021)
>> 7  recommendations (7 open, 0 closed)

For more information on the issues identified in this chapter, please contact: 

For the current status of all our 
recommendations, visit our 
Recommendation Dashboard online. 

Track Accident Rates, 2011–2020 (Per Million Train Miles)

Source: OIG analysis of FRA safety data

David Pouliott
Assistant Inspector General for Surface Transportation Audits 
(202) 366-5630 | David.Pouliott@oig.dot.gov

https://www.oig.dot.gov/library-item/38939
https://www.oig.dot.gov/library-item/38698
https://www.oig.dot.gov/library-item/38455
https://www.oig.dot.gov/recommendation-dashboard
mailto:David.Pouliott%40oig.dot.gov?subject=
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Trends in Air Carrier Passenger Traffic, 2019–2022

As travelers return to the skies in record numbers in the wake of 
the COVID-19 pandemic, DOT faces challenges in managing the 
National Airspace System (NAS). For example, FAA’s longstanding 
challenges in meeting its air traffic controller staffing and training 
goals have been exacerbated following COVID-19 shutdowns. In 
addition, the number of delayed and cancelled flights is rising, 
along with consumer complaints, challenging the Department to 
ensure air carriers treat travelers fairly. In addition, although FAA’s 
Next Generation Air Transportation System (NextGen) programs 
are intended to improve efficiency and reduce congestion in the 
NAS, they have achieved only a small percentage of their expected 
benefits. 

Meeting Staffing Needs at the Nation’s Most Critical Air Traffic 
Control Facilities
• FAA employs more than 13,000 air traffic controllers at more than 300 facilities across 
the United States. Our work has shown FAA has faced longstanding challenges in ensuring 
adequate controller staffing and training to maintain the safety of the NAS. 

• For example, we previously reported that FAA had not met its staffing and training targets 
at its busiest and most critical air traffic control facilities. FAA also lacked useful data on 
optimal scheduling practices and controller fatigue, limiting its ability to predict how many 
controllers it needed. We also reported that FAA made minimal progress with implementing a 
standardized scheduling tool for the controller workforce. Our ongoing review indicates that 
many critical facilities still face staffing issues. 

• FAA also faces new staffing challenges created by the COVID-19 pandemic. For example, 
the pandemic delayed controller training, including on-the-job training, which is critical 
to ensure trainees have the skills to become certified professional controllers. In addition, 
controllers absent due to COVID-19 affected the staffing and training of the controller 
workforce at numerous air traffic control facilities. 

• FAA has acknowledged that air traffic controller shortages can cause increased flight 
delays. As air traffic returns to the pre-pandemic levels, enhanced attention to staffing and 
training challenges is needed to maintain continuity of air traffic operations at critical air 
traffic facilities. 

External Impacts: 
COVID-19 and IIJA
• Air traffic significantly 
declined during the COVID-19 
pandemic. However, levels 
have returned to almost pre-
pandemic levels in 2022 (see 
figure). 

• COVID-19 significantly 
impacted the pace of 
modernization of the NAS. 
In particular, NextGen 
implementations were 
essentially suspended due 
to restricted access to FAA air 
traffic control facilities.

• IIJA provided $25 billion 
to FAA for improvements to 
aviation infrastructure such as 
runways, taxiways, terminals, 
and air traffic facilities. In 
November 2021, President 
Biden issued an Executive Order 
requiring agencies to prioritize 
building resilient infrastructure 
projects that help combat 
climate change, among other 
priorities. As such, FAA may face 
new challenges in determining 
how to incorporate climate 
change resiliency into aviation 
infrastructure projects. 

OAs Impacted
FAA 

Air Traffic Control and 
Airspace Modernization

Source: Transportation Security Administration data on passenger volumes at security checkpoints

Related DOT Strategic Goals
Safety, Economic Strength and  
Global Competitiveness, Climate  
and Sustainability, Transformation 
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Ensuring Air Carriers Provide Fair and Adequate Service
• As travelers return to the skies in the wake of COVID-19, delayed and cancelled 
flights are rising. In June 2022, air carriers scheduled more than 600,000 flights 
that included more than 100,000 delayed flights and over 18,000 cancelled flights. 
According to DOT, over 30,000 of the delayed and cancelled flights were attributable 
to the NAS, which the Department defines as non-extreme weather conditions, airport 
operations, heavy traffic volume, and air traffic control. 

• Flight reductions and overcapacity during the pandemic led to a decline in the 
number of certificated airline pilots despite Government support to airlines, according 
to FAA. This exacerbated labor shortages as traffic recovered and contributed to airline 
scheduling challenges, including service cuts to smaller airports. In the past, we have 
reported on DOT’s challenges in ensuring that air carriers provide the basic service 
level to eligible Essential Air Service communities, a challenge that may increase given 
airline labor shortages.

• The number of complaints to DOT about airline service has also risen. DOT received 
nearly 6,000 complaints about air carrier service in June 2022, more than double the 
number in June 2019, prior to the pandemic (see figure). The majority of complaints 
from consumers center on refunds as well as flight cancellations and delays. 

• In August 2022, DOT issued a proposed rule aiming to significantly strengthen its 
consumer protection regulations for consumers seeking refunds for airline tickets. 
Specifically, the proposed rule aims to clarify the circumstances in which air carriers 
must refund travelers if carriers cancel or significantly change their flights, or when 
public or private health concerns interfere with planned air travel. DOT has received 
thousands of comments on the proposed rule and on dozens of interrelated questions 
and issues. DOT will need to consider the wide array of comments to ensure the final 
rule meets the goal of protecting consumers. And, in the past, our office has reported 
on DOT’s challenges in overseeing and enforcing customer protections once adopted, 
such as rules related to long on-board flight delays. As DOT works to resolve customer 
complaints and finalize its increased customer protections, developing processes to 
ensure air travelers are treated fairly will remain a key challenge.

Recent Progress Reported by 
the Department
• Controller training. FAA has 
reinstituted on-the-job training at 
multiple air traffic facilities, which had 
been suspended due to the COVID-19 
pandemic. 

• Consumer protections. In July 2022, 
the Department reported that it had 
increased staffing to handle consumer 
complaints by 38 percent and 
initiated investigations into more than 
20 airlines for failing to provide timely 
refunds. 

Comparison of Pre-Pandemic With Recent Air Travel Complaints 

Source: OIG analysis of DOT data
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For more information on the issues identified in this chapter, please contact: 

For the current status of all our 
recommendations, visit our 
Recommendation Dashboard online. 

Nelda Z. Smith
Assistant Inspector General for Aviation Audits 
(202) 366-2140 | Nelda.Z.Smith@oig.dot.gov

Related OIG Work 
NextGen Benefits Have Not Kept 
Pace With Initial Projections, but 
Opportunities Remain To Improve 
Future Modernization Efforts  
(March 30, 2021)
>>  3 recommendations (0 open, 3 closed)

FAA Has Made Progress in 
Implementing Its Metroplex Program, 
but Benefits for Airspace Users Have 
Fallen Short of Expectations 
(August 27, 2019)
>>  5 recommendations (0 open, 5 closed)

FAA Remains Several Years Away From 
a Standardized Controller Scheduling 
Tool (November 27, 2018)
>>  2 recommendations (2 open, 0 closed)

Achieving NextGen Benefits for Airspace Users and 
Deploying Controller Automation Tools To Improve 
Efficiency
• As we reported in 2021, FAA expects to invest a total of $36 billion in NextGen 
programs in anticipation of benefits such as reduced airspace congestion and more 
fuel-efficient routes. However, NextGen benefits have not kept pace with FAA’s initial 
expectations because of implementation challenges, overly optimistic air traffic and 
passenger growth assumptions, and the impacts of the COVID-19 pandemic. For 
example, FAA has experienced challenges and delays with deployment of air traffic 
controller automation tools to improve operational efficiency, such as Time Based 
Flow Management and Terminal Sequencing and Spacing. These delays have limited 
the benefits the Agency hoped to achieve through its use of performance-based 
navigation.

• Air traffic has returned to near pre-pandemic levels, which should provide more 
opportunities to generate benefits, since FAA’s NextGen benefits estimates depend 
on reducing passenger delays with air traffic increases. However, FAA still needs to 
fully implement some NextGen technologies, such as Terminal Flight Data Manager 
and ADS-B. To justify its investment and convince air carriers to invest in these costly 
avionics, FAA should continue to develop metrics that capture NextGen performance 
and enhance transparency regarding NextGen’s progress. 

https://www.oig.dot.gov/recommendation-dashboard
https://www.oig.dot.gov/library-item/38342
https://www.oig.dot.gov/library-item/37396
https://www.oig.dot.gov/library-item/36927
mailto:Nelda.Z.Smith@oig.dot.gov
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DOT 
Agency CARES Act CRRSA Act ARP Act

IIJA 
Supplemental 
Appropriation

Total by 
Agency

FHWA NA $10.0 NA $47.3 $57.3 
FMCSA * NA NA $0.7 $0.7

FRA $1.0 $1.0 $1.7 $66.0 $69.7
FTA $25.0 $14.0 $30.5 $21.3 $90.8

MARAD * NA NA $2.3 $2.3

NHTSA NA NA NA $1.6 $1.6

PHMSA NA NA NA $1.0 $1.0

Total $26.0 $25.0 $32.2 $140.1 $223.4

Laws and Related Funding

As a result of supplemental appropriations, including COVID-19 relief 
funding in 2020 and IIJA in 2021, the Nation has seen a significant 
increase in funds invested in roads, bridges, rail, transit, and port 
infrastructure projects. DOT agencies face significant challenges 
in effectively identifying and managing risks, as well as enhancing 
agency award, administration, and oversight processes to achieve 
legislative and DOT priorities and goals. These challenges also 
include balancing the need to complete IIJA infrastructure projects 
while meeting Executive Order priorities such as addressing 
the impact of climate change, advancing equity, and promoting 
resilience in infrastructure and supply chains.

Managing Risks To Achieve Goals
• IIJA’s significant funding increase has magnified the need for agencies to focus oversight 
and resources to best address risk areas in pursuit of program goals. The Department and 
its OAs have committed to conducting organizational assessments to identify these risks, 
similar to those they have conducted in the past when DOT was responsible for managing 
large increases in funding. Through these assessments, the Department instructs its OAs 
to identify internal controls to address the risks. As these programs operate in a dynamic 
environment, the Department must retain its focus on monitoring outcomes and managing 
risks throughout the IIJA implementation effort.

• Additionally, obtaining and maintaining accurate data to inform DOT of infrastructure-
related risks is essential. For example, in April 2022 we reported that FRA’s Automated Track 
Inspection Program is limited because survey inspection activities are reported incorrectly, 
which may affect FRA’s safety oversight. Also, our upcoming report on FHWA’s tunnel safety 
program has found that the Agency’s tunnel inventory contains inaccurate and incomplete 
inspection data, affecting FHWA’s ability to identify and track tunnel deficiencies and States’ 
repairs.  

External Impacts: 
COVID-19 and IIJA
The supplemental funding 
provided through the CARES 
Act, CRRSA Act, ARP Act, and 
IIJA added about $223 billion in 
funding (see figure) and many 
new responsibilities for DOT 
surface transportation agencies. 
These responsibilities include 
implementing new formula and 
discretionary grant programs, 
increasing broader access to 
DOT funding and programs, 
enhancing project flexibility 
and environmental reviews, and 
facilitating changes to specific 
Federal project requirements. 

OAs Impacted
FHWA, FRA, FTA, 
MARAD

Surface Transportation 
Infrastructure

Numbers rounded to the nearest 10th. 
* FMCSA received $1.5 million and MARAD $41.3 million in CARES Act funding.
Source: OIG analysis of DOT-provided information for FHWA, FMCSA, FTA, FRA, MARAD, NHTSA, and PHMSA

Supplemental COVID-19 Relief and IIJA Funding by Surface Transportation Operating 
Administration ($ in billions)

Related DOT Strategic Goals 
Economic Strength and Global 
Competitiveness, Equity, Climate and 
Sustainability, Organizational Excellence  
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Managing Risks To Achieve Goals (Continued)
• Another significant challenge is the risk of fraud due to the rapid distribution of and 
increases in funding. As such, DOT has communicated to its OAs and Congress the 
importance of internal controls to protect resources against fraud, waste, and abuse. 
Nonetheless, our October 2022 report on FTA’s COVID-19 relief funding oversight found 
that the Agency did not thoroughly identify the risks of fraud, waste, and abuse. To 
aid DOT in carrying out its IIJA responsibilities and overseeing the funding the law 
provides, we have initiated an audit to evaluate DOT’s fraud risk assessment processes 
for IIJA-funded surface transportation programs.

Enhancing Award, Administration, and Oversight 
Processes Over New and Existing Funded Programs and 
Projects
• Increased funding has also magnified the need for effective oversight, especially in 
the early stages of IIJA implementation. For example, for IIJA, OMB emphasized the 
importance of prioritizing, planning, and budgeting Federal funds for transportation 
projects. Recognizing the importance of these initial steps, in June 2022, we initiated 
an audit to assess FHWA’s oversight of States’ Transportation Improvement Programs 
(STIP). Following STIP processes is a key element of effective oversight in the early 
stages of funding use. 

• IIJA may also exacerbate DOT’s oversight challenges if the Department does not 
address existing OIG and GAO recommendations to enhance its oversight policies, 
procedures, and guidance. For example, MARAD is still working to address our 2015 
recommendation to update existing policies and procedures for employees’ use in 
administering and overseeing its programs. Similarly, FHWA has not yet improved 
staff and external stakeholder guidance on overseeing public-private partnership 
projects—a particular challenge considering IIJA calls for an increase in these types of 
projects.

Types of Surface Transportation Projects Funded by IIJA

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Source: OIG analysis of IIJA

Recent Progress Reported by 
the Department
• FHWA Engineer’s Estimates Guidance. 
FHWA updated its guidance for 
Engineer’s Estimates on Federal-aid 
projects to include more recent project 
delivery methods and account for 
contingencies and inflation.

• FTA Provision of Hurricane Sandy 
Funds. FTA updated its guidance 
to ensure it complies with OMB 
requirements for tracking and 
reporting on its use of Hurricane 
Sandy funds, intended to make such 
information more transparent and 
identifiable.  

• FHWA Risk-Based Oversight. FHWA 
improved its risk-based project 
guidance to clarify requirements to 
address expectations for conducting 
and documenting such assessments 
and criteria to guide the reevaluation 
of project risks.

FHWA FRA FTA MARAD
• Bridge grants
• Congestion 

Mitigation and 
Air Quality 
Improvement 
Program

• Grants for charging 
and fueling 
infrastructure

• Intercity 
passenger rail and 
freight rail capital 
and planning 
grants

• Rail restoration  
and enhancement 
grants

• Buses and bus 
facilities grants

• State of Good 
Repair grants 
for transit 
infrastructure

• Low or No 
Emission grants

• Capital investment 
grants

• Marine Highway 
Program grants

• Port Infrastructure 
Development 
Program grants
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Related OIG Work 
FTA Can Enhance Its Controls To 
Mitigate COVID-19 Relief Funding Risks 
(October 12, 2022)
>> 2 recommendations (2 open, 0 closed)

Fully Implementing a Grants 
Management Framework Will Enhance 
FRA’s Amtrak Funding Oversight  
(June 30, 2021)
>> 4 recommendations (3 open, 1 closed)

Gaps in FHWA’s Guidance and the 
Florida Division’s Process for Risk-
Based Project Involvement May Limit 
Their Effectiveness  
(May 12, 2020)
>> 8 recommendations (0 open, 8 closed)

FHWA Needs To Clarify Roles 
and Processes for Approving and 
Monitoring Public-Private Partnerships 
(March 6, 2019)
>> 5 recommendations (4 open, 1 closed)

For more information on the issues identified in this chapter, please contact: 

For the current status of all our 
recommendations, visit our 
Recommendation Dashboard online. 

David Pouliott
Assistant Inspector General for Surface Transportation Audits 
(202) 366-5630 | David.Pouliott@oig.dot.gov

Executing Federal Priorities Related to the Impact of 
Climate Change, Advancing Equity, and Promoting 
Resilience in Infrastructure 
• In November 2021, President Biden issued Executive Order 14052 to describe the 
Administration’s goals for implementing IIJA. Among others, these goals included 
increasing the competitiveness of the U.S. economy; investing equitably, including 
support for disadvantaged communities; and building infrastructure that is resilient 
and helps combat climate change. For example, the IIJA-funded Port Infrastructure 
Development Program will emphasize resilient projects, such as those addressing 
rising sea-level, flooding, extreme weather events, and natural disasters.

• A primary challenge for the Department will be balancing these goals and priorities 
with the need to execute IIJA projects timely, cost-effectively, and in a manner that 
provides value. For example, DOT will be challenged to identify and select projects that 
will help roads, bridges, tracks, and tunnels withstand risks linked to climate change 
and also address national security, while factoring in the availability of labor resources 
to implement and oversee such projects. The Department will also need to bear in 
mind other attributes of resilience, such as the existence of alternatives when primary 
infrastructure is damaged.

• Recognizing this challenge, in June 2022, DOT issued interim guidance for 
discretionary and other priority programs. The guidance provides direction on 
incorporating newer or less established priorities and goals into discretionary grant 
program selection criteria and other programs. These include climate change and 
sustainability, equity and barriers to opportunity, and labor and workforce issues. 
Consistent implementation of this guidance, backed by transparent decision-making 
and documentation, will be critical to achieving these goals. 

https://www.oig.dot.gov/library-item/39147
https://www.oig.dot.gov/library-item/38436
https://www.oig.dot.gov/library-item/37892
https://www.oig.dot.gov/library-item/37040
https://www.oig.dot.gov/recommendation-dashboard
mailto:David.Pouliott%40oig.dot.gov?subject=
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Beyond its typical annual outlay in contracts and grants—averaging 
approximately $77 billion between fiscal years 2019 and 2021—DOT 
has received over $100 billion in COVID-19- and IIJA-appropriated 
funds since 2020 to obligate across all modes of transportation. Given 
this unprecedented influx of funds, it is critical for DOT to sustain its 
focus on contract and grant award and administration practices. This 
includes establishing sound pricing and verifying the appropriateness of 
expenditures for DOT-funded contract and grants—particularly amidst an 
unpredictable economic environment and fragile supply chain.     

Establishing Sound Pricing for Contract and Grant Awards
• To efficiently and effectively achieve its missions while realizing the best value for 
taxpayers, DOT needs to verify sound pricing prior to awarding any agency-funded contract 
or grant. Key requirements of sound pricing include developing reasonable cost estimates 
and, specific to contracts, promoting competition to the extent practical. 

• However, our reviews identified deficiencies in these areas for DOT-funded awards. For 
example, DOT noncompetitively and repeatedly extended four IT shared service (ITSS) 
contracts beyond their priced base and option periods without proper justification, contrary 
to the contract terms, and despite prolonged contractor performance issues. As such, these 
contracts cumulatively increased $48 million in value and 12 years in performance periods 
without competitive, or best value, pricing. Further, DOT could not provide the required 
independent government cost estimate for one of these longstanding contracts to support 
that its $525 million value was fair and reasonable.

• Compounding DOT’s pricing challenges is the need to consider the current volatile 
economy. During DOT’s July 2022 IIJA implementation hearing, Congress raised concerns 
that inflation, disruptions in the supply chain, and labor shortages are causing States to 
exceed their transportation budgets—which may diminish the value that taxpayers receive 
from IIJA-funded projects. Additionally, these factors make accurately estimating increasing 
project costs difficult and reduce the number of firms who are able to bid on jobs—essentially 
limiting competition. As such, DOT must keep sustained attention on how to ensure sound 
pricing in this challenging environment. 

External Impacts: 
COVID-19 and IIJA 
In addition to its typical 
annual contract and grant 
obligations—which increased 
from $74 billion to $80 billion 
between fiscal years 2019 and 
2021—DOT’s contract and grant 
obligation responsibilities now 
include over $140 billion in 
supplemental IIJA, COVID-19, 
and Inflation Reduction Act  
funds. 

DOT’s funds are primarily 
concentrated in four of its 
OAs: FAA, FHWA, FRA, and 
FTA. Specifically, these OAs 
represent around 95 percent of 
DOT’s typical obligations, and 
87 and 97 percent of DOT’s total 
supplemental IIJA and COVID-19 
budget authorities, respectively 
(see figure). As such, these 
OAs will face challenges in 
dedicating qualified and 
sufficient resources to provide 
sound contract and grant fund 
stewardship, a challenge we 
reported last year.

OAs Impacted
Departmentwide 

Related DOT Strategic Goals 
Safety, Economic Strength and Global 
Competitiveness, Transformation, 
Organizational Excellence 

Contract and Grant 
Fund Stewardship

Top Four OAs With Contract and Grant Obligation Responsibility

Note: COVID-19 and IIJA funds are not all obligated in 1 year and some of these funds have already been obligated.
Source: OIG analysis of DOT data

DOT’s Typical Annual Contract and 
Grant Obligations ($80 billion, FY2021) 

DOT’s COVID-19 Budget Authority 
($106.3 billion) 

DOT’s Supplemental IIJA Budget Authority 
($36.8 billion, as of September 11, 2022)
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For the current status of all our 
recommendations, visit our 
Recommendation Dashboard online. 

Verifying Contract and Grant Expenditures Are Supported 
and Proper, Including Compliance With Made in America 
Laws 
• Beyond the magnitude of funds DOT has to obligate over the next several years, 
some of these funds come with distinct requirements regarding their use and availabil-
ity. Therefore, a significant challenge for DOT is ensuring its contract and grant expen-
ditures are supported and proper. This includes verifying charges are reasonable, 
allowable, and in compliance with contract and grant terms before making a payment. 

• However, our recent work found that FAA modified policy to lessen supporting docu-
mentation requirements for CARES Act funds, which expedited reviews but adversely 
impacted the Agency’s ability to assess eligibility and validity. In another review exam-
ining a limited number of ITSS invoices, we identified $4.3 million in unsupported and 
questionable contractor charges. 

• Adding to this challenge is the rigor with which DOT will need to ensure that appli-
cable purchased products and materials comply with Made in America laws, especially 
given OMB’s April 2022 expansion of Buy America preference to all Federal infrastruc-
ture programs. In July 2022, DOT published a Request for Information seeking input 
on the Buy America requirements as applied to construction materials. DOT’s Buy 
America construction materials requirements waiver expires on November 10, 2022. 
Further, substantial changes to the Buy American requirements for Federal contracts 
will take effect on October 25, 2022—including gradual increases to the domestic 
content threshold (see figure).

Schedule of Increases to the Buy American Domestic Content Threshold

Source: OIG analysis

Recent Progress Reported by 
the Department
• Office of the Senior Procurement 
Executive officials reported that they 
are using direct hire authority to add 
contracting series staff across DOT and 
that they have developed a strategy 
to facilitate moving acquisition staff 
within DOT based on need. 

• FAA addressed three of our 
recommendations to improve its 
compliance and oversight for agency 
contracts subject to Made in America 
laws, including tightening controls 
to require and standardize testing, 
reviewing, and documenting Buy 
American compliance. 

• DOT and the Department of Labor 
have entered into a Memorandum of 
Understanding to promote workforce 
development in support of American 
infrastructure efforts. Additionally, the 
Secretary has used public appearances 
to encourage the development of an 
expanded transportation workforce in 
multiple modes. 

Related OIG Work 
Weaknesses in DOT’s ITSS Award and 
Invoice Processes Increase the Risk 
of Inefficiencies During Acquisitions 
of Critical IT Products and Services 
(September 20, 2022)
>> 9 recommendations (7 opened, 2 closed)

FAA Quickly Awarded CARES Act 
Funds but Can Enhance Its Oversight 
Approach To Promote Effective 
Stewardship (July 18, 2022)
>>  7 recommendations (4 open, 3 closed)

Gaps in Guidance, Training, and 
Oversight Impede FAA’s Ability To 
Comply With Buy American Laws  
(June 2, 2021)
>>  8 recommendations (5 open, 3 closed)For more information on the issues identified in this chapter, please contact: 

Charles A. Ward
Assistant Inspector General for Audit Operations and Special Reviews
(202) 366-1249 | Chuck.Ward@oig.dot.gov

https://www.oig.dot.gov/recommendation-dashboard
https://www.oig.dot.gov/library-item/39089
https://www.oig.dot.gov/library-item/39017
https://www.oig.dot.gov/library-item/38401
mailto:Chuck.Ward@oig.dot.gov
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Increase in DOT Budgetary Resources, 2021 vs. 2022
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Note: Budgetary resources mean amounts available to incur obligations in a given year. Budgetary resources consist 
of new budget authority and unobligated balances of budget authority provided in previous years.  
Source: DOT quarterly financial statements as of June 30, 2021, and June 30, 2022 (unaudited)

For fiscal year 2022, DOT’s budgetary resources comprised 
approximately $355 billion, including unused prior year monies, to 
fund programs and other operations through grants, contracts, and 
other means. Following Congress’s addition of multi-year funding 
totaling more than $660 billion in IIJA and $106 billion in COVID-19 
relief, DOT’s annual funding has increased by more than 70 percent 
of pre-pandemic levels. Further, DOT now monitors significantly 
more grant funds, posing challenges to the Department’s financial 
management. Improving grant monitoring procedures with 
consistent oversight and maintaining controls to detect, prevent, 
and reduce improper payments is critical to help the Department 
safeguard assets. 

Preventing and Detecting Increases in Improper Payments
• Internal controls to detect and prevent improper payments help ensure that grantees meet 
Federal requirements. The Payment Integrity Information Act of 2019 (PIIA) requires agencies 
to identify, report, and reduce improper payments in their programs. PIIA emphasizes 
payment integrity and improper payment reduction and requires agencies to develop plans 
to prevent improper payments. 

• We recently reported that DOT complied with PIIA for fiscal year 2021. The Department 
tested three programs susceptible to significant improper payments, with total 
expenditures over $49 billion. However, one of the programs, the FHWA Highway Planning 
and Construction program, did not meet its reduction target of .80 percent and reported 
estimated improper payments of about $697 million—an overall increase of about $525 
million from fiscal year 2020. 

• The drastic growth in disbursements and volume of transactions related to IIJA and 
COVID-19 relief will increase DOT programs’ susceptibility to improper payments. For 
example, our recent review of FAA’s oversight of CARES Act funding identified $3 million of 
improper payments. The Department will need to maintain focus on controls for detecting 
and preventing improper payments in order to safeguard billions of dollars in payments and 
ensure DOT’s continued compliance with PIIA.

External Impacts: 
COVID-19 and IIJA 
Grants carry an inherent risk 
of improper payment because 
grantees may intentionally or 
unintentionally use funds in 
ways that do not align with 
the program’s purpose or 
guidelines. The significant 
increases in the number of 
grants and total disbursement 
dollars due to IIJA, CARES 
Act, and other COVID-19 relief 
appropriations (see figure) 
increase the risk of misuse and 
call for strong internal controls 
and oversight.

The increased workload placed 
on DOT staff who are processing 
these funds further heightens 
this risk. For example, because 
a program official may have 
to review more transactions 
in less time, review quality 
may go down and risk for 
improper payments may go 
up. Furthermore, while the 
assignment of new or additional 
staff to reviews may mitigate 
some risks, it can create 
new risks if those staff lack 
familiarity with the programs’ 
requirements. 

OAs Impacted
Departmentwide

Financial Management

Related DOT Strategic Goals 
Economic Strength and Global 
Competitiveness
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Enhancing Policies and Procedures To Monitor and Report 
Grantee Spending 
• Resolving single audit findings. OMB’s Uniform Guidance requires agencies to 
follow up on single audit findings and verify the appropriateness of grantees’ actions 
to resolve them. However, we have communicated concerns to the Department about 
OAs’ untimely followup on single audit findings. If identified issues are not corrected, 
future awards may be susceptible to the same weaknesses, thus increasing the risk of 
misuse of Federal funds.

• Improving data quality. The Data Accountability and Transparency (DATA) Act 
establishes standards for financial data reporting and requires agencies to submit 
accurate, searchable data on grantee spending for decision makers and the public. As 
it disburses COVID-19 relief and IIJA funds, DOT will have to continue to implement 
improved data quality procedures for DATA Act reporting, such as expanding the 
Department’s existing quarterly reviews to ensure potential data quality issues are 
investigated. 

• Identifying unused funds. DOT must also monitor grantee spending to identify 
when funds are no longer needed or when grantee spending does not occur in a timely 
manner. In both of these situations, there is a risk that funds will remain allocated or 
obligated to an inactive grant when they could instead be put to better use to fund 
other DOT projects. Furthermore, a failure to spend grant funds in a timely fashion 
could make the impact of inflation more severe by exacerbating the diminution of 
purchasing power.   Our recent reviews of FHWA’s emergency relief and FAA CARES Act 
grants made recommendations to improve OAs’ plans and policies to address inactive
grants.

Recent Progress Reported by 
the Department 
In February 2022, the Department 
made progress in filling key positions 
for managing the single audit 
process by appointing a Single Audit 
Accountable Official. This appointment 
fulfilled one of our recommendations 
to improve DOT’s compliance with 
OMB’s Uniform Guidance.

Related OIG Work 
FAA Quickly Awarded CARES Act 
Funds but Can Enhance Its Oversight 
Approach To Promote Effective 
Stewardship (July 18, 2022)   
>> 7 recommendations (5 open, 2 closed)

DOT’s Fiscal Year 2021 Payment 
Integrity Information Act Compliance 
Review (June 27, 2022)
>> 3 recommendations (3 open, 0 closed)

DOT Does Not Ensure Compliance With 
All Single Audit Provisions of OMB’s 
Uniform Guidance (March 23, 2022)
>> 7 recommendations (6 open, 1 closed)

For more information on the issues identified in this chapter, please contact: 

For the current status of all our 
recommendations, visit our 
Recommendation Dashboard online. 

Reasons a payment may be improper:

Ineligible recipients

Ineligible good or services

Goods or services that were 
not received 

Uncredited discounts

An improper payment is a payment that  
should not have been made, or a payment 
in the incorrect amount.

DID YOU 
 KNOW?

Dormayne Dillard-Christian
Assistant Inspector General for Financial Audits
(202) 366-5630 | Dormayne.Dillard-Christian@oig.dot.gov

Duplicate payments

Overpayments/underpayments
Failure to follow statute or  
regulation during payment 
process

https://www.oig.dot.gov/library-item/39017
https://www.oig.dot.gov/library-item/38996
https://www.oig.dot.gov/library-item/38891
https://www.oig.dot.gov/recommendation-dashboard
mailto:Dormayne.Dillard-Christian@oig.dot.gov
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Total Number of Open POA&Ms Departmentwide Since 2017 

Strengthening Enforcement and Implementation of DOT’s 
Enterprisewide Information Security Program To Prevent 
Cyberattacks
• DOT’s information systems continue to face high-risk security vulnerabilities that attackers 
could exploit to control systems or access data. Our 2022 Federal Information Security 
Modernization Act (FISMA) review found systems that were not scanned for vulnerabilities 
or that had vulnerabilities that were not remediated in accordance with DOT policy. Our 
independent vulnerability and penetration testing identified issues such as outdated system 
security patches, faulty configuration settings, and unsupported software. 

• Our audits of each OA’s IT infrastructure continue to note systemic weaknesses that 
will require sustained focus. In particular, DOT has not fully implemented steps to protect 
sensitive data, including personally identifiable information (PII). DOT still does not 
consistently develop and maintain contingency plans and perform tests or exercises of these 
plans. These weaknesses increase the risk that DOT will be inadequately prepared, and PII 
exposed, in the event of system or service disruptions, cyberattacks, and other real-world 
contingency events.

• DOT also continues to face challenges in addressing the underlying root causes of recurring 
security weaknesses, due in part to the inconsistent enforcement of an enterprisewide 
information security program. As of June 30, 2022, we identified 9,817 open security
weaknesses identified in departmental plans of actions and milestones (POA&M) (see figure). 
To resolve the 63 open recommendations from prior FISMA audits since 2011, including
8 from our most recent review, DOT needs to implement a comprehensive remediation 
approach with sustained focus and direction. 

External Impacts: 
COVID-19 
According to DOT, the COVID-19 
pandemic caused delays with 
the timely distribution of 
personal identity verification 
(PIV) cards. During the 
pandemic, the number of DOT 
personnel without PIV cards 
increased. Beginning in March 
2022, DOT planned for a phased 
reentry to the workplace and 
reported it would issue PIV cards 
to staff needing them as they 
return. As of July 2022, DOT 
reported fewer than 300 staff 
remained without cards. 

The COVID-19 pandemic 
impeded the scheduled 
contingency planning testing 
of systems due to staff working 
remotely.

Information Security
DOT continues to face significant challenges related to securing the more 
than 400 information technology (IT) systems used to carry out its mission. 
Our work has identified numerous weaknesses that may enable an attacker 
to gain control over certain systems, launch a denial-of-service attack, or 
gain unauthorized access to mission-critical systems and sensitive data. 
As DOT works to address challenges in its development of a mature and 
effective information security program, it must also resolve obstacles to 
meeting a mandate to implement a Zero Trust Architecture. As increasingly 
sophisticated cybersecurity threats rise worldwide, addressing these 
challenges will be critical to protect DOT’s systems from malicious attacks. 

OAs Impacted
Departmentwide 

Related DOT Strategic Goals 
Safety, Organizational Excellence 

Source: OIG analysis of DOT data 
Note: The majority of these 
weaknesses (9,060) are under FAA.
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Addressing Obstacles to Moving Towards a Zero Trust 
Architecture 
• In May 2021, Executive Order 14028 tasked Federal agencies with modernizing their
cybersecurity posture by advancing towards Zero Trust Architecture (ZTA). ZTA is an 
enterprise cybersecurity architecture based on zero trust principles, designed to prevent 
data breaches and limit internal lateral movement of malicious actors using compromised 
credentials. In January 2022, OMB Memorandum 22-09 directed agencies to achieve
specific zero trust security goals by the end of fiscal year 2024.

• Based on our current audit work,  DOT has created plans related to adopting ZTA, 
including its cloud implementation plan; however, the Department has not yet taken 
key steps, such as establishing a specific technical approach and schedule for full 
implementation and adoption of ZTA by the fiscal year 2024 deadline.

• A key challenge will be the implementation of multifactor authentication (MFA), 
which is a central component of zero trust. According to DOT’s March 2022 Multifactor 
and Encryption Gap Identification report, DOT still lacks a method for multifactor 
authentication for administrative users who require privileged access, and has 
implemented full MFA capability for less than 10 percent of its information systems. 

• Furthermore, DOT faces talent and resource challenges. In its July 2021 Cloud 
Implementation Plan submission to OMB, the Department reported it cannot attract new 
personnel and retain its IT workforce due to a weak compensation system compared to 
other Federal agencies and private sector companies. Additionally, the Department needs
to obtain specialized workforce training to build the skills required to manage and evolve 
ZTA. 

Key ZTA Implementation Milestones

Source: OIG analysis

Recent Progress Reported 
by the Department
Recently, the Department 
named Jay Riberio as its Chief 
Information Security Officer 
(CISO) and Associate Chief 
Information Officer.  Additionally, 
DOT continues to make progress 
coordinating with other 
agencies and industry partners 
to ensure cybersecurity in 
the transportation sector. For 
example, DOT participated in 
the Department of Homeland 
Security’s Cybersecurity and 
Transportation 60-day sprint 
with executives from across the 
maritime industry as well as major 
passenger and cargo airlines. The 
sprint, held in September 2021, 
focused on the need to increase 
cyber resilience in the Nation’s 
transportation systems—from 
aviation to rail, mass transit, 
pipelines, and the marine 
transportation system.

Related OIG Work 
FISMA 2022—Quality Control 
Review of the Independent 
Auditor’s Report on the 
Assessment of DOT’s Information 
Security Program and Practices  
(September 28, 2022)
>> 8 recommendations (8 open, 0 closed)

FMCSA’s IT Infrastructure  
Is at Risk for Compromise 
(October 20, 2021)
>> 13 recommendations (7 open, 6 closed)

FTA Does Not Effectively Assess 
Security Controls or Remediate 
Cybersecurity Weaknesses To 
Ensure the Proper Safeguards Are 
in Place To Protect Its Financial 
Management Systems  
(October 20, 2021)
>> 13 recommendations (8 open, 5 closed)

For the current status of all our 
recommendations, visit our 
Recommendation Dashboard online. 

For more information on the issues identified in this chapter, please contact: 

Kevin Dorsey
Assistant Inspector General for Information Technology Audits 
(202) 366-1518 | Kevin.Dorsey@oig.dot.gov 

MAY 12, 2021
Executive Order 
14028 was issued.

MARCH 27, 2022
Submit updated ZTA plan 
for FY22-FY24 and budget 
estimate to cover ZTA 
Implementation for FY24. 

NOVEMBER 12, 2021
Adopt MFA and encryption for data at rest 
and in transition (report progress every 60 
days till completion).

SEPTEMBER 30, 2024
Deadline for Federal agency 

to implement ZTA.

JULY 12, 2021
Initial agency 
ZTA plans were 
submitted to OMB.

https://www.oig.dot.gov/library-item/39100
https://www.oig.dot.gov/library-item/38630
https://www.oig.dot.gov/library-item/38629
https://www.oig.dot.gov/recommendation-dashboard
mailto:Kevin.Dorsey%40oig.dot.gov?subject=
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Identifying and Assessing Fraud
Based on our prior work, we have identified particularly high-risk fraud areas that will present challenges for DOT, including: 

◦ Procurement fraud, collusion, and bid rigging. A major risk area involves instances of collusion between two or more firms to 
plan the bidding on projects in order to influence pricing and/or the project award. For example, a North Carolina engineering 
firm was recently sentenced to $7 million in fines and more than $1.5 million in restitution after conspiring for nearly a
decade to rig bids for aluminum structure projects that facilitate drainage underneath or around paved roads, bridges, and 
overpasses. Identifying red flags will be key to detecting and mitigating such fraud. 

◦ Disadvantaged Business Enterprise (DBE) fraud. IIJA mandates that at least 10 percent of funds should be paid to small
businesses owned and controlled by socially and economically disadvantaged individuals. DBE fraud can diminish
opportunities for legitimate DBEs, increase the resources spent on fraud investigations, and divert Federal funds from 
intended purposes. Over the last 5 years, OIG has investigated 98 allegations of DBE fraud, resulting in over $21 million in 
forfeitures, $9 million in recoveries, $6 million in restitution, and 17 years of incarceration. Strong oversight is needed to 
ensure that DBEs are actually owned and controlled by disadvantaged persons; that the DBEs are performing the work, rather 
than acting as front companies for ineligible firms; and that DBEs satisfy the business size standards.

◦ Materials fraud. The delivery of products that are substandard or that fail to comply with domestic content requirement is 
materials fraud. For example, a Guam firm and its president pleaded guilty and received criminal sentences for substituting 
Korean-made reinforcement steel bars for the U.S. manufactured steel bars that the American Recovery and Reinvestment Act 
(ARRA) and their contract required be used in the culverts they were building. 

Fraud Detection and 
Prevention

The volume of IIJA and COVID-19 relief appropriations, along with the speed 
by which they are disbursed, puts these funds at an increased risk for fraud, 
waste, and abuse. A key challenge for the Department will be identifying 
and assessing fraud in high-risk areas, such as bid rigging, disadvantaged 
business, and materials fraud. DOT must also take steps to proactively 
manage fraud risks, including strengthening oversight procedures and 
increasing outreach efforts to enhance understanding among staff, 
grantees, and their contractors on how to recognize, prevent, and report 
potential fraud.

OAs Impacted
Departmentwide 

Related DOT Strategic Goals 
Economic Strength and Global 
Competitiveness, Equity, 
Organizational Excellence

SELECTED RED FLAG INDICATORS OF BID RIGGING AND COLLUSION

Unusual bid patterns: too 
close, too high, round 
numbers, or identical 
winning margins or 
percentages

Losing bidders submitting 
identical line-item bid 
amounts on nonstandard 
items

Rotation of winning 
bidders by job, type of 
work, or geographical 
area

Losing bidders hired  
as subcontractors

Different contractors  
making identical errors  
in contract bids

Losing bids do not comply 
with bid specifications or 
only one bid is complete 
and other bids are poorly 
prepared

Bid prices dropping when 
a new bidder enters the 
competition 

Apparent connections 
between bidders: 
common addresses, 
personnel, or 
telephone numbers

Persistent high prices  
by all bidders

Joint venture bids by 
firms that usually bid 
alone
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Proactively Managing Fraud Risks Through Oversight, 
Outreach, and Data Analysis
• Given the increased risk of fraud with IIJA and COVID-19 relief funds, effective outreach 
to DOT OAs, State DOTs, and grantees is especially critical. Such outreach can help ensure 
those responsible for overseeing and administering funds are aware of red flag indicators 
of potential fraud (see figures). 

• Strengthening oversight procedures, such as collecting and monitoring documentation 
supporting grant expenditures, is also necessary for detecting fraud, waste, and abuse. 
OIG’s audit work has found that DOT faces challenges in this area. For example, our 
review of FTA’s oversight of Hurricane Sandy funds determined that FTA did not verify that 
grantees were using those funds solely for eligible expenditures, including an instance in 
which a grantee had inappropriately spent over $17 million that had to be returned to the 
Federal Government. 

• Further, although OIG’s Office of Investigations conducts a number of outreach activities 
to increase awareness on how and when to report suspected fraud, this outreach does 
not normally reach the contractors who are performing the work and committing or 
knowledgeable about fraud. For example, in the case of DBE fraud, prime contractors play 
essential roles in obtaining DBE participation, monitoring change orders for impacts to 
DBEs, maintaining records, ensuring DBEs engage in a commercially useful function, and
otherwise detecting fraud. As such, the Department and its grantees must do their part to 
inform contractors of their responsibilities for preventing, detecting, and reporting fraud 
and help educate them in identifying such fraud.

• Given the vast scope of IIJA and COVID-19 relief funds, proactive data analytics may play
a vital role in preventing and detecting fraud. By leveraging machine-learning algorithms 
with Departmental datasets and resources, identifying risk factors, and training models to 
assign risk scores to certain practices, data analytics may be able to more effectively and 
efficiently protect Federal dollars and the traveling public. Access to these datasets and 
resources, especially grant management and financial databases, is equally critical for 
OIG to perform its duties. By mining these databases, OIG may be able to further target its 
investigative and audit activities towards high-risk areas, activities, and transactions and
help reduce waste, fraud, abuse, and possible safety concerns.

Recent Progress Reported 
by the Department
DOT recognizes the increased 
risk of fraud associated with the 
influx of COVID-19 relief and IIJA 
funding. For example, in its fiscal 
year 2023 budget submission, 
DOT described plans to require 
every program that received IIJA 
funding to have completed a fraud 
risk assessment by the end of 
fiscal year 2023. 

Related OIG Work 
Memorandum to the Secretary: 
Challenges Facing DOT in 
Implementing the Infrastructure 
Investment and Jobs Act  
(October 5, 2022)
>> No recommendations

North Carolina Company 
Sentenced To Pay $1.5 Million in 
Restitution and $7 Million in Fines 
(June 7, 2021)

>> No recommendations

Guam Firm Sentenced for Its Role 
in a Buy America Billing Scheme 
on a $1.8 million ARRA Funded 
Project 
(December 11, 2013)
>> No recommendations

FTA Can Improve Its Oversight of 
Hurricane Sandy Relief Funds 
(July 21, 2016)
>> 5 recommendations (0 open, 5 closed)

For the current status of all our 
recommendations, visit our 
Recommendation Dashboard 
online. 

For more information on the issues identified in this chapter, please contact: 

Susan Ocampo
Deputy Assistant Inspector General for Investigations 
(202)-366-1415 | Susan.Ocampo@oig.dot.gov

SELECTED RED FLAG INDICATORS OF DBE FRAUD

DBE owner lacking 
background, expertise, 
or equipment to perform 
subcontract work

Business names on 
equipment and vehicles 
covered with paint or 
magnetic signs

DBE owner never  
present at job site

Joint bank accounts  
(Prime/DBE)

Employees shuttling 
back and forth between 
prime contractor and 
DBE-owned business 
payrolls

Orders and payment 
for necessary supplies 
made by individuals 
not employed by DBE-
owned business

Prime contractor 
facilitated purchase of 
DBE-owned business

Financial agreements 
between prime and DBE 
contractors

Prime contractor always 
uses the same DBE

Absence of  
written contracts

https://www.oig.dot.gov/library-item/39142
https://www.oig.dot.gov/library-item/38433
https://www.oig.dot.gov/library-item/28946
https://www.oig.dot.gov/library-item/33537
https://www.oig.dot.gov/recommendation-dashboard
mailto:Susan.Ocampo@oig.dot.gov
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A fundamental challenge for DOT is to proactively address legislative 
and technological changes in the transportation environment 
that significantly affect our Nation’s future economic prosperity, 
industry competitiveness, and national security as well as the 
safety of the traveling public. Recognizing this challenge, DOT has 
established guiding principles for transportation innovation that 
the Department must now fulfill while maintaining safety. Key focus 
areas include advancing the safe integration of autonomous and 
electric vehicles on our Nation’s roads, as well as safely integrating 
commercial space operations, Advanced Air Mobility (AAM) aircraft, 
and Unmanned Aircraft Systems (UAS) into the National Airspace 
System (NAS). 

Implementing DOT’s Innovation Principles
The adoption of new technologies is proceeding apace in ways affecting nearly all 
transportation modes and OAs and is creating opportunities to advance key DOT priorities 
such as equity. Accordingly, in January 2022, DOT established six guiding principles for its 
work in transportation innovation:

• serving key public policy priorities;

• helping America win the 21st century; 

• supporting workers; 

• overcoming risk-aversion to allow for experimentation and learn from setbacks; 

• collaboration with the private and academic sectors; and

• flexibility and adaptation.

DOT will need to carefully manage its activities to strike an appropriate balance between 
the Department’s dedication to transportation safety and the implementation of the six 
innovation principles.  

OAs Impacted
FAA, FHWA, NHTSA, 
OST

Innovation and the 
Future of Transportation

External Impacts: IIJA 
• IIJA establishes new focus 
areas in funding transportation 
investments, including reduced-
emissions transportation 
technology, resiliency, climate and 
sustainability, and other areas. 

• IIJA also drives a need 
for improved coordination 
between Federal, State, and
local governments and private 
companies in both traditional and
new transportation endeavors. 
For example, IIJA directs DOT
and the Department of Energy 
(DOE) to develop a joint program 
office. This office is responsible 
for planning and developing a
network of electric vehicle (EV) 
chargers, zero-emission fueling 
infrastructure, and zero-emission 
transit and school buses. In 
addition, implementing IIJA’s EV
vision will require coordinating 
with other Federal agencies to 
develop adequate sources of 
raw materials and other inputs 
as well as with State and local 
governments that will plan and 
implement EV infrastructure.

Related DOT Strategic Goal(s): 
Safety, Transformation, Economic Strength 
and Global Competitiveness, Climate and 
Sustainability

Advancing the Safe Integration of Vehicle Automation and 
Electric Vehicles on Our Nation’s Roads

Vehicle Automation
• Collecting and using crash and other safety data on vehicles with automated driving
and advanced driver assistance systems. The identification of data sources and collection
and evaluation of data are the cornerstone of evidence-based policymaking. These 
data can help DOT meet its six innovation principles and facilitate the integration of
automated vehicles onto public roads, while helping NHTSA respond to safety concerns 
and remedy or take unsafe automated vehicles off public roads. However, as we have 
reported in the past, NHTSA’s Office of Defects Investigation has faced challenges with 
collecting and assessing safety data and may face similar challenges in this area.

• Applying new data analysis while integrating automated vehicle systems into transportation
networks. DOT last updated its automated vehicle guidance in January 2021. The Department
must confront challenges in this rapidly evolving safety area such as developing standards, 
testing new tools, and assessing the impact of automated technologies on surface 
transportation, as well as managing the public’s understanding of these technologies.
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Safely Integrating New Technologies Into the National 
Airspace System
Commercial Space 
• Striking the right balance between overseeing the commercial space industry
and encouraging its innovation. Our country’s economic and national security 
interests depend in part on the continued development of the commercial space
industry. FAA currently operates under a dual mandate of encouraging, facilitating, 
and promoting the commercial space industry while also regulating the safety of 
its operations. Similar to striking this balance, FAA faces challenges in meeting 
DOT’s six innovation principles. For example, in October 2020, FAA streamlined
commercial space launch and reentry regulations into a single rule that, in part, 
allows operators to focus on innovation. However, FAA must also adhere to other 
laws, such as the National Environmental Policy Act, for major Federal actions such 
as issuing an experimental permit or a vehicle operator license. These processes 
can take many months to complete, lead to dozens of required actions, and 
potentially slow innovation.

• Introducing new technologies for safe and efficient integration of commercial space
operations into the NAS. Space launches and reentries must traverse busy portions 
of the NAS, creating delays, inefficiencies, and costs as FAA protects other NAS 
users and the public from the potential hazards of space operations. To assist with 
tracking these operations, in June 2021, FAA introduced the Space Data Integrator 
prototype, which monitors launches and reentries, at the FAA Command Center. 
However, challenges remain for adding technologies, determining the appropriate 
level of regulatory oversight, and coordinating with industry and other Federal 
agencies to ensure the safety of other airspace users and the public.

Vehicle Automation and Electric Vehicles (Continued)
• Collaborating with industry and other stakeholders to develop vehicle-to-
everything technologies. Technologies allowing vehicles to communicate 
with surrounding vehicles, traffic control systems, and vulnerable road 
users are key to improving safety, providing situational awareness, and 
safely integrating automated vehicles. While DOT has made significant 
strides in this area, such as creating initial test plans, much work remains 
to fully deploy these technologies, which face challenges such as 
security and privacy issues and a lack of public trust and acceptance.

Electric Vehicles
• Addressing in-use operational safety, post-crash electrical and responder
safety, and battery fire safety. Electric and hybrid vehicle technology has significantly evolved since NHTSA issued guidance
in 2012. As such, the Department continues to face challenges in ensuring safety as these vehicles increase nationwide. In 
particular, as for automated driving systems, NHTSA must collect and evaluate post-incident and crash data to assess trends, 
identify risks, and influence public understanding of the relative safety of electric and internal combustion vehicles.

• Overseeing funding and installation of electric vehicle charging stations. In February 2022, DOT and DOE announced the new 
National Electric Vehicle Infrastructure (NEVI) Formula Program. The program will provide $5 billion over 5 years to help States 
create a network of electric vehicle charging stations along designated Alternative Fuel Corridors. However, due to the breadth, 
potential complexity, and short timeframes, the Department may face oversight challenges in monitoring the funding, planning, and 
implementation of this initiative and assessing and learning from the NEVI program to improve future EV infrastructure activities. 

Recent Progress Reported 
by the Department 
• DOT has partnered with a broad 
coalition of industry and other 
stakeholders to safely develop, test, 
and integrate automated vehicle 
technologies to promote American 
leadership in automation, innovation,
and safety.

• As of August 11, 2022, the 
Department has received NEVI plans
from all 50 States, Washington, DC, 
and Puerto Rico.

• FAA’s rulemaking committee on 
beyond-visual-line-of-sight UAS 
operations issued a final report with 
70 recommendations in March 2022.

• In September 2022, FAA announced
it granted the first commercial type 
certification to a UAS delivery provider 
after a 4-year process.

• As of September 21, 2022, FAA
has licensed 68 commercial space
launches in fiscal year 2022.

Automated Driving Systems for the Future
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David Pouliott
Assistant Inspector General for Surface Transportation Audits 
(202) 366-5630 | David.Pouliott@oig.dot.gov

Nelda Z. Smith
Assistant Inspector General for Aviation Audits 
(202) 366-2140 | Nelda.Z.Smith@oig.dot.gov

For more information on the issues identified in this chapter, please contact: 

 AAM Aircraft 
• Meeting the growing interest for integrating AAM. AAM vehicles are highly 
automated or autonomous aircraft for passenger or cargo transportation, including 
electric vertical takeoff and landing (eVTOL) aircraft (see figure). Many AAM employ 
low-emissions electric propulsion and can help increase access to underserved 
communities, thereby potentially advancing DOT policy priorities. However, these 
novel technologies do not readily fit into FAA’s existing regulatory framework or 
into existing transportation infrastructures, creating challenges for FAA’s aircraft 
certification process and operational approvals.

UAS 
• Partnering with private and Government entities to enable more complex UAS
operations. FAA made progress during the 3-year Integration Pilot Program and 
incorporated lessons learned into a follow-on program called BEYOND, but the 
path forward by FAA and industry to widespread, economically viable operations 
remains unclear. FAA recognizes the need for continued collaboration with State, 
local, and tribal governments to assess the safety of UAS and facilitate their use in 
application such as infrastructure inspection and law enforcement. FAA must also 
work with authorized Departments to ensure they safely implement counter-UAS 
technologies, which are designed to detect and/or mitigate rogue UAS that could 
threaten critical public and private activities as well as public safety and national
and homeland security.

• Implementing UAS Traffic Management (UTM). Developing a UTM is critical for
supporting safe UAS integration and growth in commercial UAS activities. While 
FAA has made progress with developing a UTM framework, challenges remain in 
establishing milestones to implement policies and processes for UTM deployment, 
developing safety regulations, and collaborating with stakeholders. According to 
FAA, to implement policies and procedures for UTM, the Agency needs to better 
understand industry’s plans and operational proposals related to UTM concepts.

• Incorporating DOT’s innovation principles into UAS integration. Although FAA 
and DOT recognize the importance of UAS innovation, work remains to advance
innovation along with safety in activities such as legal interpretation and policy 
development. For example, FAA acknowledged the need for UAS policies that are 
rules-based rather than waiver-based, which could entail further collaboration 
with government entities and private industry. In addition, as we reported earlier 
this year, FAA faced challenges balancing safety with UAS innovation. FAA needs to 
continue incorporating lessons learned from collaboration and experimentation 
efforts and determine if it has sufficient data to enable complex operations, such as 
beyond visual line of sight.

Related OIG Work 
FAA Has Made Progress on a UAS Traffic 
Management Framework, but Key 
Challenges Remain (September 28, 2022)
>> 4 recommendations (4 open, 0 closed)

FAA Made Progress Through Its UAS 
Integration Pilot Program, but FAA and 
Industry Challenges Remain To Achieve 
Full UAS Integration (April 27, 2022)  
>> 6 recommendations (6 open, 0 closed)

While FAA Is Coordinating With Other 
Agencies on Counter-UAS, Delays in 
Testing Detection and Mitigation Systems 
Could Impact Aviation Safety  
(March 30, 2022) 
>> 3 recommendations (3 open, 0 closed)

For the current status of all our 
recommendations, visit our 
Recommendation Dashboard online. 

Examples of Electric Vertical Takeoff and 
Landing Advanced Air Mobility Aircraft

Source: AAM manufacturers (from top: Alakai 
Technologies; Beta Technologies; Joby Aviation 
[courtesy of Joby Aviation. (c) Joby Aero, Inc.];  Moog, 
Inc.; and Archer Aviation)

mailto:David.Pouliott%40oig.dot.gov?subject=
https://www.oig.dot.gov/library-item/39114
https://www.oig.dot.gov/library-item/38940
https://www.oig.dot.gov/library-item/38892
https://www.oig.dot.gov/recommendation-dashboard
mailto:Nelda.Z.Smith@oig.dot.gov
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Coordinating Effectively To Address DOT and Stakeholder 
Capacity Challenges To Successfully Deliver IIJA Programs 
• Successful IIJA implementation will require DOT to acquire and retain sufficient staff and
contractors with the knowledge, skills, and abilities to achieve program goals. According to 
Department plans and statements, DOT needs to hire more than 1,000 employees, including 
engineers, attorneys, contracting specialists, and grant managers, to implement IIJA in the 
near term, with a goal of 1,760 new hires by fiscal year 2026 (see figure). Acknowledging 
workforce and hiring challenges, DOT officials state they are working to coordinate across 
the Department and with the Office of Personnel Management to establish additional hiring 
flexibilities. 

• A key challenge will be securing sufficient resources to manage and oversee IIJA’s 
contracts and grants, including improving the qualifications and training of oversight staff. 
For example, in 2021, we reported that FAA may be putting Federal funds at risk by allowing 
its acquisition workforce to manage complex, costly, and mission-critical contracts without 
the required training and certifications.

• DOT will also need to remain cognizant of the challenges that non-Federal partners face 
and develop strategies to coordinate with those partners to mitigate risks. For example, 
State and local governments—often the primary recipients of Federal infrastructure 
investments—are facing historic shortages of skilled workers. 

• DOT plans to address limited capacity among State, local, and tribal governments
by building on technical assistance that it provides through the Build America Bureau. 
However, prior work by our office and GAO indicates the Bureau may not yet have the 
capacity needed to effectively carry out these efforts.

DOT is facing immediate and long-term pressures to evolve its 
operations and hire and retain a right-sized workforce to meet its 
mission. These pressures include effective coordination to address 
DOT and stakeholder challenges in enhancing capacity and 
securing a skilled workforce to successfully deliver IIJA programs. 
Additionally, DOT must take steps to maximize the benefits of 
workforce flexibilities and the hybrid work environment in order 
to enhance efficiency, effectiveness, and engagement.

OAs Impacted
Departmentwide

Related DOT Strategic Goal
Organizational Excellence

Evolving Operations and 
Workforce Management

Timeline of DOT’s Response to 
the COVID-19 Pandemic 
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For more information on the issues identified in this chapter, please contact: 

Maximizing the Benefits of Workforce Flexibilities and 
the Hybrid Work Environment To Enhance Efficiency, 
Effectiveness, and Engagement 
• In spring 2022, DOT implemented new policies expanding hybrid workplace
arrangements as part of its reentry into the office following nearly 2 years of COVID-19 
restrictions. However, recent Governmentwide surveys have indicated that most 
DOT employees would consider taking different positions if offered more workplace 
flexibilities or remote options elsewhere. 

• Workforce flexibilities may also play a role in hiring and retaining employees. 
Competition among employers for skilled workers has intensified across the United 
States, and Department officials acknowledged that it has faced particular difficulty
in filling certain specialized positions. As such, Department officials have described
allowing the OAs flexibility to tailor human capital strategies to their needs, including 
the use of telework and remote work. 

• However, tension between competing priorities—such as efforts to establish a 
common DOT brand while also allowing OAs flexibility to tailor their human capital 
strategies—could undermine the effectiveness and efficiency of the Department’s 
human capital initiatives. It will be important for DOT to identify opportunities to learn 
from employees’ experiences to build workforce engagement and cohesion as the 
Department seeks to remain competitive while assuring employee safety as COVID-19 
workplace protocols evolve. 

• In addition, DOT will need to build its capacity for developing hybrid work
environments that enhance employee engagement, which can amplify operational 
efficiency and effectiveness. As such, DOT must assess and, as needed, adapt
processes for training, knowledge retention, collaboration and problem-solving, and 
the management of physical space.

IIJA Hires by Operating Administration Through June 2022

OA 
PHASE 1: 
June 30, 

2022 Goal 

PHASE 1: 
Actual

PHASE 2: 
July 1 - Sept. 30, 

2022 Goal

PHASE 3: 
FY23 Goal

PHASE 4: 
FY24 and 
Beyond

Total 
Goal

FAA 166 154 55 133 0 354
FHWA 38 25 76 101 0 215

FMCSA 2 36 43 68 200 313
FRA 41 47 24 130 99 294
FTA 29 33 52 69 55 205

MARAD 6 11 27 2 0 35
NHTSA 10 16 30 60 90 190

OST 12 23 53 40 40 145
PHMSA 6 3 3 0 0 9
Total 310 348 363 603 484 1,760

Source: OIG analysis of DOT data

Recent Progress Reported by 
the Department
DOT has established a goal of hiring 
about 1,700 employees to respond 
to identified IIJA needs over the next 
several years (see figure). Based on 
DOT’s data, the Department has had 
early success, hiring 348 employees 
and exceeding its 310-employee goal 
through June 2022. 

Related OIG Work 
Memorandum to the Secretary: 
Challenges Facing DOT in 
Implementing the Infrastructure 
Investment and Jobs Act  (October 5, 
2022)
>> No recommendations

FAA Faces Challenges in Tracking 
Its Acquisition Workforce and 
Ensuring Compliance With 
Training, Certification, and Warrant 
Requirements (September 27, 2021)
>> 8 recommendations (8 open, 0 closed)

Gaps in Guidance, Training, and 
Oversight Impede FAA’s Ability To 
Comply With Buy American Laws  
(June 2, 2021)
>> 8 recommendations (5 open, 3 closed)

For the current status of all our 
recommendations, visit our 
Recommendation Dashboard online. 

David Pouliott
Assistant Inspector General for Surface Transportation Audits 
(202) 366-5630 | David.Pouliott@oig.dot.gov

https://www.oig.dot.gov/library-item/39142
https://www.oig.dot.gov/library-item/38556
https://www.oig.dot.gov/library-item/38401
https://www.oig.dot.gov/recommendation-dashboard
mailto:David.Pouliott%40oig.dot.gov?subject=
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Exhibit A. List of Last Year’s Top Management Challenges

FY 2022 TOP Management ChallengeS Key challengeS

Aviation Safety • Maintaining confidence in the aircraft certification process
• Advancing FAA’s air carrier oversight to keep pace with safety

management system requirements

Surface Transportation Safety • Increasing compliance with surface safety transportation
regulations and programs by improving monitoring and
enforcement

Air Traffic Control and Airspace 
Modernization

• Delivering NextGen benefits to airspace users
• Deploying controller automation tools to improve efficiency

Surface Transportation  
Infrastructure

• Employing effective oversight of Federal funding for response,
recovery, and rebuilding projects

• Enhancing risk-based oversight to improve project delivery and
update and maintain surface transportation infrastructure

Contract and Grant Fund 
Stewardship

• Managing domestic preference and supply chain risk
• Dedicating qualified and sufficient oversight resources for contract

and grant funds

Financial Management • Avoiding increases in improper payments
• Improving policies and procedures to monitor and report grantee

spending

Information Security • Addressing DOT’s recurring cybersecurity weaknesses
• Protecting DOT’s IT infrastructure and sensitive information
• Coordinating with other agencies and industry partners to ensure

cybersecurity in the transportation sector

Innovation and the Future of 
Transportation

• Safely integrating new technologies into transportation systems
• Implementing executive orders and other Federal priorities to

tackle the impact of climate change, advance equity, and promote
resilience in infrastructure and supply chains

Evolving Operations and 
Workforce Management

• Integrating lessons learned to facilitate workplace reentry
• Communicating fully and consistently with employees on

workplace procedures, status, flexibility, and expectations

Note: Prior OIG reports are available on our website at http://www.oig.dot.gov/. 

http://www.oig.dot.gov/
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Exhibit B. List of Acronyms

AAM Advanced Air Mobility
AFM Airplane Flight Manuals
AMJP Aviation Manufacturing Jobs Protection
ARP Act American Rescue Plan Act of 2021
ARRA American Recovery and Reinvestment Act of 2009
ATIP Automated Track Inspection Program
CARES Act Coronavirus Aid, Relief, and Economic Security Act
CRSSA Act Coronavirus Response and Relief Supplemental Appropriations Act of 2021
CDL commercial driver’s license
CISO Chief Information Security Officer
COVID-19 Coronavirus Disease 2019
DATA Act Digital Accountability and Transparency Act
DBE disadvantaged business enterprise
DOE Department of Energy
DOT Department of Transportation
EV electric vehicle
eVTOL electric vertical takeoff and landing
FAA Federal Aviation Administration
FHWA Federal Highway Administration
FISMA Federal Information Security Management Act
FMCSA Federal Motor Carrier Safety Administration
FRA Federal Railroad Administration
FTA Federal Transit Administration
GAO Government Accountability Office
IIJA Infrastructure Investment and Jobs Act
ITSS IT shared service
MARAD Maritime Administration
MFA multifactor authentification
NAS National Airspace System
NextGen Next Generation Air Transportation System
NEVI National Electric Vehicle Infrastructure 
NHTSA National Highway Traffic Safety Administration
NRSS National Roadway Safety Strategy
OA Operating Administration
OIG Office of Inspector General
OMB Office of Management and Budget
PHMSA Pipeline and Hazardous Materials Safety Administration
PII personally identifiable information
PIIA Payment Integrity Information Act of 2019
PIPES Act Protecting Our Infrastructure of Pipelines

and Enhancing Safety Act of 2020
PIV personal identity verification
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POA&Ms plans of actions and milestones
SMS Safety Management System
STIP State Transportation Improvement Program
UAS Unmanned Aircraft Systems
UTM UAS Traffic Management
ZTA Zero Trust Architecture
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Appendix. Department Response

U.S. Department of  
Transportation  
Office of the Secretary 
of Transportation 

Subject: INFORMATION: Management Response to the  
Office of Inspector General (OIG) Draft Report:
DOT’s Fiscal Year (FY) 2023 Top Management Challenges

From: Victoria B. Wassmer        
Assistant Secretary for Budget and Programs, and Chief Financial Officer

To: Eric J. Soskin
Inspector General

The mission of the U.S. Department of Transportation (DOT or Department) is to ensure the 
Nation has the world’s leading transportation system, serving the American people and economy 
through the safe, efficient, sustainable, and equitable movement of people and goods. The OIG’s 
FY 2023 Top Management Challenges report highlights risks that DOT will need to continue to 
focus on to drive significant progress and change in ten challenge areas.

Aviation Safety. DOT continues to work to maintain trust in the Federal Aviation
Administration’s (FAA) aircraft certification process. The FAA is committed to the thorough and 
complete implementation of the Aircraft Certification, Safety, and Accountability Act (ACSAA), 
as well as addressing recommendations from recent investigations and independent reviews 
through rulemaking, policy development, staffing studies, data sharing, and external partnership 
efforts.
To meet this need, the FAA drives greater transparency, collaboration, and accountability across 
the regulating and regulated communities, with a primary focus on:

• Strengthening corporate safety cultures to improve safety risk management and
performance through mandated and voluntary action;

• Improving data availability, accessibility, and analysis through both process and
infrastructure enhancements; and

• Advancing system-level safety management through better integration of the design,
production, and operational approval processes.

The FAA continues to update Congress, unions, and industry stakeholders every quarter on our 
progress.
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Surface Transportation Safety. To reduce transportation-related deaths and serious injuries, 
DOT has taken numerous actions over the past year, including publishing the National Roadway 
Safety Strategy (NRSS), a roadmap for addressing the national crisis in roadway fatalities 
and serious injuries. Since launching the NRSS in January 2022, DOT and its modes have 
accomplished the following:

• The Department issued a call for applications for $1 billion in roadway safety funding for
regional, Tribal, and local governments through the new Safe Streets and Roads for All
grant program. The deadline for applications was September 15, 2022, and the Department
received over 700 applications from all 50 States and Puerto Rico.

• The Department adopted a Safe Systems Approach which provides a framework to
proactively create a safer transportation system and lower risks for people by building
multiple layers of protection through safer roads, safer people, safer vehicles, safer
speeds, and better post-crash care.

• The Department’s Federal Highway Administration (FHWA) submitted a Complete
Streets report to Congress and encourages States and communities to adopt and implement
Complete Streets policies that prioritize the safety of all users in transportation network
planning, design, construction, and operations.

• The Department’s National Highway Traffic Safety Administration (NHTSA) has enhanced
safety monitoring of new technologies in motor vehicles through a Standing General Order
on crash reporting.

• NHTSA has also issued a request for comment on the 5-Star Safety Rating New Car
Assessment Program (NCAP), proposing to add four more technologies to the ratings
including: blind spot detection, blind spot intervention, lane keeping support, and
pedestrian automatic emergency braking.

Implementing the Bipartisan Infrastructure Law (BIL) will provide numerous programs and 
actions related to addressing traffic safety, including enhancing crash data collection, providing 
additional formula funds for States to address their critical safety concerns, including vulnerable 
road users, deploying research and technology results in both infrastructure and vehicles 
to improve roadway safety, and advancing vehicle safety through rulemaking that provides 
consumers with valuable vehicle safety information.

Air Traffic Control and Airspace Modernization. Air Traffic Control and Airspace 
Modernization have been key focus areas for the Department. Through the Next Generation Air  
Transportation System (NextGen) program, vast improvements and modernization of the 
national airspace system operations have been and continue to be implemented using advanced 
technologies. Improvements have included replacing voice-only communications with digital 
communications and shifting from ground-based navigation to utilizing satellites to plan routes 
and obtain near-real-time surveillance. The FAA continues to replace tactical and reactive air 
traffic control with strategic integrated air traffic management. These are only a few of the 
benefits of NextGen that have already been delivered to the users of our Nation’s airspace. The 
FAA is additionally pursuing further efficiencies by deploying Performance Based Navigation
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and Controller Automation Tools that manage flight routes and procedures, leading to improved 
schedule adherence and reduced fuel consumption and engine exhaust emissions.

Surface Transportation Infrastructure. DOT has a strong focus on oversight and resources to 
address risk areas in pursuit of the program goals for BIL implementation. For example, the BIL 
Executive Policy Council (EPC) is responsible for overseeing the Department’s implementation 
of the legislation in a coordinated, comprehensive, and timely manner. The EPC is chaired by the 
Deputy Secretary, staffed by the Office of the Under Secretary, in coordination with the Office 
of the Assistant Secretary for Transportation Policy, the Office of the Chief Financial Officer, the 
Assistant Secretary for Budget and Programs, and the Office of the General Counsel, and  
consists of heads of Secretarial offices and Operating Administrations with jurisdiction over 
programs and authorities covered by the BIL. The EPC meets regularly to resolve any barriers to  
successful implementation, such as budget, staffing, and other resource needs. In addition, the 
Office of the Under Secretary focuses exclusively on implementation. Its goal is to deliver BIL 
programs on time, on task, and on budget. This office coordinates BIL program execution for 
DOT’s Operating Administrations and is the first point of contact for risks, issues, and  
roadblocks; and represents DOT at White House and interagency forums on implementation.
DOT has also established standard frameworks for managing risk and assessing internal controls 
through its Enterprise Risk Management and Internal Control Programs. DOT’s mature Internal 
Control program helped the Department attain 15 consecutive clean financial statement audit 
opinions. The Operating Administrations are identifying emerging risks and developing  
mitigation strategies on an ongoing basis using frameworks based on the Government 
Accountability Office (GAO) issued internal control guidance, such as the BIL Internal Control 
Organizational Assessment. For FY 2023, DOT’s ongoing and planned efforts include fraud risk 
assessments of newly implemented BIL activities and Grants Management Process Reviews 
evaluating the design of program pre-award and post-award internal controls. DOT will sample 
supporting documentation of BIL transactions to confirm the effectiveness of the internal  
controls.

Contract and Grant Fund Stewardship. The Department remains committed to promoting 
effective stewardship of contract and grant funding, establishing sound pricing for contracts and 
grants, and ensuring qualified and sufficient oversight of these funds. In FY22, in support of the  
Program Management Improvement Accountability Act (PMIAA), the Office of the Senior 
Procurement Executive on-boarded two new Federal resources to assist in effective program-  
level oversight and implementation of PMIAA objectives. These analysts will also help to  
mature the program and project management discipline within the Department and enhance 
oversight and stewardship of contract and grants funds. In addition, the Department will continue 
to leverage its primary procurement oversight mechanisms—the Acquisition Strategy Review 
Board and Procurement Management Review program—to ensure effective and compliant 
management of Federal contract dollars. The Department is also thoroughly engaged in  
managing domestic preference and supply chain risk. Through participation in the government- 
wide Biden-Harris Administration Supply Chain Disruptions Task Force, DOT addresses 
congestion and fluidity across the supply chain. For example, BIL expanded and provided 
additional funding for several DOT Discretionary Grant programs that DOT leverages to
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enhance multi-modal connections and improve supply chain efficiency and fluidity. The Department 
also established a cross-modal implementation team to address and implement the improved Buy 
America and Buy American requirements required by Executive Order 14005 – Ensuring the Future 
Is Made in All of America by All of America’s Workers.

Financial Management. DOT embraces its leadership role in providing critical resources to the 
Nation’s transportation systems, transportation employees, and public citizens in a timely fashion 
while maintaining public trust in DOT’s stewardship of the funds. While navigating through the 
COVID-19 pandemic and assisting our Nation’s recovery, DOT was charged with implementing  
and executing the funding appropriated in BIL. In response to the significant increase in funding,  
the Department has enhanced its efforts related to risk identification and the continued  
improvement of our financial management systems. DOT must have rigorous internal controls to 
ensure that Federal funds reach the correct recipients, prevent improper payments, and reduce the 
risk of fraud, waste, and abuse. In FY 2023, DOT plans to test programs susceptible to  
significant improper payments and perform risk assessments for over 30 programs, many of which 
received BIL funding. DOT’s payment integrity program will develop and implement  
targeted corrective action plans and monitor disbursements for trends that could trigger  
additional reviews. The Department remains committed to improving spending data accuracy, 
reliability, and transparency and made significant improvements during FY 2022. These efforts 
include developing and implementing enhanced visualizations and processes to identify and  
correct potential data quality issues and new reporting requirements. These actions also include 
expanded efforts toward continually improving award descriptions to increase transparency and  
ensure the American public can assess whether funding is achieving the intended goals and 
objectives.

Information Security. The Department places the highest importance on Information Security.  
DOT is committed to addressing cybersecurity vulnerabilities and ensuring that DOT’s IT 
Infrastructure and Sensitive Information are protected. DOT has applied significant effort this  
past year to improving cybersecurity capabilities in alignment with the Administration’s Zero Trust 
Strategy. Improvements have focused on multifactor authentication, logging, endpoint  
detection and response, and vulnerability management and remediation. The DOT Chief Information 
Officer is realigning and consolidating commodity IT functions and personnel to reduce the 
complexity of the control environment and implement best practices. The DOT Chief Information 
Officer is also continuing to invest in new technologies, including the deployment of advanced 
analytics and automation and that will interface to the Department of Homeland  
Security/Cybersecurity and Infrastructure Security Agency for improved detection, protection, 
response, and mitigation capabilities against advanced cybersecurity threats.

Fraud Detection and Prevention. Preserving the integrity of DOT programs is essential to  
serve communities and provide stewardship of the public’s resources. The Department is  
committed to preventing and detecting fraudulent activity through the use of a risk management 
program. The program provides a schedule and milestones to assess fraud risk and incorporates 
leading practices identified by GAO’s Fraud Risk Management Framework. As noted by OIG,  
DOT plans to conduct fraud risk assessments of its BIL-funded programs by the end of FY 2023.
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DOT will also thoroughly study fraud risks associated with the Disadvantaged Business 
Enterprise (DBE) program. The Department considers these specific reviews and its continuous 
monitoring activities over financial and administrative controls to be effective fraud risk 
management measures. Moreover, DOT continues to seek additional opportunities to collaborate 
with OIG on emerging fraud risks within DOT programs and activities.

Innovation and the Future of Transportation. DOT continues to support innovation and 
transformation of transportation’s future, focusing on safely integrating new technologies into  
transportation systems. As an example, to meet the future growth and complex demand for 
commercial space transportation, the FAA will continue to develop rulemaking related to 
commercial launch and reentry activities; review processes regularly with agency partners and 
other U. S. Government (USG) agencies with space launch, reentry, and operational safety 
equities; and continually update rules as the commercial space transportation industry evolves. 
Further, the FAA will enhance its approaches to evaluate and approve safety-critical launch 
vehicle components and systems; develop new analysis tools and processes utilized by the FAA 
engineering and technical staff and continue to leverage partnerships with other government 
organizations to enhance the safety of launches occurring from both Federal and non-Federal 
launch sites. The future of transportation will be further augmented by DOT’s activities in support 
of Executive Orders and other Federal priorities to tackle the impact of climate change,  
advance equity, and promote resilience in infrastructure and supply chains. For example, DOT  
will continue to prioritize climate-friendly projects in discretionary grant programs and 
encourage States to do so in formula programs. DOT will continue developing opportunities 
around sustainable transportation materials, vehicles, and fuels. As part of the Biden-Harris 
Administration’s Buy Clean Initiative, the Department recently launched its first-ever  
Department-wide policy to lower the carbon emissions from procurement and materials in 
Federally funded infrastructure projects. DOT will continue to work with stakeholders to build  
out a policy that most effectively and efficiently reduces these emissions and advances more 
sustainable infrastructure. In addition, the Department has successfully stood up and  
is actively pursuing and overseeing the future-oriented goals of the Department’s Nontraditional 
and Emerging Transportation Technology (NETT) Council and Joint Office of Energy and 
Transportation. The Department is also collaborating with industry and other stakeholders 
to develop vehicle-to-everything technologies to enhance safety by allowing vehicles to 
communicate with surrounding vehicles, traffic control systems, and vulnerable road users.
DOT’s strategic research priorities and strategies are set forth in the Research, Development and 
Technology Strategic Plan for Fiscal Years 2022–2026.

Evolving Operations and Workforce Management. The Department continues to navigate 
through a post-pandemic environment. Indeed, the health and wellbeing of our employees and 
Federal contractors remains paramount. DOT is currently re-imaging the physical workspace 
with the changes experienced over the past two and a half years and about six months post 
implementation of our future of work planning and re-defining office space. The Department 
recognizes that employees returning to the office will use it differently than they have 
traditionally. Before the pandemic, the workplace defined the work arrangement and
schedule. This is no longer the case. Employees expect more flexibility that offers them a higher
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level of empowerment and engagement. The Department has to create additional flexibilities 
while also enhancing interconnectivity. Because of these shifts, the Department will look at more 
strategic and thoughtful ways to approach the worksite and ensure the right tools are available to 
succeed. These efforts will be reflected in the Department’s FY 2024-2028 Capital Asset Plan as 
required by OMB Memorandum M-22-14, FY 2024 Agency-wide Capital Planning to Support  
the Future of Work, due to OMB this December. The Department also understands that these 
changes will also require updates to policies and orders associated with human resources, space 
utilization, and use of Departmental technology resources.

We appreciate the opportunity to respond to the OIG draft report. We will continue to work 
together to improve DOT operations and identify fraud, waste, abuse, or mismanagement in the 
Department’s programs, activities, or operations. We are committed to building on our progress 
and resolving these challenges to achieve our mission to deliver the world’s leading  
transportation system, serving the American people and economy through the safe, efficient, 
sustainable, and equitable movement of people and goods. Please contact Gary Middleton, 
Director, Office of Audit Relations and Program Improvement, at 771-200-6799, with any 
questions.
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https://www.oig.dot.gov/hotline
hotline@oig.dot.gov

(800) 424-9071

Fraud, Waste, & Abuse

Hotline

https://www.oig.dot.gov/hotline
mailto:hotline%40oig.dot.gov?subject=
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