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On May 12, 2021, the President issued Executive Order 14028, Improving the 
Nation’s Cybersecurity, following a series of devastating cyberattacks in the public 
and private sectors. The executive order requires civilian Federal agencies to 
support our Nation’s cybersecurity and protect its critical infrastructure and 
computer systems, which underpin the American economy and way of life. The 
Office of Management and Budget requires Federal agencies to:  

• establish processes, procedures, and toolsets to identify, 
manage, and remediate security vulnerabilities;  

• secure Federal automated information security programs; and  

• adopt a robust Endpoint Detection and Response solution as 
part of the shift in cyber defense from a reactive to a proactive 
posture. 

The Department of Transportation’s (DOT) Office of the Chief Information Officer 
uses software tools on its networks to secure information technology assets as 
part of its information security continuous monitoring program. The goal of the 
program is for Federal agencies to combat cybersecurity threats through near 
real-time detection of cybersecurity risks to Federal information systems and 
data. It is critical that DOT’s software tools are effective at detecting whether the 
Department’s systems are at risk of being compromised by malicious actors to 
protect DOT’s data, and secure its information systems and devices. 

To help the Department improve its cybersecurity posture and reduce 
cybersecurity risks, we are initiating this audit to assess DOT’s continuous 



monitoring tools for detecting, preventing, and reporting cybersecurity threats 
that may compromise DOT’s information systems and data. 

We plan to begin work immediately and will contact your audit liaison to 
schedule an entrance conference. We will conduct our work at DOT Headquarters 
in Washington, DC. If you have any questions, please contact me or Leon Lucas, 
Program Director. 

cc: DOT Audit Liaison, M-1 
 FAA Audit Liaison, AAE-100 
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